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THE YEAR 2000 PROBLEM

Summary and key findi ngs

A I nt roducti on. The practice of wusing a two digit year 1In
computer systenms has created what is known as the Year 2000 Problem
(Y2K Problem) or the “ MIlenniumBug” . The Y2K Problemis not just a
computer issue; it is a business problem that could threaten the

effective functioning of the global conmunity in the next mllennium
In our daily lives, conputers and m crochi p-enbedded equi prrent control
di verse and wi de-ranging operations such as flying and navigation of
aeropl anes, salary paynments and mnedical equipment. If the bugs in
these conputers and equi pnent are not corrected, the Y2K Problem wi ||
result in systemfailure, errors and wi despread di sruption to both the
Government and the comunity (paras. 3 and 12).

B. Risks to governnent services. Governnent services and
operations could be seriously affected if the Government does not take
adequate steps to ensure that its critical systens are Y2K conpliant.
The Y2K Problem could affect key governnent functions such as health
care, energency services, inmgration controls and revenue collection
systens (para. 14).

C. Audit review. Audit carried out a review to provide an
i ndependent check to ascertain whether the Admnistration is
addressing this issue adequately and effectively. The audit set out
to primarily assess governnment organi sations’ preparedness for the Y2K
Probl em and, to a | esser extent, the awareness of and preparedness for
the problemin the private sector. Audit conducted a survey of policy
bureaux and government departnents through a detailed questionnaire.
To assess awareness and preparedness within the private sector,
guestionnaires were also issued to private sector organisations,
i ncl udi ng non-governnment organisations funded or regulated by the
CGovernnment (paras. 26 and 27).

Gover nment or gani sati ons

D. Gover nment action. Gover nment action has not been
conpr ehensi ve, coordinated or systematic. Until the establishnment of
the Information Technology and Broadcasting Bureau in April 1998,
there was no dedicated body with responsibility for the coordinated
whol e- of - gover nnent approach to the Y2K Problem (paras. 50 and 69).

E. Sl ow progress. Audit considers that the overall rate of
progress in the public sector has been slow, with the ngjority of
government organi sations behind schedule in their Y2K programes. O
the 74 government organi sations which are affected by the Y2K Probl em
40 organisations (54% were still in the process of conpleting their
i npact assessnents as at 31 January 1998 and three (4% had yet to
start the task. |If the current rate of progress is nmintained, there
is a risk that nmany governnment organisations will be unable to convert
all of their systens and equi prent by year 2000, including many which
are critical to the Governnent’s operations (paras. 59, 132 and 133).

F. Audit recommendati ons. To ensure that the Governnent’s
critical operations are not adversely affected by the Y2K Probl em
Audit has reconmended that the Adm nistration should urgently address
a nunber of issues, as follows:

(a) approach Y?K as a business problem and introduce a top-down

approach by critically examning its whole-of-governnent




strategic direction (first inset of para. 154);

(b) prepare a strategic plan to underpin its Y2K activities on a
whol e- of - governnent basis for the critical period ahead (second
i nset of para. 154);

(c) determine and prioritise whol e-of-governnment business-critical
systens and equi pnment to be converted (para. 134(h));

(d) establish appropriate nmechani snms to nonitor the progress of the
whol e- of - governnent Y2K progranme (fourth inset of para. 154);

(e) set a strict tinetable for the conpletion of each phase of the
Y2K conpliance programme (third inset of para. 154);

(f) provide urgent assistance and guidance to those government
organi sati ons which are behind schedule (para. 134(a)); and

(g) direct all governnent organisations to commence planning for
contingencies (para. 134(j)).

Private Sector

G Y2K prepar edness. The results of Audit’s survey of private
sector organisations indicate that, although awareness of the issue is
high, there is still a long way to go in addressing the Y2K Probl em

Alnost 90% of the organisations want nore initiatives from the
Government to enable them to solve the Y2K Probl em The Gover nnent
has failed to address the Y2K Problem in the private sector in a
compr ehensi ve, coordinated and systematic way (paras. 206 and 207).

H. Audit recommendati ons. To ensure that Hong Kong's econony is
not seriously affected by the private sector’s Y2K Problem Audit has
reconmended that the Adnministration shoul d:

— critically re-exanmine the Governnent’'s goals, role and
responsibilities for helping the business comunity to nanage
the Y2K Probl em (para. 208(a));

— performa stock-take of its efforts to date and use the results
to determine the best way forward (para. 208(b));

— consider strengthening regulatory control to ensure that
providers of essential services are Y2K conpliant in order to
avoid major disruptions to the community (para. 208(d)); and

— consider establishing nonitoring and reporting nechanisns to
oversee the Y2K conpliance programes of providers of essential
servi ces, for exanple, heal t h, transport and utilities
(para. 208(f)).

l. Response fromthe Admi nistration. The Secretary for Infornmation
Technol ogy and Broadcasting wel cones the audit report and appreciates
its usefulness to the Y2K work of the Administration. He has accepted
nmost of the audit recommendati ons. He has advised that the
establishment in March 1998 of the Steering Committee on Year 2000
Conpl i ance has enabled Y2K rectification work within the Government to
be taken forward in a nmore coordi nated manner. It has also resulted
in a nore focused approach to pronoting awareness and understandi ng of
the Y2K Probl em on a comunity-w de basis (para. 210).
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PART 1 — | NTRCDUCTI ON

1. This PART describes the background to the audit and outlines
its objectives, scope and net hodol ogy.

The Year 2000 Probl em

2. At mdnight on 31 Decenber 1999, nany date-dependent devices
could fail causing w despread disruption across the world. Wil e
nost people wll be welcoming in the new mllennium many
i nformati on technology (I T) professionals will be working to address
maj or systemfailures across the global comunity.

3. The practice of using a two digit year in conmputer systens
has created what is known as the “ Year 2000 Problent (Y2K Problem
or the “ MIIlennium Bug” . The Y2K Problem is not just a conputer

i ssue, but a business problem that could threaten the effective
functioning of the global community in the next mllennium

“ The failure to get it right will affect the integrity
of the paynent system financial narkets, and the
performance of the domestic and the gl obal economes ..~
(Note 1)

4, Information technology is the tool that wll shape the
twenty-first Century. As clocks tick towards 1 January 2000, the
time remaining to ensure that systens are free from the Y2K Probl em
is rapidly disappearing.

5. For nore than three decades, conputer prograns have used only
two digits rather than four to represent the year. This is because,
when computer systens were being built in the 1960s and 1970s,
computer nmenory was expensive and using only the last two digits to

represent the year, with no “ 19" in front, could save space. For
i nstance, 1998 is represented as “ 98" and nost busi ness
applications represent the date in the form DDMWY; 31 January 1998
is normally represented as *“ 310198" . No one anticipated the

| ongevity of conmputer systens designed in the 1960s and 1970s.
Therefore, no one ever expected to have to face the Y2K Probl em

6. When internal clocks tick over to the year 2000, only * 00"

will appear and many conputers wth tine-sensitive functions or

Note 1: Busi ness Week 1997, President of the Federal Reserve Bank of
New Yor k.
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prograns may assune that the year is 1900. As a result they could
shut down, refuse to accept valid data, or produce errors that are
not easily detectable, if they assume that “ 00" cones before
“ 99" | O hers may revert to a different date, such as the date
when the systens were initially progranmed. The Y2K Problem is not
j ust a date problem 1 January 1900 was a Mnday whereas
1 January 2000 will be a Saturday. Some conputers nmay incorrectly
assume that the first day of the next mllenniumis a weekday.

7. Systenms which calculate interest rates, nortgages, payroll
and superannuation, determ ne use-by dates for perishable foods, and
systens which produce invoices or purchase orders my all be
susceptible to the Y2K Problem Consider a system which cal cul ates
interest on a loan in year 2000. If the conputer treats year 2000
as 1900, it will conclude that the loan taken out in 1998 is now
98 years old (00 — 98 = -98). If the mnus sign is ignored, the
system will record an enornous interest bill for the custoner. I f
the computer recognises the nminus sign, it will generate a |arge
negative credit. Either way, errors wll occur leading to a

ti me-consum ng correction exercise and a |arge nunber of conplaints
from cust omers.

8. Correcting the Y2K Problem is not conplex but may require a
substantial anpbunt of tinme to locate the large nunmber of fields
whi ch contai n dates. These are randomy |ocated in nasses of non-
date related fields. Locating them may require a conprehensive
search of an entire software library which may contain mllions of
lines of code.

9. The Y2K Problem not only affects conmputers but all equi pnent
and machinery wusing mcroprocessors (mcrochips). The problem
ari ses because many mcrochips have a restricted capacity and the
software and data stored usually use only two digits to specify the
year. This date processing logic resides as a conponent of an array
of equipnment that we use on a daily basis such as security systens,
communi cati on equi pnent, heating and air-conditioning systens, and
medi cal equi prent .

10. An additional problemis that the year 2000 is a |eap year,
whereas 1900 was not. Due to the conplicated rules regarding the
definition of a leap year, many programmers may have failed to
define 2000 as a leap year. As a result, many conputers nay not

recogni se 29 February 2000 resulting in errors, rejected data or
system failure. At mdnight on 1 January 1997, 660 process control
conmputers, which ran the snelter potlines at an alumniumsnelter in
New Zeal and, could not account for an extra day stenmmng from the
1996 |l eap year and crashed. Five pot cells were ruined |eaving the
conmpany with a repair bill equivalent to HK$2.5 nillion.
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Possi bl e consequences of non-conpliance

11. The British Standards Institution has developed a forna
definition of Y2K conpli ance:

“ Year 2000 conmpl i ance shal | mean t hat neit her
performance nor functionality is affected by dates prior
to, during and after the year 2000. In particular

— no value for current date will cause interruption in
oper ati on;

— date-based functionality nust behave consistently
for dates prior to, during and after year 2000;

— in all interfaces and data storage, the century in
any date nust be specified either explicitly or by
unanbi guous al gorithms or inferencing rules; and

— year 2000 rnust be recognised as a | eap year.”

12. The year 2000 is an inmovable deadline and the consequences
of non-conpliance are potentially disastrous. In our daily Ilives,
computers and mcrochip-enbedded equipnent control diverse and
wi de-rangi ng operations such as flying and navi gati on of aeropl anes,
sal ary paynents, and traffic |ights. I nsurers have warned that
airlines worldwide will be grounded if they fail to protect their
conputers from the Y2K Problem A large international insurance
company has said that it will w thdraw cover for any airline which
does not adapt their systens before year 2000. Organisations cannot
delay addressing this issue or risk possible system or even
busi ness, failure. Al 't hough not all system failures will endanger
our Jlives or result in business failures, they wll cause
consi derabl e i nconveni ence.

13. For sone organisations in Hong Kong and overseas, the Y2K
Probl em has al ready energed. Organi sations that are required to
enter year 2000 dates prior to the next millennium for exanple
credit card expiry dates, loan calculations and stock control of
peri shabl e goods, have already experienced problens with year 2000.
In Hong Kong, the Governnment has al so experienced the Y2K Probl em
The Electrical and Mechanical Services Departnment (EMSD) noted in
May 1997 that its Conputerised Costing and Managenent |nformation
System (CMS) was affected when nmmintenance scheduling dates
extended to dates beyond the year 2000. One manufacturer in the
United Kingdom (UK) had to recall a heart defibrillator because its
built-in safety feature would shut it down if it had not been
serviced recently. It thought 2000 was 1900, and would therefore
regi ster that the nmachi ne had not been serviced for over 90 years.
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14. CGovernnment services and operations could be seriously
affected if the Government does not take adequate steps to ensure
that its critical systenms are Y2K conpliant. Sone exanples of risks
to key governnent functions are:

— public safety being put at risk;
— government revenue not being received;

— business functions being disrupted, including the delivery of
key services such as health <care, energency services,
i mmgration controls, and postal services;

— delay in paying vendors and suppliers for goods and services
provided to the Governnent; and

— delay in paynent of salaries to government enpl oyees.

The role of the Gover nnent

15. The Governnment functions for the well being of the whole
comuni ty. The Government has a responsibility to ensure the
continuity of essential public services such as health services,
public transport and the provision of utilities.

16. The CGovernnment also has a role to play in facilitating the
conmpetitiveness of Hong Kong in order for it to conpete effectively
with the rest of the business world:

“ To promote the well being of the people is the nost

fundanental task of a responsible governmnent. In the
increasingly open and conpetitive world market, al
governments will have to maintain the economic vitality

of the comunity as a whole to create rising prosperity

My Administration ...has to plan with specific focus
on addi ng value to our econony, and seriously considering
our ability to conpete in the world market.” (Note 2)

Not e 2: Policy Address by the Chief Executive of the Hong Kong Speci al
Admi ni strative Region on 8 October 1997.
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17. The Y2K Problem is a potential threat to both the business
sector and the Governnment and, consequently, to the conpetitiveness
of Hong Kong. Failed systens, delays and errors on custoner
accounts will affect the efficiency and conpetitiveness of
or gani sati ons. Rai sing awareness of the issue would assist the
community in recognising and overcomng this conmon, and

f oreseeabl e, threat.

18. The correction of an organisation’s own computers wll not
necessarily be enough if its custoners and suppliers have not fixed
their own problens. They can seriously affect an organisation’s
busi ness. For exanple, an organisation’s conputers nmay be Y2K
compliant but they will not work if the electricity supplier has

failed to solve its problens by the deadline. Wth conplex supply
chains and the increasing use of conputers to exchange data between

the private sector and the Governnent, it is inportant to ensure
t hat government systens are protected from non-conpliant private
sector organisations. No organisation, including the Governnent,

operates in isolation:

“ Year 2000 isn’t a conputer problem ... it isn't a
conmpany, industry or U S. problem either - it's a
gl obal interdependency problem” (Note 3)

Costs of achieving Y2K conpl i ance

19. A US-based research firm (Note 4) estimated that the
wor |l dwi de cost to conpanies and governments to fix the Y2K Problem
could be as high as US$600 billion (HK$4, 700 billion). Anot her

i nternational software research firm (Note 5) estinmated that the
software repairing cost for Hong Kong would be approximtely
HK$10 billi on.

20. Many organi sations have not yet identified their costs for
achi eving Y2K conpli ance. It is likely that as organisations firm
up on the tasks required, and as IT skill’s shortages |ead to higher

sal aries, Y2K project costs could soar.

Note 3: “ Wel cone to 2001, see you in court” , Conputerworld Hong Kong,
28 August 1997.

Not e 4. Gartner Goup (source: “ Year 2000 Date Problem Guidebook”
publ i shed by the Hong Kong Productivity Council, August 1997).

Not e 5: Software Productivity Research (source: “ Year 2000 Date Problem
Qui debook” published by the Hong Kong Productivity Council,
August 1997).
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Audit revi ew
Audit rationale

21. The Y2K Problem represents a significant potential risk to
the delivery of the Governnent’'s key services and operations. The
day-to-day operations of the GCGovernnent are highly conputerised,
with critical systens sonetinmes conplex or integrated wthin
gover nnment departnents. Audit carried out a review to provide an
i ndependent check to ascertain whether the Adnministration is
tackling this comon threat adequately and effectively in a
coordinated and tinmely manner.

22. Audit has added value by bringing to the attention of the
Adm ni stration issues where greater efforts may be required, and by
pronpting the Adnministration to expedite action to resolve the Y2K
Pr obl em Audit designed a conprehensive questionnaire which could
al so serve as a self-assessnent tool for governnent organisations to
ensure that they have addressed all critical aspects of the Y2K
Probl em such as inpact analysis, conpilation of project plans and
prioritisation of the conversion exercise.

Audi t approach
23. This audit set out to primarily assess government

organi sations’ preparedness for the Y2K Problem and, to a |esser
extent, the awareness of and preparedness for the problem in the

private sector. Audit surveyed all policy bureaux and government
departnents’ Y2K preparedness and their managenent of the problem
including risk managenent disciplines. In particular, Audit was

concerned about the steps taken by governnent organisations to
assess and address the Y2K-related risks to their business and key
functions such as service delivery, revenue collection and public
saf ety. Wth regard to the private sector, Audit was concerned
about the steps taken by the Covernment to help the private sector
to overcone the Y2K Probl em

Audit objectives
24, The objectives of the audit were to:
— reinforce awareness in the Governnent and the private sector

of the Y2K Problem and the urgency wi th which conpliance nust
be achi eved;

— review, and assess the adequacy of, governnent organisations’
planning in relation to achieving Y2K conpli ance;
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— review governnment organisations’ strategic risk assessnments
inrelation to the Y2K Probl em

— review, and assess the adequacy of, the inplenentation,
managenent and nonitoring of Y2K conpliance strategies in
gover nment organi sati ons; and

— ascertain the role of the CGovernment and to assess the
effectiveness of the CGovernnent’s efforts in promoting
awar eness of the Y2K Problemin the private sector

Audit scope

25. The audit focused on the Governnent’s awareness, planning
and, to a lesser extent, the inplenentation of Y2K solutions at a
strategic |evel. It was not intended to address technical issues
regarding the solutions adopted by policy bureaux and governnent
departnents to make their systems Y2K conpliant. This approach was
consi dered necessary because this audit should not be perceived as
providing a certification of individual governnent organisations’
conpl i ance.

Audi t et hodol ogy

26. Audit conducted a broad-based review of policy bureaux and
government departnments. This involved the distribution, collection
and anal ysis (on an unwei ghted basis) of questionnaires to 85 policy
bureaux and government departnments, as well as field visits to a
nunmber of | arge government organi sations. The analysis contained in
this report is based upon 84 conpleted returns. One policy bureau
submtted two returns and another departnent submitted three
returns. Details are shown in Appendi x A

27. To assess how effectively the Governnent has pronoted an
awareness of the Y2K Problem in the private sector, Audit issued
questionnaires to 363 private sector organi sations, covering snall,
medium and |arge enterprises. These covered the mpjority of
busi ness sectors wthin the conmunity. Also included in the
distribution of questionnaires were non-governnent organisations
(N&Cs), funded or regulated by the Government, which provided
essential services to the public (Note 6). The anal ysis contai ned
in this report is based upon 175 conpleted returns (a response rate

Not e 6: Exanpl es of these organisations are the Airport Authority, the
Mass Transit Railway Corporation, the Kow oon-Canton Railway
Corporation, the Kow oon Mdtor Bus Conpany Linited and the China
Li ght and Power Conpany Limted.

— 16 —
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of 489%.
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PART 2 — AWARENESS AND RECOGNI TI ON OF THE Y2K PROBLEM
28. This PART examines the extent and the timing of awareness in
the public sector in Hong Kong. It includes a review of actions

taken, and the timng by the Governnment to raise awareness of the
i ssue wi thin government organisations.

Backgr ound

29. Many people may have heard of the term “ Y2K Probleni or
“ MIlennium Bug” but may not fully understand what it is and how
it could affect them Despite the considerable amount of publicity
on the Y2K Problem over the |ast few years, many organi sati ons and
seni or nmanagers may ighore or may not have a good understandi ng of
the nature or size of the problem Senior nmanagers will be held
responsible if non-conpliant software and hardware cause nmjor
di sruption to an organi sation’'s operations.

Y2K m sconceptions

30. There are a nunber of common misconceptions surrounding the
Y2K Problem [|f senior nanagenent, staff or custoners adopt any of
the followi ng views, an organi sation nay be at ri sk:

(a) There is plenty of tine remaining to fix the problem
Evidence to date indicates that organisations which have
al r eady started to addr ess t he problem my have
underestimated the tinme required to identify and convert the
many lines of code containing date fields. Al so, nany
organi sations my need to input year 2000 dates before
1 January 2000, for exanple maintenance scheduling or expiry
dates on licences. As a result, the problem may have to be
fixed several years earlier than anticipated;

(b) The problem is easy to fix. This may be true for an
organi sation which only has a small nunber of systems and
prograns but the problem is that many organisations have
hundr eds or thousands of them
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(c)

(d)

(e)

(f)

(9)

We can review system docunentation for Jlocation of date
codes. Legacy systens’ (Note 7) docunentation may be
difficult to find, or out of date, making it difficult to
understand its design and interfaces and to |ocate affected
codes. This was a problem experienced by a local university
during its conversion process when poorly documented
progranming and the absence of the software’s original
devel opers hindered the date-detection task;

The probl em should not be so bad because we have only bought
packaged software in the last few years. Many of the
packages in use today were originally designed a decade or
nore ago when two digits were used to specify the year. Over
the years, in-house anmendnents have been made to nodify the
software (for exanple, tailor-nmade program interfaces to

ot her systens). However, the original core, including the
two digit dates, has been retained. Therefore, the Y2K
Problem still exists. A large conputer vendor said that

there was a good chance” that sone products produced by
his conpany and shipped prior to 1 May 1997 night not be
year 2000 conpli ant;

W have the resources to handle the conversion process
i n-house. A survey carried out in the United States by a
consultancy firm which specialises in year 2000 code
correction work, found that 82% of conpanies surveyed which
had begun rectification underesti mated the anount of tine and
nmoney that would be needed for the project. Mre than 70% of
t he conpani es had been forced to increase their staff;

The responsibility can be outsourced. Many organi sations nmay
be planning to outsource their Y2K project. There have
al ready been predictions that this will lead to IT resource
shortages and soaring costs. Mnagers must realise that they
can outsource the conversion process but not t he
responsibility for achieving conpliance; and

We can just replace the systens by year 2000. Major systens
repl acements may take even longer to install than fixing the
old system If there are any problens it may then be too
late to convert the old existing system

Note 7:

Legacy systens are old conputer systens that have been in use
for sone 20 to 30 years. They were witten in old progranm ng
| anguages.
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Addressing the Y2K Probl em

31. The <challenge in overcoming the Y2K Problem should be
addressed, not as a technical problem but managerially. Seni or
managenent support and involvenment are essential to ensure that
business risks are identified, sufficient resources are allocated to
the Y2K project and the issue is addressed in a structured and
effective manner. An environnent should be created in which a Y2K
project can flourish, including comrunication of the issue to all
enpl oyees. For an organisation that takes the issue seriously, one
woul d expect to see reference to the Y2K Problem in policy
statenents or business pl ans.

32. The Y2K project is likely to be the largest and nost
si gni fi cant t echnol ogy- based proj ect nost organi sations wll
undert ake. The Y2K bug can affect all types of hardware, software
and nicrochi p-enbedded equi pnent. An organi sation should also be
aware of the risk from non-conpliant external parties such as
customers and suppliers.

33. Many organi sations will be affected by the Y2K Problem pri or
to 1 January 2000. The date when the Y2K Problem wi Il inpact nust
be identified and this information used to determine the priority
with which potential problens wll be addressed. It is also
i mportant for organisations to recognise year 2000 as a |eap year
and to ensure that their systens recogni se 29 February 2000.

The Y2K programme

34. Addressing the Y2K Problem requires government organi sations
to apply a whol e-of -business focus, rigorous risk nanagenent and
sound project managenent. Based on recogni sed industry guidelines,

Audit has categorised the phases of the Y2K programme, as foll ows:

e Awar eness

e Assessnent and pl anni ng, in which systens are
identified and prioritised for repair or replacenent

e Conversion, in which affected systens are repaired or
repl aced

e Testing and inplenentation of converted systens
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35. Figure 1 below illustrates the tinmetable that Audit would
expect organisations to be actively working towards. This tinetable
i s based on recogni sed industry guidelines.

Figure 1

Y2K Programme Timetable
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Source:  Audit Commission

36. Awareness of the Y2K Problem is the crucial first step

t owar ds achi eving conpliance. The key stages in the awareness phase
are as follows:
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e Define how the problem inpacts on the organisation and
its operations

e Conduct an awareness canpaign within the organisation
for senior managers and staff

e Develop a Y2K strategy that includes key year 2000
i ssues, i ncl udi ng pr oj ect managenent structure,
reporting requirenents and initial resource estinmates

e Convince senior managenent that the problem exists and
obtain their support

e Establish a senior managenment group with responsibility
for overall control and coordination of the project

e Establish a Y2K project team and project manager wth
seni or managenent involvenent or regular reporting to
managenent

37. The timng of the awareness phase is also critical to the
success of a Y2K project. To achieve conpliance by year 2000, it is
suggested that an organi sation should have conpleted an awareness
campaign by the end of 1996 (Note 8). Indeed, in a nmenorandum to
the Director of Information Technol ogy Services dated 31 March 1998,
the Judiciary Adm nistrator stated that:

“ Wth the benefit of hindsight, | consider that the Y2K
awar eness should start in early 1997 at the |atest,
giving departnents some tine to figure out the totality
and seriousness of the problem?”

Awar eness and recognition of the problem by the Governnent
38. The CGover nment classifies conmputer systenms as either

adm ni strative or non-adm ni strati ve. Broadl y speaki ng,
administrative systens provide decision-nmaking support to

Not e 8: Year 2000 Conputing Crisis: An Assessment Quide, United States
Ceneral Accounting Ofice, September 1997.
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managenent and assi st in performng the admnistrative and
operational duties in departnents (Note 9). Non- admi ni strative
systenms use conputers to support professional, technical and
educational disciplines in performng non-adnmnistrative tasks
(Note 10). The Y2K Problem not only affects the Governnent’s
admi ni strative conputer systens, but also affects non-administrative
systenms and equipnment with enbedded m crochips. Gover nent

organi sations must realise the full extent of the problem and assess
all types of systems and equi pnent that could be affected.

39. The |Information Technology Services Departnment (ITSD) is
responsi ble for the devel opnent, inplenentation and naintenance of
the Governnment’'s adm nistrative conputer systens. It also provides
advisory services and <comon |IT facilities for governnent
departments and helps them acquire standard conputer hardware,
software and related services. The ITSD has taken an active

coordinating role to tackle the Y2K Problem in respect of the
admi ni strative conmputer systens in the Governmnent.

40. Pronoti on of awareness anpbng governnment organi sations began
in late 1996 through an |ITSD exhibition in Novenber 1996, which
i ncl uded Y2K awareness as one of its seven topics. As attendance at
the exhibition was voluntary, it could be inferred that not all
seni or nmanagers were aware of the issue by the end of 1996.

41. The Year 2000 Conpliance Programme Managenent Goup (YPMO
(Note 11) was set up within the ITSD to oversee the Y2K work on
systens that were supplied by the Departnent or through its
contractors. Its remt also includes a responsibility to raise
awar eness. The first neeting of the YPMG was held on 10 March 1997,
with the Group neeting once a nonth to revi ew progress.

42. In May 1997, six nonths after the ITSD exhibition, the I1TSD
issued a circular to Policy Secretaries and Heads of Departnents

Note 9: Admi ni strative systenms use conputers for the collection,
processing, utilisation, storage and distribution of information in
order to provide decision support to managenent and to assist in
per f or m ng t he adm ni strative and oper ati onal duti es of
depart ments.

Not e 10: Non- admi ni strative systens can be categorised into sensor-based
systems, conputer-aided design and conputer-aided mnmanufacturing
syst emns, educat i onal conputing and technical and scientific
conputi ng.

Note 11: The YPM5 chaired by the Director of Information Technol ogy
Services, includes Branch Heads and the Y2K technical project team
of the |ITSD.
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containing background information on the Y2K Problem and the
proposed actions on the part of the ITSD and users. This was
followed by a series of circulars in Septenber and Decenber 1997 and
March 1998 and a letter to all Policy Secretaries and Heads of
Departnments on 30 Septenber 1997.

43. On 26 Novenber 1997, the ITSD issued a letter to all Policy
Secretaries and Heads of Departnents requesting them to conplete a
survey detailing their plans for rectification of all types of
conputer systens. Respondents were asked to conplete the survey by
Decenber 1997 for al | adm ni strative, non-adm ni strative and
end-user devel oped systens, and personal conmputers (PCs). The
survey did not specifically mention equipnment with date-sensitive
el ements such as nedical equipnent, elevator control systens and
t el ephone systens.

44, The results of the survey i ndi cated that of t he
665 administrative systens identified, 356 (53.5% required renedial
work to ensure conpliance. For the 195 non-administrative systens
identified, 80 (41% required r emedi al wor k, and for
38 systems (19.5%, the status of conpliance had not yet been
established. For the 699 end-user devel oped systens, 392 (56% were
assessed as non-conpliant. The ITSD s prelimnary observations in
its report to the Conputer Strategy Group (CSG (Note 12) neeting on
9 January 1998 stated that:

— the ITSD had no information on hand to assess the size of the
problem for non-adm nistrative systenms in the Government or
how wel | equi pped governnent departnents were to handle it.
The result of the quarterly survey seenmed to suggest that the
nunber was nuch smaller than adm nistrative systens, SO0 was

the size of the problem “ However, it could also reflect a
gross understatenment of the situation due to a general |ack
of sufficient know edge.” ; and

— the ITSD did not have the technical expertise to advise
government departnents on how to identify such elenments, to
ascertain Y2K conpliance, or to take the necessary action.
No departnent had published guidelines to address the Y2K
Probl em on non-adm ni strati ve systens.

Note 12: The CSG chaired by a Deputy Secretary for the Treasury and
conprising officers of the Finance Bureau, the |ITSD and the

Efficiency Unit, is tasked to fornulate service-wide |IT policies
and strategies, prioritise conputerisation projects for funding
pur poses and nonitor the overall |IT expenditure of the Government.

— 24 —
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45,

46.

The CSG

shared the ITSD s concern that the reportedly small nunber of
non-adm ni strative systens confirnmed to be non-conpliant
m ght be an under-statenent of the size of the problem

urged the ITSD to liaise closely with the EMSD and O fice of
Tel ecommuni cati ons Authority (OFTA) on electrical/mechanical
systens and tel ecommunications instruments which formed the
majority of the non-adninistrative systens in order to size
up the problem and to solicit their assistance on what nore
could be done to pronote departnments’ awareness of the Y2K
Pr obl em

suggested that the |1TSD should issue to departments a
circular/letter on non-admnistrative systenms, wth nore
readi |y understandable exanples of what systens should be
classified as non-admnistrative, to enhance their awareness
on the potential inplications of the Y2K Problem and to
publicise the assistance available to them and

noted that the Director of Information Technol ogy Services
would raise the issue with the Director of Electrical and
Mechani cal Servi ces and t he Di rect or - Gener al of
Tel ecommuni cat i ons and woul d al so liaise wth ot her
depart ments.

Following their first nmeeting on 26 January 1998, t he

Director of Information Technol ogy Services issued a nenorandum to

t he

Director-CGeneral of Telecommunications and the Director of

El ectrical and Mechani cal Services on 20 February 1998 saying that:

47.

“ W agreed at our last neeting that there is a need to
assist bureaux and departnents in identifying and
assessing the Y2K conpliance status of non-adm nistrative

systens ... as well as instruments and equipnent that
contain date-sensitive elenents. W also agreed that
information circulars from the EMSD and OFTA would be
useful . The <circulars could provide guidelines to

bureaux and departnents, supported by exanples to
illustrate how they <can identify such systens and
equi pnent . ”

In his nenorandum of 3 March 1998, the Director-General of
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Tel ecommuni cat i ons request ed policy bur eaux and gover nnent
departments to verify details of the Iine communication equipnent
under their control. This would enable OFTA to secure the necessary
funding and liaise with the contractors with a view to solving the
Y2K Probl em

48. On 6 March 1998, the Director of Electrical and Mechani cal
Services issued a circular to all Policy Secretaries and Heads of
Departnents on sensor-based non-admninistrative conputer systens and
nm croprocessor - based equi pnent . The circul ar reconmended
departments to carry out inspections and sinulated tests on such
equi prent in order to identify the Y2K Problem and to assess its
i mpact on their operations. An encl osed appendix gave a |ist of
typi cal systens that could be affected.

49, As part of the ITSD s effort to assist policy bureaux and
governnment departnents in planning their year 2000 rectification
projects, a workshop specifically aimed at Directorate staff was
held on 31 March 1998. The objective was to provide a conprehensive
framewor k and net hodol ogi es for bureaux and departnents to follow in
order to expedite the inplenentation of their Y2K projects. The
content of the workshop also included coverage of the awareness
phase of a Y2K programre, including inpact on the business, |IT and
non-1T systens/equi pnent, steering conmmittees and awar eness
canpai gns.

Est abli shnent of the Information Technol ogy and Broadcasting
Bur eau

50. The Informati on Technol ogy and Broadcasting Bureau (| TBB) was
established on 9 April 1998 and its responsibilities include policy
matters relating to information technology and tel ecomrunications.
The |1TBB has taken the lead in coordinating the Government'’s
approach on the Y2K Probl em Prior to the establishnment of the
I TBB, the designated Secretary for Information Technology and
Broadcasting established a Steering Commttee on Year 2000
Compliance (Note 13) to nmonitor progress and to give an overall |ead
on Y2K issues within the CGovernment and the NGGCs. The Steering
Committee also has responsibility for the pronotion of awareness of
the problem in the comunity. The first neeting was held on
31 March 1998.

Note 13: Menbership conprises the Secretary and Deputy Secretary for
Information Technology and Broadcasting; Pri nci pal Assi st ant
Secretary for Information Technol ogy and Broadcasting; Director of
Information Technol ogy Services; Director of Electrical and
Mechani cal Services; Director-General of Tel ecomunications and
representatives fromother policy bureaux.

— 26 —
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Audit observations on the Governnent’s Y2K awar eness

51. Through a series of circulars and letters (see paragraphs 42
and 43 above), the ITSD attenpted to raise the awareness of the
year 2000 issue anpbng governnent organi sations. However, survey

results and di scussions at the CSG neeting (see paragraphs 44 and 45
above) indicated that, as late as March 1998, there was still
uncertainty wthin governnment organisations concerning the Y2K
Probl em af fecting non-admi ni strative conputer systens and equi prment
wi th enbedded date-sensitive el enents.

52. It was not until late January 1998 that the |1TSD, OFTA and
the EMSD net to take a coordi nated approach to the Y2K Problem (see
par agraph 46 above). Two nonths later, the Steering Committee on
Year 2000 Conpliance met for the first tinme (see paragraph 50
above). Wth this delay in introducing a coordi nated approach, and
the absence of expertise in all aspects of the Y2K Problem by as
|ate as March 1998, governnent organisations night not have been
fully aware of the extent of the problem

53. Del ays in issuing guidance on equipnent with date-sensitive
el ements nmay have inpacted on an organisation’s ability to fully
assess the potential effects on its operations and draw up an
effective plan of action in time to address these inpacts.
Compr ehensi ve inpact assessnents of all relevant assets may only
have begun in March 1998. Any delays in the awareness phase wll
affect the successful conpletion of the subsequent project phases
and, ultimately, may result in system and equipnment failures in
year 2000.

54, An ITSD circular, dated 6 March 1998, requested policy
bureaux and governnment departnments to conpile a second quarterly
survey on their progress in identifying and rectifying the Y2K
Problem on all types of systens and equi pnent as at 31 March 1998.
The previous survey in Novenber 1997 (see paragraph 43 above) had
requested details for “ computer systens” whereas the |[atest
circular expanded the categories to include “ ALL governnent assets
that will be affected by the Year 2000 Probleni . It specifically
nmenti oned sensor-based conmputers and mi croprocessor systens that are
enmbedded in electrical, mechani cal , el ectronic and nedical
equi prrent; and |ine comruni cation systens (i.e. telephone systens).

55. Audit welcones this clarified and expanded definition of
assets that nay be affected by the Y2K Problem The ITSD s primary
focus had initially been on the identification of administrative
systens, end-user developed systenms and PCs and their inpact on
gover nment operations. The original enphasis on conputer systens,
rather than on all assets that nmay be affected, nay have jeopardi sed
governnment departnents’ ability to draw up an effective plan of
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action intine to neet the threat of Y2K and its i nrmovabl e deadl i ne.

56. The | TSD- sponsored wor kshop (see paragraph 49 above) may have
hel ped seni or managers of governnment organi sations to understand and
address their Y2K probl ens. However, the delay in holding such an
event is further evidence of a lack of awareness at a sufficiently
early date by the Governnment. An awareness sem nar for senior civi
servants was held in the UK in March 1996, two years before the
sim |l ar workshop in Hong Kong.

Anal ysis of responses to Audit’s questionnaire

57. In order to gauge the l|level of awareness of the problem in
the public sector, Audit conducted a survey of policy bureaux and
governnment departnments through a detailed questionnaire during
January 1998. The analysis is based wupon 84 returns (see
par agraph 26 above).

58. The survey results indicate that, with 74 (88% governnent
organi sations affected, the Y2K Problem represents a significant
risk to the Adm nistration. The ten government organi sations which
have stated that they are not affected by the Y2K Problem are |isted
in Appendix B. To gauge their awareness of the inplications of the
problem Audit asked respondents whether they had addressed the key
stages of the awareness phase as detailed in paragraph 36 above.

| npact assessnent

59. O the 74 governnment organisations which are affected,
31 (42% had conpl eted an assessnent of how the Y2K Probl em i npacts
on their organisation. Forty (54% were still in the process of

completing their inpact assessnents as at 31 January 1998 and
three (4% had yet to start the task.

60. The response suggests that a significant nunber of government
organi sations are behind schedule in respect of their Y2K
pr ogr amres. Wt hout assessing the potential inpacts of Y2K on
busi ness operations, an organisation will be unable to proceed to
plan their approach to solving the Y2K Problem Any delays in this
initial stage will inpact on their ability to successfully address
the issue by the deadli ne.

Awar eness canpai gn

61. An awareness canpaign is a crucial first step to raise the
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awar eness of both senior managers and staff about the potential
i mpact of Y2K on an organisation’ s operations. Only 36 (49%
respondents had conducted an awareness canmpaign wthin their
organi sation, despite the fact that 52 (70% clainmed to be at risk
of their enployees being unable to perform their duties because of
year 2000.
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Managenent

62. Managenent comm tnent and invol venent are essential to ensure
that the Y2K Problem is addressed effectively. Audit asked whether
there was senior nanagenent involvenent in a steering committee or
project team responsible for Y2K matters. Forty-two per cent of
respondents did not have senior managenment involvenent and did not
subnit regular progress reports to senior managers. The Y2K Probl em
is a business, not a technical issue, and it is essential that
seni or managenent are kept aware  of devel opnents in an
organi sation’s Y2K project. Seni or managers have a responsibility
to ensure that operations are not disrupted and should therefore
play an active role in ensuring that any Y2K risks are addressed
effectively.

63. It is essential that organisations appoint a project manager
and establish a project team to nanage and coordinate the Y2K
project activities. Fifty-three (72% respondents had established a
project team O those with project teams, 18 (34% had not drawn
up formally defined roles for those individuals responsible for
resolving the Y2K Problem Only 30 (41% respondents had appoi nted
a project nanager.

External parties

64. Wth conplex supply chains and the increasing use of
conputers to exchange data, it is inportant for governnent
organi sations to identify external parties, the failure of whose
systens would expose the organisation to unacceptable risk. To
avoid disruption to their key services and operations, assurances
shoul d be sought from critical external parties, such as utilities
and banks that they are compliant and wll not disrupt the
organi sation’s operations. Contingency plans to deal with possible
external party non-conpliance shoul d be prepared.

65. Respondents were asked whether the Y2K Problem presented a
risk of their operations being inpacted by another organisation.
Al t hough 52 (70% respondents stated that this was a risk, only
2 (3% had included plans to address this risk in their contingency
plans. To ensure that the continuity of their business is protected
agai nst non- conpl i ant ext er nal parties, it is vital t hat
organi sations are aware of external party threats and consider how
they will address this risk.

O her i1ssues

66. The analysis of the survey results showed that 28 (38%
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respondents had not considered the |leap year issue as part of their
Y2K programme. If the leap year issue is not addressed, sone
computers may not recognise 29 February 2000 resulting in errors,
rejected data or systemfailure.

67. Audit asked respondents whet her they had considered the issue
of year 2000 dates which mnmight need to be input prior to
1 January 2000. Seventeen (23% had not considered this issue.

System failure can occur at any tine between now and 1 January 2000.
Organi sations nust address this issue as soon as possible or risk
di sruption to their operations in the near future.

Audit concl usi ons on the Government’s Y2K awar eness

68. Since May 1997, the ITSD, on behalf of the Adninistration,
has attenpted to raise the awareness of the Y2K Problem anong
government organi sations through a series of circulars and letters.
Unfortunately, Audit’s survey results suggest that a significant
percentage of respondents were not fully aware of the Y2K Problem
and may not be nmanaging and coordinating their Y2K projects
ef fectively. As late as March 1998, there was still wuncertainty
W thin government organisations as to the nature and extent of the
Y2K Problem especially on equipment with date-sensitive el enments.

69. Initially, there was no coordinated whol e-of-governnent

approach to the Y2K Probl em Wt hout such an approach, government

organi sations nay not have a clear understanding of the full

inmplications and nmay therefore be at risk. Any delays in the
awareness phase wll affect the successful conpletion of the
subsequent project phases and, ultimately, may result in system
failures in year 2000.

70. As at 31 March 1998, all but four of the policy bureaux and
government departnents had submitted their returns. These are set
out in Appendix C.  Considering the high percentage of returns, and
the conprehensive nature of Audit’s questionnaire, it is reasonable
to assunme that there is now a high |level of awareness w thin policy
bureaux and governnment departnents. Audit’s questionnaire has
directed governnent or gani sati ons’ attention to those areas
connected with awareness such as inpact assessnment, risks to the
busi ness and managenent of the project. In a nmenorandum to the
Director of Information Technology Services, dated 31 March 1998,
the Judiciary Adnministrator said that:

“ After we have received Director of Audit’'s neno on
24 Decenber 1997, | began to realise the width and depth
of the problem?”
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71. After using Audit’s conprehensive questionnaire, government
organi sati ons should then be in a nuch better position to refine and
conpl ete their awareness canpaigns. This will allow them to focus
on the other critical phases of the Y2K programme.

72. Late awareness of the extent of the problem could affect an
organi sation’s progress towards achi eving Y2K conpliance by del ayi ng
t he assessnment and conversi on phases of the programre. The progress
in the assessnent and conversi on phases (see paragraph 35 above) is
di scussed in PARTS 3 and 4 bel ow

Audit recommendati ons on the Governnent’'s Y2K awar eness

73. Audit has recommended that the Adm nistration shoul d:

— ensure that the ITBB continues to take a pivotal role in
managi ng the whol e- of - gover nnment Y2K Probl em

— continue to actively pronpte Y2K awareness, including the
| atest Y2K information, through circulars and e-mail;

— provide urgent assistance to those governnent organisations
that are still in the process of conpleting the awareness
phase of their progranme; and

— obtain Y2K conpliance assurance from essential service
providers, for exanple telecomrunications and electricity, to
ensure continuity of service for the whole Governnent.

74. Audit has al so recommended that policy bureaux and gover nnment
departnments shoul d:

— continue to use Audit’s questionnaire as a practical guide to
assist themin raising awareness of the scope of the problem
within their organisations; and

— ensure that senior managers receive regular progress reports
on their Y2K projects.
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PART 3 — SLOW RATE OF PROGRESS | N GOVERNVMENT ORGANI SATI ONS
75. This PART outlines the Adnministration’s progress towards the
resolution of the Y2K Problem It discusses a nunber of key issues

that the Adm nistration should have considered in addressing the
pr obl em

Backgr ound

76. The Y2K Problem is a business survival issue and, as such,
requires the application of rigorous project managenent disciplines.
Sound project managenent requires well-defined plans enconpassing a
cl ear definition of obj ecti ves, rol es and responsi bilities;
assessment of risks; and estimated resource requirenents.
Supervi sion and regular nonitoring are essential to ensure that the
project is progressing on tine and within budget.

77. The assessnent phase is a crucial aspect of an organisation's
Y2K proj ect. It is during this phase that organi sations establish
what nust be done and the tinmefrane for conpletion. They nust
assess the Y2K risks to the business, identify resources and begin
to put into place the strategies and framework that wll direct
their Y2K project to conpletion.

78. The key stages in the assessnent phase of the Y2K programre
are as follows:
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e Assess the severity of inpacts on business operations
from Y2K failures

e Conpile an inventory of conputerised systens and
equi pnent

e Prioritise systenms and equipnment to be repaired or
repl aced

e Draw up a Y2K project plan
e |dentify and secure resources

e Develop and docunent test and validation plans for Y2K
conpl i ance

e Address interface and data exchange issues

e Devel op contingency pl ans

79. There are a nunber of phased tinetables that are reconmended
by national audit offices. The United States General Accounting
Ofice (USGAO states that the assessnent, analysis and planning
phase of a Y2K project should be conpleted by Autum 1997 (Note 14).
To ensure that all information systens can cope with the m |l ennium
the UK National Audit Ofice reports that organi sations should have
audited (assessed) all systenms for conpliance by January 1997 and
have a programme of action in place by Cctober 1997 (Note 15).

80. A recogni sed industry expert on the Y2K Problem stated that,
at the very least, organisations should have a detailed Y2K project
plan in place as of 1997.

81. Industry estimates indicate that organisations nmay need over
a year to adequately test and validate converted systens for Y2K
conpl i ance. Testing and validation could consune up to half of an
organi sation’s project resources and budget. It is therefore
essential to conduct the assessment phase within the tinetable to
ensure that it does not adversely affect the subsequent phases.

Note 14: Year 2000 Computing Crisis: An Assessnent Quide, USGAQ
Sept enber 1997.

Not e 15: Report by the Comptroller and Auditor General, UK National
Audit Office, May 1997.



The Year 2000 Probl em

82. By 31 January 1998, Audi t woul d  expect gover nient
organi sations to have identified the risks arising from Y2K;
assessed the inpact of potential system failure on their business
operations and mssion-critical processes; and devel oped a tined,
costed and prioritised project plan. By this date, organisations
shoul d al so have started the conversi on phase of the Y2K progranme.

| npact assessnent

83. Audit asked respondents whether they had conducted an
exam nation of the inpacts of Y2K on their operations. For the
31 (42% respondents who had conpleted an inpact assessnent (see
paragraph 59 above), Audit’s analysis shows that these assessnents
were not conprehensive and that they excluded a nunmber of inportant
aspects such as inpacts on service delivery or their staff’s ability
to performtheir duties. Details are shown in Figure 2 bel ow
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85. The analysis of the 40 (54% respondents who were still in
the process of conpleting their inpact assessnents (see paragraph 59
above) shows that a significant proportion had still to assess a

nunber of inportant aspects. Details are shown in Figure 3 bel ow
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86. Overall, the results show that government organisations are
behi nd schedule, with a significant nunber of organisations which
had still to conplete their inpact assessnments as at the end of

January 1998. For those which had conpleted this task, the analysis
shows that they failed to address a nunber of critical issues that
may impact on their business operations. The results of Audit’s
survey clearly indicate that there is still a significant anount of
work to be carried out in this initial assessnment phase of the Y2K
progr amre.

87. It was not wuntil Mrch 1998 that the EMSD and OFTA issued
year 2000 gui dance to all bureaux and departnents on instrunments and
equi pment that contain date-sensitive elements (see paragraphs 47

and 48 above). The 1TSD only issued an expanded clarification on
the definition of non-admnistrative systens to bureaux and
departnents in the sanme nonth (see paragraph 54 above). The del ay

in alerting government organisations to this elenment of the Y2K
Problem may have been a factor in organisations’ poor inpact
assessments.

88. Gover nment organi sati ons have not received sufficiently clear
and detailed guidance from the |ITSD or any other governnent
departnent detailing howto carry out an inmpact assessnent. W thout
this gui dance, many respondents remain unclear as to how to address
this inportant step in the process. In addition, government
organi sations have not received guidance on the crucial aspect of
the timng of their Y2K progranmes. There is a considerabl e anmunt
of literature avail able that enphasises the criticality of timng to
t he successful achi evenent of Y2K conpliance.

Pl anni ng
89. A project nethodol ogy highlights where efforts need to be
concentrated and where efforts can be ninimsed. The Y2K Probl em

has the following unique and inportant elenents which nake it
essential that organisations draw up a plan to rmanage their project:
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e The i nmpbvabl e deadl i ne

e The need to manage conplex interfaces and application
coordination that will arise as individual systens are
made conpl i ant

e Little or no scope for error in changes that are nade

e The need to maintain close integration wth other
organi sations in respect of interfaces

90. In their project plans, Audit would expect government
organi sati ons to have exam ned and docunented the foll ow ng:

e An assessnent of business and technical risks

e A prioritised list of systems to be repaired or
repl aced

e An evaluation of options available to resolve the Y2K
Pr obl em

e C(Clear and specific mlestones for all tasks
e Procedures for testing and docunenting conpli ance

e Resources required for the project

91. Only 32 (43% respondents had drawn up a project plan. O
those respondents who had a project plan, only 14 were able to
supply Audit with a copy. A further 20 respondents aimto prepare
their project plans during the period from February to Cctober 1998.
This | eaves 22 governnent organisations with no plans to prepare a
proj ect plan.

92. Wth regard to those organi sati ons who had prepared a project
plan, Audit’s analysis of their responses shows that the plans were
not conprehensive and | acked essential elenents. For exanple:

— 16 (50% had not included business and technical risks;

— 40 —
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10 (31% had not included procedures for testing and
docunenti ng conpliance; and

5 (16% had not included a prioritised Iist of the systens to
be converted or repl aced.
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93. The analysis shows that, due to their failure to develop
wel | -defined plans, the majority of government organi sations had not
adopted a sound project managenent approach.

94. Evi dence from questionnaires, and telephone enquiries
received by Audit during the survey, indicate that nmany respondents
were uncertain as to how to prepare a project plan. A review of

those project plans submitted to Audit revealed that several were
not conprehensive and | acked crucial elenents. These results may be
a reflection of i nadequate  guidance given to government
organi sations at the early stage of their Y2K progranmes.

95. The | TSD-sponsored Year 2000 workshop on 31 March 1998 (see
paragraph 49 above) included a section on how to set up a YzK
project. The followi ng day’'s workshop had a slightly nore in-depth
treatnent for the benefit of officers who were likely to be the Y2K
project managers. Consultation sessions in early May 1998 ained to
provide consultancy services to address the needs, questions and
i ssues encountered during the planning of the Y2K project. The UK
Government held a simlar workshop in Septenmber 1996, prior to the
conmencenent of the UK government departnments’ Y2K projects, and
18 nont hs before Hong Kong.

96. Early guidance issued prior to 1998 may have avoided the
situation whereby 57% of government organi sati ons had not prepared a
project plan as |ate as 31 January 1998.

| nventory

97. A detailed inventory of information systens and non-IT assets
is a basis for establishing the nature and extent of the Y2K
pr oj ect . Its conpletion is essential. Respondents were asked

whet her they had conmpiled an inventory of their |T applications,
software and hardware. Al t hough 64 (86% respondents stated that
they had conpiled an inventory, a significant proportion had not
addressed all elenents of their IT and non-IT systens. Sever al
deficiencies were noted. These are shown in Figure 4 bel ow
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Figure 4

Percentage of respondents who had not
addressed elements of their IT systems in their Inventory

100% 7

Percentage of respondents

70% 69%
50% :
HE 28%
S
0% - i
Telecommunications ~ Computerised control Forms and stationery  End-user developed
systems (Note) systems

Source: Audit’s survey in January 1998

Note: These refer to forms and stationery which have dates entered automatically by
the computer system, for example cheques and demand notes.
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98. Audit also asked respondents whether they had conpiled an
i nventory of non-1T assets (i.e. machinery and other equipnment wth
enbedded date-sensitive elenments). Fifty-four (73% respondents had
not prepared an inventory of equipnent that can potentially be
affected by the Y2K Probl em

99. The failure to identify systens and equi pnent that could be
i npacted by the Y2K Problem may ultimately affect the continuity of
key business processes. Wthout a conplete and accurate inventory
of systenms and equipnent, an organisation wll be wunable to
ef fectively prioritise its conver si on process and prepare
conpr ehensi ve conti ngency pl ans.

100. It was only in Novenber 1997 that the |1TSD requested
governnent organisations to identify their systens, ten nonths
behind the recommended industry tinmefrane (see Figure 1 in
paragraph 35 above). The lateness of the |1TSD s stock-take of
systens may also be a factor for the delay by government
organi sations in conpiling a conplete inventory of their systens.
Furthernore, the ITSD s request for a detailed list of systens did
not require organisations to identify priorities for the conversion
of non-conpliant systens.

Eval uation of options and prioritisation

101. Organi sations should deternine the options and priorities for
dealing with non-conpliant systens imrediately after the initial
i nventory. Key factors such as business inpacts, anticipated

failure date and whether systens can be fixed or replaced should be
taken into account when establishing options and priorities. There
may be insufficient resources or tinme available to repair or replace

all information systens and equipnent. Therefore, organisations
should identify systenms whose conversion can be deferred to a later
dat e. When prioritising, it 1is also inportant to consider

i nterfaces between systens.

102. Audit’s survey results indicate that, of those who had a
project plan, 16% had not included a prioritised list of systens to
be repaired or replaced. Ni net een per cent had not docunented the

opti ons available to resolve the problem

103. Part of the  prioritisation process should include an
assessnment of whether other technol ogy-based projects can be
deferred or cancelled due to Y2K renedial work. Audit’s review of a
sanple of governnent organisations revealed that a nunber of
government organisations, for exanple, Immgration and Inland
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Revenue Departnents, had deferred other less critical IT projects in
order to concentrate their resources on Y2K projects. Audi t
appreci at es t he need for this
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prioritisation and deferral of such IT projects to a later date to
enabl e the organisations to concentrate their resources on solving
t he Y2K Probl em

Resources for Y2K rectification

104. There are already indications that there will be a shortage

of external |IT resources throughout the world, particularly IT

professionals who are famliar wth traditional pr ogr amri ng

| anguages such as COBOL. This problem is also expected to affect

Hong Kong:
“In the first quarter of next year (1998), you will see
organi sations flock to |look for Y2K services. By then,
resources wll be scant in supply as many service
providers will have already conmitted their resources to
their custoners. Owning to the shortages of experienced
expertise, the cost will soar.” (Note 16)

105. | ndeed, the |ITSD warned governnent organi sations in

Septenber 1997 that they should nake arrangenents to secure the
necessary resources for corrective work because " as the inmovable
deadline approaches .. the <chances of a run on the IT
product/service market are likely to be higher.”

106. As at 31 March 1998, only nine governnment Y2K projects had

received funding approval. Al t hough some organisations may be
nmeeting their Y2K costs fromtheir departnental estimates, there are
still a nunber of governnent organisations which have still to

recei ve funding approval for significant Y2K projects (for exanple,
the EMSD, OFTA, the Census and Statistics Departnment and the
Education Departnent). Delays in receiving funding approval s may be
indicative of a delay in assessing how the problem inpacts on their
organi sati on and how they aimto address these problens. Delays my
al so hinder the execution of their conversion process.

107. Respondents were asked whether they expected to have
sufficient in-house IT staff to acconplish Y2K conpliance on tine
and within budget. Thirty-eight (51% did not expect to have
sufficient IT resources and wll have to obtain some form of

external assistance, such as consultants, contract staff, or the
| TSD assi stance, to conplete their Y2K projects.

Note 16: “ The Passage to Y2K Conpliancy” , the | T Magazi ne, June 1997.
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108. In its questionnaire response, the Treasury reported that it
planned to hire 15 man-years of contract programmers over three
years, in addition to the 15 man-years required from in-house
resour ces. The contract for programmers would expire in md-1998.

The ITSD would negotiate a renewal of this contract and it was
likely that costs would increase from those estimated by the
Treasury, and approved by the CSG in 1996.

109. Any delays in obtaining funding approval may affect an
organi sation’'s ability to obtain increasingly scarce |IT resources

from the external market. If external resources are required,
organi sati ons nmust check to ensure that such resources are avail abl e
and can be afforded. Governnment organisations will have to conpete

with private sector organisations for this increasingly scarce
resource, and any shortages mmy inpact on the successful conpletion
of their projects.

Non-1 T equi prent conpl i ance checks

110. There is a degree of uncertainty regarding the effects of Y2K
on non-1T enbedded systens. Predicting where failure may occur is
not easy. No two identical nodels of the sanme equipnent are

guaranteed to react in the sanme way to the onset of the year 2000.
Al t hough equi prrent may be of the same npdel and production batch,
testing for conpliance may produce different results. A large
pharmaceuti cal conpany tested two identical systems that nonitor the
performance of drug production: one system passed the Y2K test, the
second system did not.

111. CGover nment organi sati ons have already experienced delays in
recognising the risks from Y2K on their non-IT equipnent. It is
essential that they are aware of the problemw th conpliance testing
and ensure that simlar equipnent, particularly mssion-critical
equipnent, is tested to ensure that their equipnment is all Yz2K
conpl i ant.

Conver si on process

112. Audit expected to see organisations actively working on the
conversion of their non-conpliant systens and equi prent by the end
of January 1998. The analysis of the survey results indicates that,
overall, government organisations are behind schedule, wth nany
still at the assessnment phase of their Y2K programmes at the end of
January 1998 (see paragraphs 59 and 86 above).
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113. According to a recent study by an international software
research firm (Note 17), the time to start fixing the problem was
1995. If an organisation did not start its conversion process until
1997, then it <could only hope to have corrected 80% of its
applications by 1999. The percentage drops to 60% for any
organi sation that only begins to fix the problem in 1998. A Y2K
progranme director of a leading US-based conputer firm (Note 18)
stated that conpanies which had not started addressing the issue in
early 1997 might not be able to conpletely resolve the problem
before the year 2000.

114. Failing to conmmence the conversion process by early 1998,
organi sations are at risk that they will be unable to correct all
non-conpl i ant systens and equi pnent before year 2000. As the cost
of system failures is high, both in terns of noney and service
provi sion, the preparation of contingency plans becones essential.

Deadl i ne for conpliance

115. The Hong Kong Mnetary Authority (HKMA) (Note 19) has
establi shed 31 Decenber 1998 as the deadline by which all |icensed
banks and deposit-taking conpanies are expected to be Y2K conpliant.
The Hong Kong Stock Exchange has al so reconmended 31 Decenber 1998
as the deadline for conpliance for |isted conpanies, allowing thema
year for testing of converted systens.

116. Audit asked respondents when they expected to be Y2K
compl i ant. Only 18 (24% aim to achieve compliance by
Decenber 1998. Organi sations’ estimted conpliance dates show that
many are Jleaving essentially no margin of error for any
unanti ci pated del ays. Ei ght respondents aim to achieve conpliance
in Decenmber 1999, leaving no tine to address any issues that may
require more work or to address any unexpected events. A nunber of
these organisations have large and conplex conputer systems which
al so integrate with ot her governnent organisations. Two respondents
have stated that they are planning to finish in January 2000.

Note 17: Software Productivity Research (source: Special Technical
Bulletin “ Year 2000” Series issued by the Hong Kong Society of
Accountants in January 1998).

Not e 18: Unisys Information Services (source: Conputerworld, 13 March
1997) .

Note 19: The HKMA is an integral part of the Governnment under the direct
control of the Financial Secretary. Its role is to pronote the
stability of the Hong Kong banking system and to maintain currency
stability.
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117. The results from the ITSD s survey in Decenber 1997 (see
paragraphs 43 and 44 above) indicate that governnent organisations

will |eave the conversion of 131 adninistrative systenms until 1999

with 29 of these not addressed until the second half of the year.

Thirty-one non-adm nistrative systens and 155 end-user devel oped
systens will not be converted until 1999. More significantly, 67%
of the adninistrative systens to be converted in 1999 relate to five
| arge governnent organisations - Immgration, Inland Revenue, Census
and Statistics and Housing Departnents, and the Police Force. Any
delays in their respective conversion processes wll have a

significant effect on critical governnent operations.

118. In the Director of Audit’'s Report No. 27 of OCctober 1996,
Audit reported that 64% of governnent conputerisation projects
experienced delays in their inplenentation. The review exam ned
62 projects, i ncl udi ng adm ni strative and non- adm ni strative

comput er systens. Wth an inmovabl e deadline, and the Y2K project
likely to be the largest and nobst significant technol ogy-based
project nobst organisations will undertake, the estimted date for
achi eving conpliance becones even nore crucial for Y2K projects.

1109. The HKMA carried out a second survey on the status of
aut hori sed institutions’ progress wth respect to their Y2K
progranmes as at 31 Decenber 1997. The survey found that there have
been cases of slippage in institutions’ Y2K projects, with 10% of
aut hori sed institutions behind schedul e.

120. In her questionnaire response, the Director of Inmigration
has stated that her departnment ains to achieve conpliance by
Sept enber 1999. This has already been revised, as detailed in the
Finance Committee Paper of March 1998, to Novenber 1999. It is
possible that, as other government organisations begin their
conversion process, they may have to revise their conpliance
deadlines to a later date.

121. The 1TSD has carried out a second quarterly survey of
government organisations as at 31 March 1998. Initial findings
suggest that there has been a slippage in the conversion process.
The new survey shows that 181 administrative systens wll be
converted in 1999, as opposed to 131 systens in the initial survey
(see paragraph 117 above).

122. To effectively nanage their projects, particularly in |ight
of the late estimated conpletion dates, it is vital that governnent
organi sations define clear and specific milestones, wth regular
nmonitoring of progress against these targets. The results from
Audit’s survey indicate that 43 (58% respondents had not
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establ i shed such mlestones for their Y2K projects. Moni t ori ng of
mlestones will highlight any slippages and allow corrective action
to be taken pronptly to keep the project on course.

Test and validation plans

123. Conpliance testing is a crucial phase in the Y2K programme
and should be carried out as early as possible in the process. It
provi des an organi sation with assurance concerning newly repaired or
repl aced systens and equi pnment. Testing will identify any remnaining
problens and action that may be required to solve them There may
be a need for a year 2000 test environnment that is separate fromthe
norrmal wor ki ng environnent, or additional conmputers may have to be
hired in order to <carry out testing. As such, governnent
organi sations need to plan ahead for this phase and secure testing
facilities.

124. The results of Audit’s survey indicate that 42 (57%
respondents had not devel oped and docunented test and validation
pl ans for year 2000 conpliance. Wthout these plans, it wll be
difficult for organisations to adequately test the converted
syst ens. Audit notes that one commpbn test site for mainframe
systens has been established by the 1TSD, wth other sites for
m drange conputers and PCs to be set up in June 1998. The
availability of these sites should be w dely disseninated to all
gover nnent organi sati ons as soon as possible.

Conti ngency and busi ness recovery pl ans

125. Failure to develop contingency plans for critical systens
represents a serious risk to business continuity. No matter how
well organised a Y2K project is, systenms may still fail on
1 January 2000. Respondents were asked whether they had commenced
docunmenting Year 2000 contingency plans that ©provide workable
alternatives in the event that the organisation is inpacted by the
Y2K Probl em Sixty-three (85% respondents had not comenced
docunenting a contingency plan. Only two had conpleted this task

126. Uncontrol lable risks including the interruption of essential
services, such as electricity and telecomunications, should be
addressed as part of an organisation’'s risk managenent of the Y2K
Pr obl em External parties have the potential to seriously disrupt
an organi sation’s operations. Seventy-two (97% respondents had not
addressed problens that may arise from external parties’
non- conpl i ance.

127. Hong Kong's Y2K progress is currently behind world recogni sed
i ndustry estinmates for the conpletion of Y2K programmes. The WK is
wi dely recognised as one of the nost year-2000-ready countries in
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the world; yet experts claimthat tinme has already run out to fix
ever yt hi ng. The head of the forner UK Governnent body Taskforce

2000 (see paragraph 183 below) recently stated that “ it is now
fanciful to pretend that the problem will be solved. It is quite
sinply too late.” . Organi sations nmust now concentrate on

devel opi ng contingency plans to ensure that the bug's inpact is
nm ni m sed. The Director of Action 2000 (see paragraph 184 bel ow),
the UK Government’s new Y2K taskforce, has also acknow edged that it
is nowtoo late to fix everything.

128. In the Governnent, for exanple, the Immigration Departnment
has no contingency plans for any of its critical systens due to the
absence of any nmanual systenms to which it can revert. The
Departnment has a large nunber of conplex systens, sonme of which
interface with a nunber of other governnent organisations. Del ays
in achieving conmpliance wll therefore affect several critical
operations within the Governnent. Despite this, the Departnment is
not aimng to conplete its project until Novenber 1999. Any del ays
in their project wll have a potentially <chaotic effect on
Hong Kong.

| nternal audit

129. Audit exami ned a sanple of governnent organisations’ internal
audit plans for 1997-98 and 1998-99. Exam nation of these revealed
that only one organisation’s internal auditors had plans to review
t he Y2K Probl em

130. Internal auditors can play a vital role in assessing an
organi sation’'s risk assessments and project plans. The lack of
i nvol verrent by internal auditors is a lost opportunity to gain
assurance that departments are addressing the issue effectively.

Assuring custoners

131. CGovernnment organi sations receive increasing enquiries from
both their custoners and the nmedia concerning the Governnent’s
position and tinescales for achieving Y2K conpliance. By early

1998, the Government was receiving approxinmately one call per week
fromthe nmedia, enquiring specifically about which services would be
di srupted and how this would affect the general public. This |evel
of interest is expected to increase as the deadline approaches.
People will want to know what steps the Government is taking to
address the issue and if these are the right steps.

Audit concl usions on the Governnment’s Y2K progress

— 52 —



The Year 2000 Probl em

132. The overall rate of progress in the public sector has been
sl ow. Wth nmany government organisations still only at the
assessnment phase of their Y2K programes at the end of January 1998,
the Governnent’s progress is well behind the industry-accepted Y2K
progranme tinmetable. At the current rate of progress, it is highly
likely that many government organisations wll not be able to
convert all systenms and equi pment by year 2000. The Adm nistration
should <carry out a stock-take of its Y2K whol e-of-governnent
progress to date, and critically exanmine its strategic direction for
t he whol e-of -governnent for the critical period ahead.

133. Audit has noted a nunber of significant deficiencies in
gover nnent organi sations’ assessnent of the Y2K Problem as foll ows:

| npact assessnents

(a) inpact assessnments were not conprehensive showing a |ack of
appreci ation of the scope of the inpact of Y2K. As a result,
sone key areas of business may be exposed to risks from
Y2K-i nduced fail ures;

Proj ect managenent

(b) the lack of a sound project nmanagement approach is evident
fromthe absence of well-defined plans;

(c) there was a delay in holding the Y2K workshop - ideally, this
shoul d have been held prior to organi sations’ comencenent of
their Y2K programmes;

I nventory

(d) there was failure to conpile a conprehensive inventory, and
this could result in critical systens and equi pment not being
identified. This in turn may adversely affect the
prioritisation of conversion work;

Resour ces and fundi ng

(e) there was delay in seeking funding approval and this my be
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indicative of a delay in assessing the problem In addition
government organi sations which do not secure external |IT
resources at a sufficiently early date may be inpacted on by
expected I T resource short ages;

Test and val idation plans

(f) test and validation plans had not been prepared by the
maj ority of governnent organisations. This could result in a
| ost opportunity to share testing facilities and reduce
costs;

Conti ngency pl ans

(g) it may already be too late to rectify all non-conpliant
systens and equi pnent. Therefore, organi sations mnmust devel op
contingency plans to ensure that the inmpact of the Y2K
Problemis mnimsed. At the tine of the audit survey, 85%
of respondents had not conmenced preparing contingency plans;

Proj ect conpletion

(h) many government organi sations do not plan to conplete their
projects until the second half of 1999. This nay be too
late. Any unexpected or uncontrollable events may inpact on
their schedule, resulting in delays and a failure to achieve
conpl i ance; and

Internal audit

(i) internal audit’s review of Y2K plans offers a good
opportunity for an organisation to gain assurance that the
issue is being addressed effectively. The failure to carry
out such reviews is a |lost opportunity.

Audit recomrendati ons on the Governnent’s Y2K progress

134. Audit has reconmended that the Administration should consider
taking the follow ng actions inmediately:
| npact assessnent

(a) continue to keep in view the «current status of the
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whol e- of - gover nnent Y2K conpliance progress; and then
accel erate the assessnent phase of their conpliance work plan
and formulate a strategy to assist those government
organi sati ons which are behind schedul e;

(b) assist governnent organisations wth inmpact assessnents by
developing and disseninating detailed inpact assessnent
gui del i nes, covering all key areas of business;

Proj ect plan

(c) assist government organisations wth their project plan
preparation by developing and dissemnating detailed
guidelines. The Admi nistration nmay consider using the Audit
Commi ssion’s questionnaire as a practical guide;

(d) establish a whole-of-government Y2K dedicated helpline to
assi st governnment organisations wth project planning and
managenent ;

I nventory

(e) establish a checking nechanism to ensure the accuracy and
compl et eness of the whol e-of -governnent inventory;

Resour ces

(f) undertake a stock-take of Y2K resource requirenments for the
whol e governnent; and then, if required, secure external
resources to ensure that there are sufficient resources for
t he whol e- of - gover nment Y2K pr ogr ame;

(g) encourage and assi st government organisations to quickly and
accurately calculate the resource requirenents; and then seek
fundi ng approval to enable the inmediate conmrencenent of the
conversion of critical systermns;

Prioritisation

(h) determ ne and prioritise whol e- of - gover nnent busi ness
critical systems and equipnent; and set a strict tinetable
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for individual systens and equipnent to be repaired or
repl aced, tested and inpl emented,

Testi ng

(i) to avoid any foreseeable shortages of IT facilities, ensure
t hat gover nnent organi sati ons have identified their
requi rements and that these have been secured from suppliers.
In addition, the Administration should notify all government
organi sations of the availability of conmobn test sites and
moni tor the use of these sites;

Conti ngency pl ans

(j) direct all governnent organisations to comence planning for
conti ngencies and set strict tinetables for their conpletion

I nternal audit

(k) use internal audit in the quality assurance and nonitoring
process; and

Publ i ¢ assur ance

(I') establish an Internet site to enable the public to ascertain
the | atest governnment position. This would also serve as a
means of assuring the public that the Governnent is
addressi ng the probl em seriously.
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PART 4 — OVERALL PREPAREDNESS OF THE GOVERNMENT

135. PARTS 2 and 3 above exanined the preparedness of individual
gover nnent organi sations. This PART discusses the Governnent’s
overal | preparedness to address and resol ve the Y2K Probl em

Backgr ound

136. The delivery of government progranmes and services to the
public are undertaken by nany government organi sations. They are at
various stages in their Y2K programme and have different capacities
to nmanage the problem Wil e individual organi sations are
addressing systens that are critical to their own operations, it is
al so inportant that specific attention be given to critical systens
that support nmjor progranmes and essential services of the
Gover nment as a whol e.

137. The Y2K Problem is a far-reaching and resource intensive
i ssue that the Adm nistration nust resolve in order to avoid severe
di sruption to Hong Kong' s essential services. The stakes are high
if Y2K failure occurs. Public safety, health and other essential
services are at risk, as well as the public’'s confidence in the
Governnent. Audit results indicate that, with the current slow rate

of progress, there is a serious risk that the Adnministration will be
unable to achieve conpliance for all systens and equipnent by
year 2000.

The Y2K programme - the Governnent’s position

138. By January 1998, Audit would expect governnent organisations
to have carried out an awareness canpaign; assessed the risks and
i npacts from year 2000 on their critical business processes; and
devel oped a tinmed, costed and prioritised project plan. Audit would
al so have expected them to have started the conversion phase of
their Y2K programmes.

139. According to an industry expert, it was estimated that the
typical phases of a Y2K project would consune the follow ng
percentage of total project effort (Note 20):

Not e 20: Mtretek Information Support Centre, USA, 13 August 1996 and
4 Septenber 1996 (Y2K Maillist Contributions).

— 57 —



The Year 2000 Probl em

e Awareness: 2%
e Assessnent, analysis and planning: 25% 35%
e Conversion and testing: 40% 65%

e Inplenentation: 5% 25%

140. The majority of government organisations were still only at
the assessnment phase, with two other inportant phases still to be
progressed, nanely conversion and testing/inplenentation. These two
remai ni ng phases of the Y2K programme wi |l consume a hi gh percentage
of total project effort and resources. Testing alone may take at
|l east a year and consune approximtely 50% of an organisation’s
project effort.

141. Audit’s review revealed that nany government organisations
were already experiencing problems with the first two phases, such
as a lack of awareness of the extent of the problem and the failure
to conpil e conprehensive inventories, project plans, and contingency
pl ans. Audit’s questionnaire results indicate that the overall
position of the Governnent, conpared with the expected industry
timefrane, is well behind schedule and it may therefore experience
serious problens in achieving conpliance by the i mobvabl e deadli ne.

Urgent strategic direction and action required from the
Admi ni stration

142. Time is rapidly running out. There is still nmuch to do, and
with an immovabl e deadline, the stakes for the Governnent are high.
Public health and safety and essential services may be seriously at
risk. The Governnent nust act now to safeguard agai nst the possible
breakdown of governnment functions and essential services and
di sruptions to Hong Kong’s econony resulting from Y2K-induced
failures. A whol e-of -governnment strategic direction is now crucial
and urgently required for the critical period ahead.

143. The provision of essential services and the protection of
public health and safety are paranount. To safeguard these, the
Governnent nust prioritise the conversion of systens and equi prnent
to ensure that, at a mnimum all mssion-critical systens and
equi pnment are Y2K conpliant.
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144. Conti ngency planning should now be one of the top priorities
for the Governnent. As nmentioned in paragraph 127 above, |eading
authorities in the UK one of the nost Y2K-ready countries, have
admitted that it is now too late to fix everything. Organi sations
must now concentrate on developing contingency plans for their
critical systens. Wth 64% of the Governnment’s conputerisation
projects in Hong Kong experiencing delays in their inplenentation,
t he i ssue becomes even nore critical.

145. A nunber of issues that Audit considers to be inportant are
| eader ship, conmitnent, transparency and the application of rigorous
proj ect nanagenment disciplines. Factors which could in any way
delay the Governnent from achieving Y2K conpliance for all its
busi ness-critical systens and equipnent must be carefully and
t hor oughl y consi der ed.

Audi t conclusions on the Governnent’s overall preparedness

146. There has been no whol e-of -governnent strategic direction to
address the Y2K Probl em I ndi vi dual policy bureaux and governnent
departments have been left to address the problem w thout centra
coordination and with mninmal guidance. Until the establishnment of
the 1TBB in April 1998, there was no dedi cated governnent body with
a clear mandate to nmanage the whol e-of -governnent Y2K Problem In a
menor andum dated 31 March 1998 to the Director of [Information
Technol ogy Services, the Judiciary Adninistrator said that:

“ 1 ...suggest that the Administration should take a nore
proactive approach to assist departnments to survey and
tackle the problem instead of relying on departnents to

fight an uphill battle for resources.”
147. The Administration has failed to issue sufficient guidance to
assi st governnment organisations to assess and plan their Y2K
pr ogr anmes. Gui dance on how to evaluate and manage risks, devise
and manage a project and prepare contingency plans to mnimse the
i npacts are essential if gover nnment organi sations are to

successfully address the threat of year 2000.

148. To dat e, there has been no prioritisation of
whol e- of -governnent systens and equipnent to ensure that all
m ssion-critical systems and equipnment are either repaired or
repl aced to ensure their Y2K conpli ance.
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149. The Adm ni stration has not i nt roduced a strict
whol e- of -governnent tinetable for the conpletion of each phase of
the Y2K programme to ensure the tinely and satisfactory conpletion

of the Y2K project. Such a timetable would provide a basis to
monitor and report on the progress of the whol e-of-governnment Y2K
progr amre. Effective nonitoring wll highlight any slippage or

changes, allowi ng corrective action to be taken as early as possible
in the Y2K progranme.

150. The Administration has not been well prepared to address the
whol e- of - gover nnent Y2K Probl em At the end of January 1998, many
governnent organisations had still to conplete the assessnent phase
of the Y2K progranme. One organisation plans to conplete this phase
by as late as October 1998. There are still two inportant stages to
progress in order to achieve Y2K conpliance. The wi ndow of
opportunity for the Governnent to effectively solve the Y2K Probl em
is rapidly closing.

151. At the current rate of progress, it will be difficult for the
Government to achieve full conpliance for all its systenms and
equi pnment by year 2000. Conti ngency pl anning should now be one of
t he Adm nistration’s top priorities. Any failure of

m ssion-critical systems and equiprment could affect public health,
saf ety and other essential public services.

152. Despite the slow progress to date, the Adm nistration could
still achieve its primary goal of achieving conpliance for
m ssion-critical systens and equi pnent by the year 2000. This can
only be done by following rigorous project nanagenent disciplines
and through inproved whol e-of - gover nment coordi nati on and | eadership
from the Adm nistration. Audit welcones |TBB s whol e-of - gover nment
coordinating role and its efforts to date to address the Y2K
Pr obl em However, nore initiatives, and a quicker pace in its
current efforts, are necessary to renove the many obstacl es ahead.

153. In view of the substantial amount of expenditure to be
incurred, it is inportant that nanagenent policies, practices and
procedures for addressing the Y2K Problem should denonstrate due
regard to econony, efficiency and effectiveness.

Audit recommendations on the Governnent’s overall preparedness

154. Audit has recommended that the Administration should adopt a
whol e- of - gover nnent perspective in its approach to the Y2K Probl em
It shoul d:
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approach Y2K as a business problem and introduce a top-down
approach by critically exam ning its whol e-of -governnent Y2K

strategic direction. Key business processes should be
identified and the Y2K programme directed towards the
conversion of these critical processes. The Adm nistration

should take a strong proactive and leading role for the
whol e- of - gover nnent Y2K progranme to ensure its satisfactory
conmpl etion by the year 2000;

prepare a strategic plan to underpin its Y2K activities on a
whol e- of -governnent basis for the critical period ahead. The
pl an should include a full risk analysis, key objectives and
m | estones, performance nmeasures and desired outcones;

set a strict tinmetable for the conpletion of each phase of
the Y2K conpliance programe to ensure the achievenment of
conpliance for mission-critical systenms and equi pnment by the
year 2000;

establish appropriate nechanisns to nonitor the overal
progress of the Governnment’'s Y2K programme, and establish
appropriate procedures to enable the Adm nistration to take
i medi ate renedial action to recover the tine lost due to
del ays; and

closely nonitor the wuse of Y2K funding to ensure that
expenditure is incurred wth due regard to econony,
efficiency and effectiveness. For exanple, Audit would
expect initiatives to be taken on compn issues across the
Government, such as bul k contracts for outsourcing.
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PART 5 — GOVERNMENT PROMOTI ON AND MONI TORI NG OF
THE Y2K PROBLEM I N THE PRI VATE SECTOR

155. Thi s PART di scusses the role of the Governnment in the private
sector including the NGOs funded or regulated by the Governnment. It
exam nes governnent action to date in pronoting awareness,
governnment neasures to ensure the Y2K readi ness of essential service
provi ders, expectations from the business conmunity and additional
government initiatives necessary to assist the private sector.

Backgr ound

156. In his Policy Address on 8 Cctober 1997, the Chief Executive
of the Hong Kong Special Administrative Region said that:

“ The world econony is undergoing a trenendous
transformati on. It has entered an era of increasingly
open, free and bor derl ess conpeti tion. Rapi d
devel opnents in information technology wll change the
way mankind works and |ives. Hong Kong now faces the
chal l enge of the information age.”

To nmeet the “ challenge of the information age” , it is vital that
Hong Kong’'s busi ness community understand fully the inplications of
year 2000 on their information systens and busi ness operations. | f
they fail to address the threat from the turn of the century, it
will affect their ability to conpete successfully in the world
econony in the new nillennium

157. During the last two decades, the business comunity has
pl aced increasing reliance on information systenms for continued
operation and for conpetitive advantage. The conputer to conputer

exchange of business information will continue to increase in the
wor| d business conmmunity. The policy direction of the CGovernnent,
adm nistered by the Business and Services Pronotion Unit, is to

actively pronote the wuse of el ectronic comerce and data
i nt er change.

158. Providers of public services have also placed increasing
reliance on conputers for the day-to-day provision of essential
services. Conputer systens and equi pnment such as railway signalling

syst ens, traffic [|ights, fire detection systens, and power
generators rely on date-sensitive elenments to control their
oper ati ons. Any failures in these critical areas wll have a

catastrophic effect on the community.
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159. Many Y2K experts are concerned about the potential effects of
the Y2K Problem on the nmedical profession. In its day-to-day
operations, the nedical profession has conme to rely on IT systens,
such as conputerised patient records, and date-sensitive equipnent.
For exanple, CT scanners, chenotherapy equipnent, dialysis nachines,
intensive care, and |aboratory equipment all have enbedded
m crochi ps which control their operations. Australian health-care
prof essi onal s have already been warned that “ how they prepare for
the year 2000 may have |ife-and-death consequences.” They will be
unable to rely on professional indemity insurance policies to
protect themif equipnment fails to work properly because of the Y2K
Probl em (Note 21).

The role of the Gover nnent

160. To enpower the business community to conpete in the worl dw de
econony, it is essential that it receives governnent support in
renovi ng obstacles and in creating an environnment that is conducive
to business devel opnent. In the 1997 Policy Address, the Chief
Executive of the Hong Kong Special Administrative Region said that:

“M  Administration wll strive to inprove the
environment for business in Hong Kong .. Qur efforts
w | be directed to i ncreasi ng our ext er nal
competitiveness .. W wll do everything to renove

obstacl es and constraints to busi ness devel opnent.”

161. The Government’'s Policy Bureaux are responsible for the
overall policy of the Government. Their objectives are part of the
Governnment’'s economic strategy to mmintain the prosperity of
Hong Kong and to ensure the continuity of essential public services.
For exanple, regarding the objectives of the follow ng Bureaux, in
the 1997 Policy Address, the Chief Executive of the Hong Kong
Speci al Adninistrative Region said that:

— Economic Services Bureau: “ The Bureau's primary objective
is to ensure that Hong Kong has the economic infrastructure
to enable it to conpete with the rest of the world.
Specifically we seek to ensure state-of-the-art
tel ecommuni cations facilities, .. and adequate and efficient

supplies of energy .." ;

Note 21: Chai rman of the Australian Stock Exchange and Chairman of the
Australian Governnent’s Year 2000 Steering Conmittee, April 1998.
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— Trade and Industry Bureau: “ Hel ping manufacturers and the
services sector to remain conpetitive in internationa
mar kets .. W will seek to upgrade Hong Kong's industrial

and technol ogi cal infrastructure.” ;

— Transport Bureau: “ The ainms of the Bureau are to ensure
that public transport services are safe, ... reliable, ...and
efficient .. ; and

— Health and Welfare Bureau: “ The bureau’s objective is to
safeguard and inprove the health of the comunity. We seek
to achieve this goal by ..inproving the quality of services

in our clinics and hospitals.”

162. The Governnent’s Trade and Industry Bureau is conmitted to
“ providing quality service to facilitate trade and ensure
conpl i ance.” As part of this objective, the Community Electronic
Tradi ng Service (CETS) began commercial operation in January 1997,
enabling traders to apply for textile export licences or to |odge
trade declarations on-Iline. To ensure the success of the CETS

system it is essential that conputer hardware and software used by
traders submtting data are Y2K conpli ant.

163. A nunber of public services in Hong Kong, such as the
provision of electricity and public transport, are franchised by the
Governnment to private sector organisations. For example, in the
Scheme of Control Agreenent entered into by the Governnent and the
Hongkong El ectric Conpany, Limted (HEC), it was stated that:

— “ ... the Government has to be assured that service to al
consuners shall at all tinmes be adequate to neet denand, and
will be efficient ..7 ; and

— “ HEC recognises its continuing obligations to contribute to
the devel opnent of Hong Kong by providing sufficient
facilities to meet the present and future demand for
electricity ..”

164. Simlarly, by law, the Mass Transit Railway Corporation and
the Kow oon-Canton Railway Corporation have an obligation to
continue operating the railway systens to neet the public transport
requi rements of Hong Kong.

165. To assess the actions of the CGovernnment to overcone the Y2K
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Problem so as to namintain the conpetitiveness of the Hong Kong
busi ness community and to ensure the continuity of essential public
services, Audit exam ned:

— policy bureaux and governnent departnents’ activities to
rai se awareness of the Y2K Problemin the private sector

— policy bureaux and governnent departnents’ activities to
nonitor progress of Y2K conpliance of essential service
provi ders;

— the timng of any action taken to rai se awareness; and

— the results of governnent action to date.

166. Year 2000 is an immovabl e deadline. It is inperative that
organi sations are aware of the potential problens of year 2000 at a
sufficiently early date. This will allow them adequate tinme to
assess systens for Y2K conpliance and then convert, test and
i npl erent any anmendnents. To gauge the level of awareness of the
problemin the private sector, and how wel|l these organisations are
pl anning to manage and solve the problem Audit conducted a survey
of a wide range of NGOs and private sector organisations during
January 1998 (see paragraph 27 above).

Actions of the CGovernnent to pronote awareness and nonitor
pr ogr ess

167. The HKMA has taken a nunmber of initiatives to ensure that
i censed banks and deposit-taking conpanies take appropriate steps
to address the Y2K Problem Under its supervisory approach, the
HKMA issued letters to the Hong Kong Association of Banks and the
Deposi t-taking Conpani es Association in August 1996 informng them
of the Year 2000 Problem This was conpl enmented by surveys in Apri
and Decenber 1997 on how and when |icensed banks and deposit-taking
conpani es expected to fully address the Y2K Probl em

168. In a letter dated 13 March 1998 to the Secretary for the
Treasury, the Deputy Chief Executive of the HKMA highlighted their
concerns over the “ apparent lack of awareness in other business
sectors.” The letter also mentioned that a nunber of banks were
concer ned about t he | ack
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of awareness on the part of their customers, particularly small and
medi um si zed enterprises (SMES). The HKMA advocated the
establishment of a specialised task group by the Governnent to
coordinate their Y2K policies and action plans in the private
sector.

169. On 2 June 1997, the insurance regulator, the Ofice of the
Comm ssioner of Insurance, 1issued a letter to all aut hori sed
insurers, authorised brokers and the Mdtor Insurers’ Bureau of
Hong Kong. The letter drew recipients’ attention to the “ magnitude
and urgency of the problenf , the possible shortage of skilled
resources, the need to solve the problem by Decenber 1998 (all ow ng
one year for testing), and guidance on information to be included in
proj ect plans. Insurers and brokers were requested to conplete a
guestionnaire detailing their plans to ensure that critical systens
were conpliant.

170. The Transport Departnment’s actions have been limted to
provi ding assistance to operators of government tunnels. In June
1997, it issued a letter to tunnel operators that highlighted the
Y2K Problem and the need for conpliance in respect of their
computers and any electronic and nechanical systems that have
enbedded conputing elenents. The Transport Departnment and the EMSD
are providing assistance to the various tunnel operators to ensure
that their systenms are Y2K conpliant. At a neeting with the tunnel
operators in January 1998, the Transport Departnment and the EMSD
requested tunnel operators to submt testing procedures of the
tunnel equiprment affected by Y2K These would be exam ned and
val i dated by the EMSD.

171. During the first half of 1997, with a grant of $360,000 from
t he Government-financed |Industrial Support Fund (1SF), the Hong Kong
Productivity Council (HKPC) conducted a survey in the private sector
on the inpact of the Y2K Problem Their survey findings indicated
that there was a real problem with awareness and understandi ng on
the Y2K issue anbng SMEs in Hong Kong. Cose to 40% of respondents
had not heard of the problem The survey results also suggested
that awareness was not the only problem that SMEs also faced
difficulties in actually solving the Y2K Problem O those who were
affected, 73% did not have any plan to solve the problem and 41%did
not have sufficient in-house resources to deal with the probl em

172. In August 1997, the HKPC published a gui debook that ained to
provide guidelines and sources of information for solving the
Year 2000 date problem It also held a Y2K awareness semnar in

Sept enmber 1997.
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173. Based on the results of its survey, the HKPC submtted an
addi ti onal funding proposal to the ISF in July 1997 for
$1.13 million. The objective was to provide both an awareness
progranme and technical assistance to |ocal conpanies to cope wth
t he chal | enges ari sing from t he
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Y2K Problem  The funding application was not approved and the HKPC
was inforned of the decision in January 1998, six nonths |ater.

174. Following its decision on the HKPC s proposal, the Director-
General of Industry, who administers the |SF, approved a funding
application from the Hong Kong Conputer Society (HKCS) on
20 January 1998. The HKCS had subnmitted a funding application for
$495,000 to the ISF to pronpte Y2K awareness to SMEs in Hong Kong.
Under this awareness canpaign, the HKCS plans to produce a short
video and a panphlet, and to |launch awareness information on the
Internet. 1In its funding subm ssion, the HKCS stated that:

“1f the SME in Hong Kong are not ready for the Year 2000
conmpliance, they will lose their conpetitiveness to other
conpetitors in the region such as Singapore and Taiwan.
That is why it is inportant that the SME, especially in
the manufacturing and trading industries.should be aware
of the Year 2000 issue.”

Provi ders of essential services in the comunity

175. The Administration is heavily reliant upon the private sector
and the NGOs to provide essential services, for exanple, power
utilities, health and telecomunications, to the community. An

efficient and uninterrupted supply of these services is of paranount
i mportance to the welfare of the public and the business conmunity.
Proper and effective government nonitoring of these service
providers’ operations is necessary and ensuring Y2K conpliance
shoul d be an essential part of this control programe.

176. Audit’s survey of private sector organisations and the NGOs
(see paragraph 27 above) included 16 organisations which provide
essential services to the community. Audit’s findings show that al
of these are affected and have drawn up a project plan to address
the Y2K Problem A significant proportion (31% of these providers
do not aimto conplete their projects until 1999, with 19% | eavi ng
conpl etion until the second half of 1999.

177. H storically, many computerisation projects experience
del ays. It is inportant that the Governnent nonitors the progress
of essential service providers to ensure that they are addressing
the issue effectively and will continue to provide an efficient and
ef fective service in the next mllennium
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178. In a nmenorandum to the Secretary for the Treasury on
5 February 1998, the Director of Information Technol ogy Services
proposed a Year 2000 action plan for:

— private sector operators of essential services (e.g. power
utilities, transport operators);

— public corporations (e.qg. Kow oon- Cant on Rai | way
Cor porati on);

— service and managenment contractors (e.g. vehicle exanination
centres); and

— Build-Operate-Transfer operators (e.g. tunnels).

179. Under the proposed action plan, the Governnent woul d request
conmpliance action plans and receive progress reports on a quarterly
basis. In addition, policy bureaux and governnent departnments woul d

sponsor pronotional activities directly or through industry bodies
and consider appropriate forns of assistance to private enterprises,

particularly SMEs. Since mnmid-April 1998, Audit has noted an
increase in government action on this proposed plan through the
newly established |1TBB (see paragraph 50 above). Letters were

issued to Policy Secretaries requesting themto nonitor the progress
on the Y2K conpliance plans of the NGO wthin their areas of
responsibility.

Overseas governments - actions to address the Y2K Probl em

180. Qur exam nation of awareness of the Y2K Problem in the
private sector included a review of the role played by overseas
governments in bringing the problemto the attention of the business
community and the initiatives taken by these governments to assist
t he business community to address the problem

Si ngapor e
181. In late 1996, the Government of Singapore set up a joint
private/ public sector Y2K Awareness Taskforce. Its nmenbership

i ncluded representatives from the Singapore Governnent’s National
Computer Board (NCB), the user community and the IT industry in
organi sing sem nars, conferences and exhibitions to raise awareness
of the year 2000. The Singapore Governnment has also provided
grants, wunder the Local Enterprise Conputerisation Progranme, for



The Year 2000 Probl em

SMEs to help defray the cost of Y2K i npl enentati on consul tancy.

182. Due to the current regional economic crisis, the Singapore
Government has recently announced that it wll pay up to 70% of
year 2000-rel ated consultancy fees right up to the 31 Decenber 1999
deadl i ne. Previously, the deadline was the end of 1998. Despite
this extension, the NCB has stated that it hopes SMEs will not wait
until the mddle of 1999 to begin their year 2000 conversions.

Uni ted Ki ngdom

183. In 1996, Taskforce 2000 was forned with the objective of
rai sing awareness of the Y2K Problem with senior decision-nakers
t hroughout the UK econony. It was sponsored by the Departnent of

Trade and Industry (DTlI) and private conpanies, and included
representatives from the Confederation of British Industry, the
Computing Services and Software Association, the Federation of the
El ectronics |Industry and the National Conputing Centre. UK
government bodies, such as the Central Information Technol ogy Unit
(which operates from within the Ofice of Public Service) and the
Central Conputer and Tel ecommunications Agency collaborated wth
Taskforce 2000 to rai se awareness in industry and conmerce.

184. In 1997, Taskforce 2000 was replaced by a new body, Action
2000. Its rolein relation to the private sector is:

— to offer direct support for SMEs;

— to collaborate with large conpanies to encourage them to
support small er conpani es;

— to advise the UK Government on where its resources could be
best directed to help the private sector tackle the problem
and

— to contribute to contingency planning across the public and
private sectors.

185. Action 2000 has set up a helpline that handles enquiries from
callers wanting to know about the Y2K Problem how it inpacts them
and what they can do to minimse their exposure to the problem It
has also set up a web site and published a guidebook and seven
fact sheets. Another initiative is the BugNet, which is a support
group network conprising interest groups, governnment bodies and
i ndustry-support networks that are active on the Y2K issue. Thei r
purpose is to share information, advice and best practice,
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particularly within the SME community.

186. Both Singapore and the UK are considered to be two of the
nost Y2K-ready countries in the world. The public/private sector
coll aboration and availability of information and assistance, in

particul ar the hands-on approach to Y2K conpliance anong Si ngaporean
busi nesses, has undoubtedly contributed to this situation.

O her countries

187. Sever al overseas governnents, for exanple, New Zeal and
Sweden and the United States, have enacted, or are in the process of
enacting, legislation to ensure that the business comunity and

governnment departments adequately address the Y2K Problem Their
objective in introducing such legislation is to prevent possible
disruptions to essential services and to protect the conpetitiveness
of their business conmunities.

Audit observations on the private sector’s Y2K Probl em

188. Al though the HKCS awareness canpaign (see paragraph 174
above) may assist SMEs to recognise the problem it may be too
little and too late for nany organisations. Ideally, to allow
sufficient time to achieve Y2K conpliance, awareness canpaigns
shoul d have been completed by the end of 1996, rather than in the
first quarter of 1998. CGovernnent funding may be msdirected if it
does not address all the Y2K issues affecting SMEs i n Hong Kong.

189. The HKPC survey (see paragraph 171 above) revealed that a
| arge nunber of SMEs which would be affected by the year 2000 did
not have plans or sufficient resources to solve the problem This
suggests that awareness of the year 2000 is not the only issue
affecting SMEs. Respondents have serious problenms in actually
solving the Y2K Probl em An overwhelnming majority of respondents
t hought that the Governnment should assist organisations to review
exi sting systens and make recommendations for solving the problem
rather than just raising awareness.

190. The inplenentation of the Director of Information Technol ogy
Services’ proposed action plan (see paragraphs 178 and 179 above) by
the newly established ITBB is a wel cone devel opnent. However, Audit
considers that comitment and strong support by bureaux and
departnments are essential for its success.

191. The Y2K Problem has the potential to seriously affect the
Hong Kong econony and erode Hong Kong' s gl obal conpetitiveness. It
may al so have a severe effect on the provision of essential public
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services such as transport, utilities and health. It is inperative
that the Adninistration provides strong |eadership, direction and
initiatives to address the problem in the private sector. |If

necessary, regulatory control should be strengthened to protect the
comrunity from possible disruption of essential services from Y2K
non-conpliant service providers. At present there are insufficient
noni toring mechanisns within the Governnment to ensure that essenti al
service providers are actively addressing the Y2K Problem and are on
schedul e to achi eve conpli ance.

192. The Governnent has failed to address the Y2K Problem in the
private sector in a conprehensive, coordinated and systematic way.
As at the end of March 1998, there was no central policy directive
or one dedi cated government organisation with overall responsibility
for managing and coordinating the dissemnation of Y2K information
to the private sector. Al though a nunber of governnent
organi sations have conducted their own individual awar eness
programres or introduced their own nonitoring nmechanisms (see
par agraphs 167 to 174 above), there has been no consistent,
conpr ehensi ve coverage of the issue fromthe Governnent as a whol e.

Audit welconmes the |TBB's new coordinating role. However, the
absence of such an initiative from a dedicated governnment
organisation until md-April 1998 could have resulted in possible
duplication of effort and a waste of governnment resources. It could

have also resulted in sectors of the econony being overlooked with
regard to awareness canpaigns. The lack of an effective governnment
nonitoring mnechanism to assess the progress of essential service
providers’ Y2K conpliance may put at risk the welfare of the public
and the conpetitiveness of the business conmunity.

193. Unlike a nunber of overseas governments, such as Canada,
United States and Australia, the Hong Kong Governnment does not
mai ntain a web-site on the Y2K Problem for public access. The US

Government’s Smal |l Business Administration has created a Y2K page to
hel p conpani es deci de whether they are affected by the problem and
determine how to address it. Wt hout such a dedicated page, many
SMEsS in Hong Kong do not have access to information to assist them
in assessing the inpact of year 2000 on their operations and how to
solve rel ated probl ens.

Private sector requests for additional initiatives from the
Gover nnment

194. The results of Audit’'s survey of the private sector (see
paragraph 27 above) indicate that awareness of the Y2K Problem is
hi gh. Al nost 94% of respondents claim to be aware of the issue

with 92% claimng to understand the inplications of year 2000 on
their operations. The considerable anmount of publicity in the nedia
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over the last 12 nonths may have increased awareness anpong private
sector organisations since the HKPC conducted its survey in the
summrer of 1997.
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195. During Audit’'s analysis of responses, no significant
difference in responses was hoted between the NGO and private
sector organisations. As a result, findings for the different types
of organi sati ons have been conbined in the subsequent analysis.

196. The Y2K Problem represents a significant and wi despread
threat to the conpetitiveness of Hong Kong's private sector wth
140 (809 respondents stating that they are affected by the problem
O those who are affected:

— 77% have drawn up project plans for addressing the issue;

— 39%do not aimto conplete their projects until 1999; and

— 51% do not have sufficient in-house resources to deal wth
t he project.

197. Al though a high percentage of respondents have prepared
project plans to address the problem a nunber of factors nmay inpact
on these plans and lead to a delay in achieving conpliance by the
deadl i ne.

198. The majority of respondents do not have sufficient resources
to address their Y2K problens. The HKPC survey al so recorded a high
percentage of respondents with a sinilar problem Those with
insufficient in-house resources may be inpacted by |IT resource
shortages in the external market. They will have to conpete, along
wi th government organisations, for increasingly scarce and expensive
resour ces.

199. H storically, |T project track records indicate that many
organi sations do not neet their inplenmentation deadlines. Thirty-
ni ne per cent of respondents are planning to conmplete their projects
in 1999, with many of these in the second half of 1999. For 16% of
respondents, this conpletion date had yet to be deterni ned. To
allow for project delays, it is inportant for organisations to |eave
a sufficient buf fer between conpletion and 1 January 2000,
particularly for those respondents who are reliant on externa
resources to solve their problem

200. It is vital for organisations to assess the risk to their
operations from non-conpliant external parties and to develop
contingency plans to address this threat. O those who were aware

of the Y2K Problem only 46% had assessed the year 2000 status of
external parties (respondents are minly from the financial
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t el ecommuni cations, tourismand transport sectors of the conmunity).
Only 35% had devel oped contingency plans to deal with potential

threats fromthese external parties. Failing to consider the inpact
from external parties, organisations have not carried out a
systematic and conprehensive assessnent of the inpact of the Y2K
Probl em on their operations. This may indicate that awareness and
understandi ng of the issue is not as extensive as respondents claim

201. In the questionnaire, Audit asked respondents what they
t hought the Government should do to assist the public to solve the
Year 2000 Problem The survey results indicate that:

— 90% of respondents believed that the Governnent should do
nmore to increase the public's wunderstanding of the Y2K
Pr obl em

— 90% thought that the Governnent should provide information
for the public to solve the Y2K Problem and

— 71% thought that the Governnment and private sector should
cooperate to address the Y2K Problem by creating a joint
public/private sector taskforce.

202. Those surveyed were also asked to provide any additional
comments on what they thought the CGovernment should do to address
the Y2K Problem A significant nunber of respondents supplied
addi ti onal comments, sone of which are detailed at Appendix D. The
comments ranged from requests for nore senminars and televised
coverage of the problem to subsidies to help neet the costs of
conver si on:

— “ The CGovernment nust develop a progranme to warn the public
of the risks, potential damages and the urgency of the issue.
The Governnent nust al so drive the necessary changes or issue
gui dance to regulatory bodies so that they can all take a
common approach to resolve this problem as soon as
possible.” ;

— “Y2K is a conplicated problem which is beyond the capacity
of nmost small to nmedium organi sations. The Governnent shoul d
formulate an action list and commi ssion a task force, or the
Hong Kong Productivity Council, to provide services to these
organi sations.” ; and
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— “ We are also concerned with the services provided by public
utilities.. W certainly hope that these services would not
be affected by Year 2000, and would like to have an open
channel where we can get hold of their progress in tackling
the Year 2000 issue.”

203. It is significant to note from the survey that only 23% of
respondents were aware of or had received any governnent
publications, correspondence, etc. relating to the Y2K Problem
These were mainly fromthe financial and transport sectors.

204. In the HKPC survey of private sector organisations,
respondents were asked to comment on the Governnment’'s role in
addr essi ng t he Y2K  Probl em Their fi ndi ngs, based on

693 respondents, indicated that:

— 86% thought the Governnent should assist the public to
i ncrease under st andi ng of the problenm and

— 90% thought the Government should provide nore information
for organisations to solve the problem

205. Al t hough the HKPC s survey was conducted in early 1997,
conpared to Audit’s survey in January 1998, the findings were
consistent. In the opinion of the Hong Kong business conmunity, the
Governnment should be doing nore to assist the private sector to
under st and and address the Y2K Probl em

Audit conclusions on the private sector’s Y2K Probl em

206. The results of Audit’'s survey indicate that, although
awareness of the issue is high, there is still a long way to go in
addressing the Y2K Probl em Al nost 90% of the organisations want
nore initiatives from the Governnent to enable them to solve their
probl ens.

207. The Government has failed to address the Y2K Problem in the
private sector in a conprehensive, coordinated and systematic way.
As a result, it has not been fulfilling its role of creating an
environment that is conducive to business devel opnent. Until the
establishment of the ITBB in April 1998, there was no dedicated
governnent body with overall responsibility for the dissen nation of
Y2K information to the private sector, to facilitate the private
sector to address the Y2K Problem or to nonitor the progress of Y2K
compliance for providers of essential services in the comunity.
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Wthout further initiatives from the Governnent, there is a real
danger that the private sector will be unable to cope with this
manmot h probl em

Audit recommendations on the private sector’s Y2K Probl em

208. Audit has recomended that the Adm nistrati on shoul d:

(a) critically re-examine the Governnent’'s goals, role and
responsibilities for helping the business community to nanage
t he Y2K Probl em

(b) perform a stock-take of its efforts to date and use the
results to determne the best way forward;

(c) take a pivotal role in creating an environnent where the
Governnment and the business conmmunity can work together to
sol ve the problem

(d) consider strengthening regulatory control to ensure that
provi ders of essential services are Y2K conpliant in order to
avoid mgjor disruptions to the conmunity;

(e) encourage essential service providers in the private sector
to conplete their Y2K programme by the start of one full
busi ness cycle in advance of year 2000;

(f) consider establishing nonitoring and reporting nmechanisns to
oversee the Y2K conpliance programmes of providers of
essential services. To ensure the overall progress towards
Y2K conpliance, regular progress reports should be requested
detailing any significant delays in their project schedul es
and the reasons for such delays; and progress in the
devel opnent of contingency plans. |In nonitoring the progress
towards Y2K conpliance, particular attention should be paid
to the Hospital Authority and the public transport operators
(e.g. Mass Transit Railway Corporation and Kow oon-Canton
Rai | way Corporation), where system and equi pnent failures nay
endanger the lives of the patients or put the safety of the
travelling public at risk; and

(g) consider creating a web site in the Internet to provide easy
access and up-to-date information to the public to enable
themto address the Y2K Probl em
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PART 6 — RESPONSE FROM THE ADM NI STRATI ON

209. This PART sets out the Adm nistration’s conmments on the audit
report. The coments are grouped into three categories, 1i.e.
overal | conmment s, comments on the Y2K work of gover nment

organi sations and coments on the role of the Government in the
private sector, including the NGCs.

Overall comments

210. The Secretary for Information Technology and Broadcasting
wel cones the audit report which he considers useful to the Y2K work
of the Administration. He has said that:

— he accepts npst of the audit recommendati ons. Many of them
have already been covered in the action agenda of the
Steering Conmittee on Year 2000 Conpliance which was
established in March 1998 and <chaired by him (see
par agraph 50 above);

— efforts to rectify the Y2K Problem in the Governnment started
long before the establishment of the Steering Commttee.
Since 1996, the I TSD has been actively pronoting awar eness of
the Y2K Problem within the Governnment through various
channels. In addition, the ITSD, the EMSD and OFTA have been
provi ding technical assistance to the affected policy bureaux
and governnent departnments in their rectification work. The
establishment of the Steering Conmittee has enabled the
rectification work within the Government to be taken forward
in a nore coordinated manner. It has also resulted in a nore
focused approach to pronoting awareness and understandi ng of
the Y2K Probl em on a comunity-w de basis; and

— the Administration is now targeting at completing all Y2K
rectification work by md-1999. This includes the conputer
syst ens of t he I mmi gration Depart nent ment i oned in
par agraph 128 above.

Gover nment organi sati ons
211. Wth regard to Audit’s recomrendations on the Y2K work of
government organi sations, the Secretary for |Information Technol ogy

and Broadcasting has said that:

Urgent assistance to government organi sations
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(a)

on providing urgent assistance to those government
organi sations which are still in the process of conpleting
t he awareness phase of their progranme (see the third inset
of paragraph 73 above), the I1TSD, the EMSD and OFTA provide
various fornms of assistance to government organisations in
relation to the Y2K Problem and the I1TBB plays a central
coordi nati ng role;

Y2K conpl i ance assurance

(b)

on obtaining Y2K conpliance assurance from essential service
providers to ensure continuity of service for the whole
Governnent (see the fourth inset of paragraph 73 above), the
Steering Committee on Year 2000 Conpliance is working on this
through the respective policy bureaux and government
departnments which are responsible for the operation of the
essential service providers;

Regul ar progress reports

(c)

on ensuring that senior managers of government organi sations
receive regular progress reports on their respective Y2K
projects (see the second inset of paragraph 74 above), all
government departnments and NGOs funded or regulated by the
Governnment are now required to subnmit regular progress
reports on Y2K rectification work to the Steering Comittee
which plays a central nonitoring role;

Devel opnment of detail ed guidelines

(d)

on assisting government organisations w th inmpact assessnent
by developing and pronulgating detailed inpact assessnent
gui deli nes (see paragraph 134(b) above), the assessnment work
is performed by individual governnment organisations. The
St eering Committee and t he t hree central servi ces
departnments, i.e. the EMSD, the ITSD and OFTA, will continue
to provide guidance for work in this respect;
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(e) on assisting governnent organisations with their project plan
preparation by developing and dissemnating detailed
gui del i nes (see paragraph 134(c) above), the three central
services departnents are providing such guidelines and wll
continue to do so. The Adm nistration can forward Audit’s
guestionnaire to government organi sations for reference;

Y2K dedi cat ed hel pline

(f) on establishing a whol e-of-government Y2K dedi cated hel pline
to assist governnment organisations with project planning and
managenent (see paragraph 134(d) above), the I1TSD, the EMSD
and OFTA are centrally dealing with Y2K problens relating to
computer systenms, electrical and nechanical equipnent and
line comrunication systens respectively. Gover nnent
organi sations can also approach the [TBB, which plays a
central coordinating role, for assistance;

Inventory, resources, prioritisation, testing and contingency
pl ans

(g) on i nventory, resour ces, prioritisation, testing and
conti ngency plans (see paragraphs 134(e), (f), (g9), (h), (i)
and (j) above), work in these areas is in hand. He will seek

external resources where necessary;

Internal audit

(h) on wusing internal audit 1in the quality assurance and
nmonitoring  process (paragraph 134(k) above), he will
recomrend to government organisations to adopt this approach

Internet site

(i) on establishing an Internet site to enable the public to
ascertain t he | at est gover nment position (see
paragraph 134(1) above), he will establish a dedicated Year
2000 web site under the Governnent Information Centre Home
Page by the end of June 1998; and
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Adopti ng a whol e-of - gover nment perspective

(j) on adopting a whole-of-governnent perspective in the
Adm nistration’s appr oach to t he Y2K Problem (see
par agraph 154 above), the Steering Conmittee is working in
the direction as suggested by Audit and wll continue to
nonitor the progress of the rectification work.

Pri vate sector

212. Wth regard to Audit’'s recomendations on the role of the
Governnent in the private sector including the NG funded and
regulated by the Governnent, the Secretary for Information

Technol ogy and Broadcasting has said that:

Government’s goals, role and responsibilities

— on critically re-examning the Governnment’s goals, role and
responsibilities for hel ping the business community to nmanage
the Y2K Problem (see paragraph 208(a) above), the terns of
reference of the Steering Conmittee include the need for the
Governnent to work out and inplenent a strategy for pronoting
awar eness of the Y2K Probl em on a comuni ty-w de basis;

St rengt heni ng regul atory control

— on strengthening regulatory control to ensure that providers
of essential services are Y2K conpliant (see paragraph 208(d)
above), the Government is nonitoring, through the respective
policy bureaux and governnent departnents, the conpliance
position of providers of &essential services which are
regulated by the Governnment and the progress of their
rectification work; and

Vari ous measures

— on performng a stock-take, establishing a nonitoring
mechani sm creating an Internet web site and creating an
envi r onnment to work together to solve the problem
(paragraphs 208(b), (c), (f) and (g) above), they are already
covered by the ongoing work of the Steering Conmittee.
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Page 1/2

(par agraph 26
refers)

Gover nnent organi sations
whi ch had furnished their returns to Audit’s questionnaire

(The questionnaires were sent out on 24 Decenber 1997 with a
request to submt conpleted returns by 31 January 1998.
Only 24 conpleted returns were received by the closing date
and the last return was received on 16 March 1998.)

Agriculture and Fisheries Departnent

Architectural Services Department

Auxi liary Medical Service

Broadcasting, Culture and Sport Bureau

Bui | di ngs Depart ment

Census and Statistics Departnent

Chief Secretary for Admnistration’s Ofice

Chi ef Secretary for Administration’s O fice, Admnistration

Secti on, Departnental

Admi ni stration Unit

Chief Secretary for Admnistration’s Ofice, Governnent

Records Service Division

Cvil Aid Service

Cvil Aviation Department

Civil Engineering Departnent

Cvil Service Training and Devel opnent Institute

Conpani es Registry

Constitutional Affairs Bureau

Correctional Services Departnent

Custonms and Exci se Depart nent

Departnent of Justice

Dr ai nage Servi ces Depart nent

Econom c Servi ces Bureau

Educati on Depart nment

Educati on and Manpowers Bureau

Efficiency Unit

El ectrical and Mechani cal Services Depart nent

Envi ronnmental Protection Departnment

Fi nance Bureau

Fi nanci al Servi ces Bureau

Fire Services Depart nent

Governnent Flying Service

Gover nnent Laboratory

Governnent Land Transport Agency

Gover nment Property Agency

Gover nnent Suppl i es Depart nment

Heal th and Wl fare Bureau

Heal t h Depart ment

H ghways Depart nent

Horme Affairs Bureau

Horme Affairs Departnent
Appendi x A
Page 2/2
(paragraph 26

refers)

Hong Kong Monetary Authority



Hong Kong Cbservatory

Hong Kong Police Force

Hong Kong Post O fice

Hospital Services Depart nent

Housi ng Bureau

Housi ng Depart nment

| ndependent Comm ssi on Agai nst Corruption
| mm gration Depart nent

| ndustry Depart nent

I nformation Services Depart nment

I nformati on Technol ogy Services Depart nent
I nl and Revenue Depart nment

Judi ci ary

Labour Depart nment

Land Registry

Lands Depart nment

Legal Ai d Depart nment

Mandat ory Provi dent Fund O fice

Mari ne Depart ment

O fice of Tel econmuni cations Authority
O fice of the Comm ssioner of |nsurance
O ficial Languages Agency

Oficial Receiver’'s Ofice

Pl anni ng Depart nent

Pl anni ng, Environnent and Lands Bureau
Printing Departnent

Radi o Tel evi si on Hong Kong

Rati ng and Val uati on Depart nment

Regi onal Servi ces Depart nment

Regi stration and El ectoral Ofice
Security Bureau

Soci al Wel fare Departnent

St udent Fi nanci al Assi stance Agency

Tel evi sion and Entertai nnent Licensing Authority
Territory Devel opnent Depart nent

Trade and I ndustry Bureau

Trade and I ndustry Bureau - Community El ectronic Tradi ng
Servi ce

Tr ade Depart ment

Transport Bureau

Transport Depart nment

Treasury

University Grants Committee

Ur ban Servi ces Depart nent

Wat er Supplies Depart nment

Wor ks Bur eau
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(par agraph 58
refers)

CGover nnent organi sati ons which have stated that
they are not affected by Y2K Problemin their returns furnished to
Audi t
Agricul ture and Fisheries Departnent
Auxi liary Medical Service
Broadcasting, Culture and Sport Bureau
Chief Secretary for Admnistration’s Ofice
Civil Aviation Departnment
Econom c Servi ces Bureau
Home Affairs Bureau
Pl anni ng, Environnent and Lands Bureau

Trade and | ndustry Bureau (excludi ng CETS)

Efficiency Unit
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Appendi x C
(paragraph 70
refers)

Governnent organi sati ons which either had not furnished
their returns in response to Audit’s questionnaire
or had furnished their returns too |late for consideration

Central Policy Unit

Civil Service Bureau

Intell ectual Property Departnent
(Questionnaire received too late
for consideration - 23 April 1998)

Managenent Services Agency
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Appendi x D
Page 1/2
(par agr aph 202

refers)

(a)

(b)

(c)

(d)

(e)

()

(9)

(h)

(i)

Some additional comrents from
private sector organisations on the role of the Government

“ The CGovernment should take a proactive role to assist the
public to understand the Y2K Problem and where they can get

hel p. Mor e i nportantly, because of i nt er-depart nment
dependenci es, the Governnent should ensure that all internal
and external systens that interconnect should be free of
potential Y2K Problens. A taskforce should be set up to

coordinate and certify all such systens.”

“ To set up a unit to coordinate the activities of Governnent
to handle the Year 2000 problem and let the public know the
progress and the effect to the public. Educate the public
about the Year 2000 Problem and what steps should be taken to
deal with software/hardware vendors to protect fromany | oss.”

“ Provide hotline on Year 2000 acquisition; contract out Y2K
experts to organisations; increase public awareness of the
Year 2000 problem”

“ Provide enough funding and resources to rel ated organisations
to carry out their Year 2000 Programre.”

“ The Governnment may enforce Y2K conpliance actions to be taken
by organisations, especially those have inpact on genera
public, through legislation.”

“ ...conduct sem nars and arrange experts as speaker.”

“ Al conpanies, including Governnent, affecting the public
should be conmtted that their systens are Year 2000 ready
e.g. utility conmpanies, civil aviation. Appropriate |aw

shoul d be established.”

“ To organise discussion neeting/seninar (by industry) for
public and private sectors to share and exchange opinions and

experience; via Internet. To organise task force to assist
organisation to tackle Year 2000 probl ens/concerns; Vi a
Internet.”

“ More publications; nore educational prograns on TV.”



Appendi x D
Page 2/2
(par agr aph 202

refers)

(J)

(k)

(1)

(m

(n)

(0)

(p)

(q)

“In view of the recent financial crisis and |osses nay be
expected in a lot of sectors; the prices in installing new
system nmay be trenmendous for business. Gover nnent subsi di es
should be made in order to ensure conpetitiveness of all
busi ness sectors.”

“ Government should provide subsidy to those organi sati ons who
may have resource/expertise difficulties in tackling the
Year 2000 Problem”

“ The Governnent should provide solid exanple of Year 2000
Conversion Projects using typical conputer environment so that
concerned organisations can kick off the project and solve the
issue in a nore efficient and effective way.”

“ Pronote awareness and understanding of the issues related to
the Year 2000 problem especially for snall busi nesses.
Provi de year 2000 rel ated gui del i nes/directives to
organi sations involved in public services (e.g. simlar to
those given by the Mnetary Authority to banks and financial
institutions).”

“ To provide information for the private sector concerning the
Year 2000 Problem tackled by the related Governnent Departnent
in simlar industry e.g. Hospital Authority.”

“1TSD should take a mnore active role in advising the IT
comrunity on Y2K inpact relating to Governnent bodies. What
has | TSD done so far?”

“It should do this work a bit earlier. Gover nment shoul d
provide nmore information and technical assistance to snall and
medium size firns that would be affected by the problem
There are shortages of programrer that Governnment should
provi de training, out-source programme, and conversion tools.”

“ To enhance the public’ s understanding of the issue and the
progress made in different key industries in the upcom ng
years, the Governnment should consider gathering information
from different sources and publishing periodic status reports
on the readiness of the different key industries in addressing
the issue.”
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Acronynms and abbrevi ati ons
CETS Comrunity El ectronic Tradi ng Service
CcoBOL Common Busi ness-ori ented Language
CM S Comput eri sed Costing and Managenent
I nformati on System
CSG Conputer Strategy G oup
DTI Departnment of Trade and | ndustry
(United Ki ngdonm
EMSD El ectrical and Mechani cal Services Depart nent
HKCS Hong Kong Conputer Society
HKIVA Hong Kong Mbnetary Authority
HKPC Hong Kong Productivity Council
| SF I ndustrial Support Fund
T I nformati on Technol ogy
| TBB I nformati on Technol ogy and Broadcasting Bureau
| TSD I nformati on Technol ogy Services Depart nent
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NCB Nati onal Conputer Board
( Si ngapore Gover nnent)
NGCs Non- gover nrent or gani sati ons
OFTA O fice of Tel econmuni cations Authority
PCs Personal conputers
SMES Smal | and medi um si zed enterprises
UK Uni ted Ki ngdom
USGAO United States General Accounting Ofice
Y2K Year 2000
YPMG Year 2000 Conpliance Progranme Managenent

G oup



