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individuals, continually demonstrate the
skill and determination of cyber criminals
to exploit technical vulnerabilities and
human naivety. There can be no doubt
that, as more business is transacted on-
line, the potential for cyber crime and its
incidence will increase. Although most
network administrators take sensible
precautions, they have other responsibil-
ities and cannot always be blamed if they
are not abreast of the latest, often highly
ingenious, technical exploits that facilitate
cyber crime. This is work for the
specialist, and it is here that well planned
and conducted penetration testing can
expose serious vulnerabilities.

In this edition we highlight some of the
technical and procedural countermea-
sures for protecting networked
information systems, including
penetration testing, a technique that
despite its risks is becoming a more
widely accepted strategy for protecting
online information and services.

Our first theme article provides a
layman's guide to hacking. For the
benefit of readers who are unfamiliar
with the subject, N. Nagarajan of the
Office of the Comptroller and Auditor
General of India explains some of the
approaches to computer hacking and the
terminology that often crops up in
connection with it.

Our second theme article describes a
penetration-testing project that was
planned and supervised by the Office of
the Auditor General for North Carolina.
The article is interesting both for its
description of the outcome (21 of the 22
target systems were penetrated success-
fully, most in less than 30 minutes) and
for the approach to the task.

The focus of network security used to
be at the perimeter, where firewalls
were positioned to keep uninvited guests

. ( /C10

out of the internal network, but growing
recognition of the risk of attack from
within and the advent of e-mail as a
vehicle for planting a Trojan in the
system has changed the picture.

Our next three articles develop this
theme. Written by staff at the UK's
National Infrastructure Security
Coordination Centre2 they provide an
overview of recent developments in
intrusion detection systems; of e-mail
spoofing, a technique sometimes used by
hackers to obtain system passwords; and
of Trojan horse software. And believe
me, a Trojan can seriously damage your
health!

To round off this edition's theme of
hacking, we have received an excellent
article from the Auditor of Public
Accounts of the Commonwealth of
Kentucky, USA. Ed Hatchett takes a
robust stance on the subject of network
security, commissioning detailed
technical appraisals of state departments'
controls and not being shy about
publishing his findings. In his article, Ed
describes the results of an audit of the
Transportation Cabinet network in which
his team uncovered both hackers at
work and criminal activity. And yet top
of his recommendations is the simple
expedient of applying a good standard of
password management.
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. Country Focus:

The UK: some facts and figures

UK: 244sq km - approximately the
size of the U.S. state of Oregon or
the African country of Guinea -
comprises England, Wales,
Scotland and Northern Ireland, plus
many surrounding islands but
excluding the dependencies of the
Isle of Man and the Channel
Islands. No part is more than 75
miles from the sea.

Population: 60M

Ethnic groups: English 81.5%,
Scottish 9.6%, Irish 2.4%, Welsh

1.9%, Ulster 1.8%, West Indian,
Indian, Pakistani, and other 2.8%

Languages: English and Welsh, but
Gaelic, Urdu, Hindi, Punjabi and
other languages are spoken.

Religions: Anglican and Roman
Catholic 40 million, Muslim 1.5
million, Presbyterian 800,000,
Methodist 760,000, Sikh 500,000,
Hindu 500,000, Jewish 350,00

Government: parliamentary
monarchy and part of the European
Union. Everyone over the age of 18
can vote.

Legal system: common law with
early Roman and modern
continental influences. Judicial

1 ' ot review of Acts of Parliament under
i-_:_,, ' ‘ b okl s the Human Rights Act of 1998.
o L = e ".: ‘: The UK does not have a written

o : constitution.
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The UK: historical
background

hat scant knowledge we
have of Britain before the
Roman conquest comes

mainly from archaeology, which provides
clues about our early culture and
economic development but rarely
identifies personalities, motives, or exact
dates. Julius Caesar left us his
impressions of Britain at the time of his
brief visits in 55 & 54BC, which is the
earliest coherent account we have. Even
in later Roman times, Britain was
considered to lie at the periphery of the
civilised world, and Roman historians left
us little more than a framework in
which to slot the results of archaeologi-
cal research.

The Roman invasion of Britain began in
43AD. While many British tribes made
political deals with the invaders, they
also encountered stout resistance.
Indeed, the Romans never fully occupied
Britain, concluding that Scotland wasn't
worth the effort. Roman Britain's
northern border was eventually
stabilised on a heavily fortified wall in
northern England, slightly south of the
existing border. Much of "Hadrian's Wall"
still exists and is a popular tourist
attraction.

For over three centuries, Roman life
prospered in what is now England. The
local tribes became integrated into an
urban, governmental system, and grew
accustomed to a peaceful, ordered way
of life. Roman towns had properly
drained and metalled streets, water
supplies, forums and other public
buildings. But perhaps the Roman's
greatest achievement was their system
of magnificently engineered roads, built
to allow the swift movement of troops,
munitions, and supplies from one
strategic centre to another (the English

L For anyone interested in delving deeper, there is a good source is at... http://www.britannia.com/history/docs/

were to use the same strategy to
subdue the Scottish clans during the
18th century).

Following the collapse of the Roman
Empire early in the fourth century,
urban life in Britain declined and we
sank again into an age of intellectual
darkness and barbarity that was to
continue for 600 years. Christianity and
the use of money ceased for some two
centuries, while the physical character of
our people, language, and institutions
changed. Germanic tribes from Europe
replaced a significant part of our lowland
population, their dialects replaced Latin
and Celtic (later giving rise to the English
spoken today), and loosely knit and
feuding hereditary kingships replaced
the centrally governed Roman
provinces. Among these illiterate and
pagan tribes were the Angles and the
Saxons, and Britain came to be called
"England” after the former (a derivation
of "Engla-lond" or "land of the Angles").
Although the Anglo-Saxons were not as
sophisticated as their Roman predeces-
sors, within a few centuries they had
built a hierarchical, regulated society in
which agriculture and trade flourished.

Later in the millennium, the Anglo-
Saxons found themselves invaded from
Scandinavia by the "Vikings". Sometimes
the Vikings were beaten back, at other
times not. Eventually they were granted
parts of the country where their own
laws prevailed, although by 1066 - a
highly significant year in our history - an
Anglo-Saxon king was in control.

Reliable written evidence from the first
millennium is limited?, but archaeology
provides many clues about Roman,
Anglo-Saxon and Viking settlements and
daily life, and all of these peoples left us
examples of beautiful jewellery, pottery,
sculpture, and metalwork. The study of
names and language shows more
enduring effects, while in the case of the
Vikings DNA analysis provides some
insight into their effects on our genetic
stock.

intoIT m 3
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Carew Castle

The English built a fine set of castles in Wales to help encourage the indigenous
population to toe the line. Many remain and are worth visiting.

Giant's Causeway

When the giant Finn McCool fell in love with a lady giant on Staffa, an island in the

Hebrides, he built this wide commodius highway to bring her across to Ulster.

In 1066, our neighbours, the Norman
French, successfully invaded England,;
they were the last to do so. Since then,
despite occasional periods of civil war,
England has remained a unified entity.

Under the Normans, government was
again centralised, a bureaucracy built up,
and written records maintained. The
roots of the English "common law" legal
system date from this period.

Wales and Scotland, originally
independent kingdoms, both strongly
resisted English rule. King Edward |
conguered Wales in 1282 and an Act of
1536 completed the political and admin-
istrative union of the two countries;
1707 saw the union of Scotland and
England and our adoption of the name
"Great Britain".

As for, Ireland, invasion by the Anglo-
Normans in 1170 was to lead to
centuries of strife, with successive
English monarchs (and Oliver
Cromwell) seeking to gain control, with
varying degrees of success. To cut short
a painful story, the Anglo-Irish treaty of
1921 formalised a partition of Ireland.
The six counties that constitute "Ulster"
maintain their constitutional links with
Great Britain, while the other 26
counties became the "lIrish Free State"
(and in 1949 the "Republic of Ireland").

In 1927, we adopted the name "United
Kingdom of Great Britain and Northern
Ireland", usually abbreviated to 'United
Kingdom' or 'UK..

The British Empire

The British Empire began to grow at
the beginning of the 17th century,
eventually expanding over much of the
globe, particularly in North America and
India. It was built on colonial trade,
which originally went hand in hand with
slavery; slaves bought in West Africa
were shipped to the Americas where



they were sold to plantation owners in
exchange for produce, which was then
shipped back to Britain. Later came the
Industrial Revolution, which was to
dominate 19th century British history.
Queen Victoria's reign in particular saw
the products of our engineering
expertise together with our commerce,
language, and systems of law and
government spread throughout the
Empire, which at its zenith
encompassed roughly one-fifth of the
globe.

The heyday of Empire ended in 1914.
During the following decades, our
economic strength was devastated by
two World Wars. The post-war years
saw the rapid dismantling of our Empire
and our transition to a European nation.

The UK today

The UK today is a leading trading power
and financial centre, and one of the four
'trillion dollar' Western Europe
economies. Our agriculture is highly
efficient by European standards,

producing about 60% of our food needs
with only 1% of the labour force. We
have significant coal, natural gas, and oil
reserves, primary energy production
accounting for 10% of GDR, one of the
highest shares of any industrial nation. A
decline in our manufacturing industry
has been offset by our expanding service
sector - particularly in banking,
insurance and business services - which
accounts for by far the largest
proportion of our GDPR

Our long-established pariamentary
system is currently the subject of
reform. Herediatary membership of our
upper legislative assembly, The House of
Lords, is being abandoned in favour of
politically appointed representatives.
Scotland and Wales now have National
Assemblies with varying degrees of
power, and further assemblies for the
English regions seem likely.

The UK's role as a major world financial
centre, our strong ties with the
Commonwealth, and a permanent seat
on the UN Security Council help us
continue to exert significant influence in
world affairs.
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Stonehengg, Wiltshire, England

Erected in stages between 3000.and 1500 BC, no one really knows why.

About the NAQ:
the early years

The National Audit Office has existed in
its present form since 1983, but the
public audit function in central
government has a long history.

The earliest surviving mention of a
public official charged with auditing
government expenditure is a reference
to the Auditor of the Exchequer in 1314.
The Auditors of the Imprest were
established under Queen Elizabeth | in
1559 with formal responsibility for
auditing Exchequer payments. This
system gradually lapsed and in 1780,
Commissioners for Auditing the Public
Accounts were appointed by statute.
From 1834, the Commissioners worked
in tandem with the Comptroller of the
Exchequer, who was charged with
controlling the issue of funds to the
government. However, Parliament's role
in this process was limited.

Parliament had for several centuries
been responsible for raising revenue and
authorising expenditure (the English
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Forth Railway Bridge, Scotland

Civil War had been fought largely on this
issue) but their control and scrutiny of
public spending was weak. It was not
until the 1860s that the first major steps
were taken towards proper financial
accountability to Parliament.

Parliamentary audit

The Exchequer and Audit Departments
Act of 1866 established a cycle of
accountability for public funds in which
The House of Commons authorised
expenditure, the Comptroller and
Auditor General (C&AG) controlled the

Is Comptroller a misspelling?
Should it not read Controller?

"Comptroller" first appeared around
1500 and is thought to be a misspelling
of "controller". This embodied an older
error arising from the false
presumption that the responsibilities
involved were somehow connected
with "accompt” or account, the
controller being the "contrarolutator”,
one who kept a counter-roll as a
double check on transactions.

issue of funds, and accounts were
produced by departments and audited
by the Comptroller and Auditor
General. The results of the C&AG's
investigations were considered by a
dedicated Parliamentary committee, the
Committee of Public Accounts (PAC).
From the 1870s, the PAC took evidence
from senior officials, normally Heads of
Departments, who were designated as
"Accounting Officers" by the Treasury.

Initially, the C&AG and his staff were
required to examine every transaction,
but this became unrealistic as the level
of government activity expanded, partic-
ularly during the First World War. New

The Cycle of Accountability

legislation, the Exchequer and Audit
Departments Act 1921, addressed this
by allowing the C&AG to rely in part on
departmental systems of control and
thus examine only a sample of transac-
tions. This Act also required the C&AG
to report to Parliament that money had
been spent in accordance with
Parliament's wishes.

Reform

Pressure for the reform of the public
audit system again grew from the 1960s,
following concerns expressed by

Once public money has been spent by a central government body, the C&AG is
free to report to Parliament on the regularity, propriety, and value for money

with which this has been done.

The Committee of Public Accounts can take evidence on this report from the
most senior official in that public body and can then make recommendations to
which the Government must respond within two months. The C&AG and/or the
PAC can decide to conduct a follow up investigation into the issues raised.

We are also willing to assist Parliament in whatever way we can. Each year, we
respond to over 400 queries from Members of Parliament on issues affecting

public spending.




Parliamentarians and academics that the
scope of public audit needed to be
modernised to reflect the significant
changes in the role of government over
the course of the twentieth century. In
particular, it was argued that there was a
need for a specific power to allow the
C&AG to report to Parliament at his
own discretion on the value for money
achieved by government departments.
Reformers also argued that more robust
arrangements should be put in place to
ensure the independence of public
auditors from government.

These changes were reflected in the
National Audit Act 1983, under which
the C&AG formally became an "Officer
of the House of Commons" with the
express power to report to Parliament
at his own discretion on the economy,
efficiency, and effectiveness with which
government bodies have used public
funds. The Act also established the
National Audit Office (NAO) - which
replaced the Exchequer and Audit
Department - to support the C&AG in
discharging his role.

Further important changes have
occurred in recent years. Following
devolution, new Auditors General have
been appointed in Scotland and Wales to
audit the expenditure of the new
Parliament and Assembly. In Scotland,
the Auditor General is supported by a
new body, Audit Scotland?, which
oversees local government audit. The
NAO in Cardiff provides audit services
to the Auditor General for Wales3.
There has been a separate C&AG for
Northern Ireland since the foundation of
the state in 1921. He heads the
Northern Ireland Audit Office4 and
reports to the Northern Ireland
Assembly.

The introduction of resource accounting
and budgeting is another important
development for the NAO, involving a
change from a 'cash’ to an ‘accruals'
based system of planning and accounting
for expenditure.

"The Committee of Public
Accounts would not get
very far as a bunch of 15
Members of Parliament,
unless we had the quality
and depth of research
contained in the reports
we receive from the NAQ."

Rt Hon Alan Williams MP, Chairman,
The Public Accounts Commission

The development of audit

The work of successive C&AG's had
reflected changes in the nature of
government over the years.

In the later years of the nineteenth
century, much audit work concentrated
on issues of propriety, with the C&AG
repeatedly reporting to Parliament on
irregular payments and practices by
Government departments. The
expansion of government in the
twentieth century led to substantial
changes in the C&AG's work, with
reports to Parliament concerning large
budgets, such as those for old age
pensions, hospital construction
programmes, and payments to universi-
ties.

Over time, the focus of our work has
shifted from reporting simply on the
details of expenditure to consideration
of the value for money achieved by
government expenditure, a process that
was accelerated greatly by the passing of
the 1983 National Audit Act.
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Gladstone's reforms

Champion of reform, William Ewart
Gladstone, was Chancellor of the
Exchequer from 1859-1866 (and, for
good measure, four times Prime
Minister - 1868-74, 1880-85, 1886,
and 1892-94).

As Chancellor, Gladstone initiated
major reforms of public finance and
Parliamentary accountability. His
1866 Exchequer and Audit
Departments Act required all
departments, for the first time, to
produce annual accounts, known as
appropriation accounts. The Act also
established the position of
Comptroller and Auditor General and
an Exchequer and Audit
Department to provide supporting
staff from within the civil service.

The C&AG was given two main
functions; to authorise the issue of
public money to government from
the Bank of England, having
satisfied himself that this was within
the limits Parliament had voted, and
to audit the accounts of all
Government departments and report
to Parliament accordingly.

Gladstone also created the Public
Accounts Committee.

William Ewart Gladstone

2 Audit Scotland... http://www.audit-scotland.gov.uk/
3 Auditor General for Wales... http://www.agw.wales.gov.uk/
4 Northern Ireland Audit Office... http://www.niauditoffice.gov.uk/
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The Three E's

Under the 1983 Act, the C&AG
can examine and report on the
economy, efficiency, and effective-
ness of public spending. We use
the following definitions for the
'‘three Es"

m Economy: minimising the cost
of resources used or required
- spending less;

m Efficiency: the relationship
between the output from
goods or services and the
resources to produce them -
spending well;

m Effectiveness: the relation-
ship between the intended
and actual results of public
spending - spending wisely.

Our current role

Under the law, the C&AG and the NAO
are responsible for auditing the accounts
of all Government departments and
agencies, and reporting the results to
Parliament. The C&AG also audits over
half of the 'arms-length’ public bodies
(also known as non-Departmental public
bodies), all National Loans Fund
accounts, and several international
clients, who we win in open
competition against other auditors.
Currently, we audit over 600 accounts
covering some £298 billion of
expenditure; £29 billion of income; £336
billion in tax revenue,; fixed assets worth
£203 billion; and long-term liabilities of
£37 billion.

The C&AG is required to form an
opinion as to whether audited accounts
are free from material misstatements
and that the transactions they contain
have appropriate Parliamentary
authority. He will issue a qualified

opinion where material misstatements
are identified, but where this is not the
case, may still report to Parliament on
other significant matters. Even where no
report is made, we often write to our
clients suggesting ways they could
improve their systems; such
"management letters" often lead to
significant changes.

In addition to financial audit, the C&AG
presents around 50 reports to
Parliament each year on the value for
money obtained by Government
departments and other public bodies. In
the last 3 years, savings resulting from
our work have amounted to £1.46
billion, £487 million each year.

Our value for money work covers a
wide range of topics, ranging from
examining the entire operation of the
criminal justice system to major defence
procurement projects and the adminis-
tration of agricultural schemes funded by
the European Union. We identify the
topics for examination by carefully
monitoring and analysing the risks to
value for money across the full range of
our responsibilities, and in undertaking
reviews, we use staff with a wide range
of professional expertise, including
external consultants where necessary.

Auditing information
technology

IT provides many opportunities to
deliver better services to citizens. It also
has considerable potential to improve
the efficiency of government organisa-
tions in all aspects of their business.
Achieving Information Age Government
is central to the UK's modernisation
programme, but for this to become a
reality, citizens must have confidence in
departments' IT systems in terms of
their reliability and the protection of
personal information.

We support the development of
Information Age Government through
our examinations of the implementation
of IT projects and of the reliability of IT
systems. Here, our work has revealed
that complex IT projects often
encounter serious problems, resulting in
delays and the disruption of e-
Government services. We have sought
to promote improvements by drawing
out the lessons learned so that poor
performance is not repeated.

Other subjects that our IT-related value
for money reports have touched on
include information security
management; software licensing;
identifying and tracking livestock
(essentially about information
management); and on-line learning
(essentially about fraud control).

Information and
communications
technology in support

The 1970s saw us getting to grips with
the technical aspects of computers.
Some of our more adventurous
colleagues acquired the skills necessary
to extract information from the payroll,
bill paying and stores inventory systems
that were then emerging during our
government's first wave of computerisa-
tion. This was the punched
card/mainframe era, and extracting
information from these early systems
required a good knowledge of data
storage techniques, programming skills
(that often extended to a need for
assembly language), much ingenuity -
and hours of card-punching!

Things remained much at this level until
the 1990s, when the first of the
powerful and truly portable (rather than
‘transportable’) PCs - plus software tools
to match - arrived to lift audit computing
out of the realm of the technical



specialist and place it firmly within
everyone's grasp. Today, all our profes-
sional staff are allocated a modern
laptop PC with which to access our
corporate systems - remotely if
necessary - to exchange e-mail and
other documents, and to search the
World Wide Web. We continue to
maintain technical support teams to
support our financial and value for
money auditors in the more difficult
tasks, but audit computing now lives
very much on the auditor's laptop.

Good software can make an important
contribution to the various stages of
audit, particularly in collecting, sorting,
analysing and interpreting data, and in
presenting the results. Each of our
laptops carries a comprehensive
software toolkit comprising Microsoft
Office XP, IDEA and TeamMate, and
staff receive in-house training in their
use. In addition, our technical support
teams are equipped with specialist
software packages for designing ques-
tionnaires, analysing survey results,
providing statistical analysis, etc.

The 1990s saw our original local area
network, which provided internal e-
mail, text-based word-processing and
spreadsheet, and rudimentary search
facilities. Our second-generation
Intranet system, "Merlin", began to roll
out in 1998, and what an improvement
it was! Merlin provides us with access to
our internal databases, with external e-
mail, with access to information held on
the UK Government Intranet and, via
the Internet, to information held on the
World Wide Web. Merlin is an object
lesson on how a business can come to
depend on good information and com-
munications technology - we would be
lost without it! For this reason we
devote considerable resources to IT
service management, where we model
our management processes on BS
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Many of the value for money reports we publish focus on government's use of

IT. Recent examples include:

e-Accessibility: older people are major users of public services but, as a section of
society, are far less likely to access those services electronically. However, these e-
services are potentially a great boon to older people, many of whom have mobility
problems, have difficulty in gaining access to sources of information, live alone or want
to remain independent and involved. If government is to take full advantage of the
potential of technology, it must make sure its e-services are accessible to all and work
to avoid a 'digital divide'...

...http://www.nao.gov.uk/publications/nao_reports/02-03/0203428.pdf

The Libra Project: described by the Chairman of the Public Accounts Committee as
"one of the worst IT projects ever seen”, Libra was intended to provide our magistrates'
courts with a standard computer support system. By 2003, the initial project budget,
set at £146M in 1998, had rocketed to £318M with reduced functionality...

...http://www.nao.gov.uk/publications/nao_reports/02-03/0203327.pdf

Tax Credits: the Inland Revenue introduced new tax credits, but the systems did not
work as intended, causing major problems for claimants, employers and the
Department. There were serious problems with system performance, which affected
stability (staff could not complete the processing of claims and had to start again);
speed (staff had to wait too long to access information and records); and availability
(significant time in the working day was lost when the system was closed down to
clear internal queues)...

...http://www.nao.gov.uk/publications/nao_reports/02-03/02031072.pdf

Government Communications Headquarters: houses one of Europe's largest computer
complexes and its new accommodation exhibits radical differences from most office
building projects. To sustain the flow of vital intelligence to the Government, GCHQ
retained responsibility for moving its technical capability into the new building. In
doing so, GCHQ failed initially to consider all the implications of the move. As a result
estimates for the technical move increased more than ten fold from £40M to £450M...

...http://www.nao.gov.uk/publications/nao_reports/02-03/0203955.pdf

Government Call Centres: can provide services and information in a way that is
convenient and cost effective. Most of the public tell us that they are willing to use
them and are mostly satisfied with the service received. However, there is room for
improvement. In particular, call centres need to collect full and reliable information
about their services, and departments need to ensure that efficiency and quality are
delivered...

...http://www.nao.gov.uk/publications/nao_reports/02-03/0203134.pdf

You can find information about our work in progress, including contact details on our
website at...

http://www.nao.gov.uk/publications/workinprogress/index.htm
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Teamate

.. Is an electronic documentation
package marketed by
PriceWaterhouse Coopers. It's easily
customised to individual needs and
does not prescribe a particular way
of performing an audit. Its main
benefits are that it:

m stores and references audit
working papers electronically;

m makes for easier and more
timely review of audit work.
The package highlights
important issues, and their
review does not have to wait
until the paper file is in your
hand. Many staff can work on
the audit at the same time and
at different locations;

generates reports easily and
quickly, and allows them to be
customised to meet individual
client requirements;

makes for better management
of audits by identifying
completed tests (and also
those that should be
complete, but are not!);
following audit by rolling
forward one year's audit to
the next.

TeamMate also provides the
opportunity to embed and enhance
underlying methodologies, thus
providing consistent minimum
standards across all audit work.

that can be used to...

summaries and ageing

arithmetic capabilities

Perform calculations

Test for missing or duplicate items

IDEA is a comprehensive file interrogation tool for auditors

B Import data from a wide range of file types

m Perform analyses of data including comprehensive statistics, profiles,

m Conduct exception tests of unusual or strange items using simple or
complex criteria. IDEA has 103 built-in special functions as well as normal

Select samples using systematic, random or monetary unit techniques

Match or compare different data sources

have used their resources.

Helping the nation spend wisely

The UK National Audit Office scrutinises public spending on behalf of Parliament.

The Comptroller and Auditor General, Sir John Bourn, is an Officer of the House of
Commons. He is the head of the National Audit Office, which is based in London
(with regional offices in Cardiff, Newcastle, and Blackpool) and employs some 800
staff. He, and the National Audit Office, are totally independent of Government. He
certifies the accounts of all Government departments and a wide range of other
public sector bodies; and he has statutory authority to report to Parliament on the
economy, efficiency, and effectiveness with which departments and other bodies

Our work saves the taxpayer millions of pounds every year.
At least £8 for every £1 spent running the Office.

150005, and to the management of
information security. And under the
latter heading, we are currently using
government-approved specialists to
carry out "penetration testing" of our
network to provide positive evidence of
effective security.

Our IT Strategy will continue to evolve
with technological development. The
main thrust of future developments is to
improve audit efficiency through
improved audit support tools, remote
working, and knowledge management,
and to providing wider access to

information by staff and more efficient
administrative support. Our medium
term (3-5 year) vision is to enable staff
to work efficiently at client sites for
much longer periods, with access to the
full range of resources available to staff
at NAO offices. Currently we use dial-
up for remote access, but are looking to
exploit broadband technology further as
it becomes more widely available.

Overall, ICT has come to play a vital
support role in achieving our corporate
vision of "Helping the Nation Spend
Wisely".

5 BS 15000 is the first worldwide standard specifically aimed at IT Service Management. It describes an integrated set
of management processes for the effective delivery of services to the business and its customers.



The INTOSAI IT Audit
Committee

NTOSAI celebrated its 50th

anniversary last year. It has grown

from a small group of 34 supreme
audit institutions (SAIs) that met in Cuba
in 1953 to become the voice of the
worldwide SAI community. Its nearly
190 members represent a wide
spectrum of audit institutions working in
many different ways to provide their
parliaments and citizens with an
effective audit of public finances.
INTOSAI, as an apolitical international
institution working for the mutual

The International Training
Course

Since 1993 the National Audit Office
(NAO) has offered staff from overseas
SAls the opportunity to participate in
an annual audit training course in
London (usually in September). To date
staff from many countries have partici-
pated in the course, which includes
intensive training in the National Audit
Office's methodologies for both
Financial audit and Value for Money
work. The training approach is
classroom based but both modules
include practical illustrations, examples
and case studies drawn from accounts
audited and value for money studies
carried out by the NAO. The course
aims to be interactive and participants
are encouraged to question and
introduce elements from their own
experience. Extensive course notes,
booklets and reference materials are
provided for the participants retention
and future reference.

Course applications are available on
our web site...

http://www.nao.gov.uk/conferences/int
ernational_training_application.pdf
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SIR JoHN BourN
COMPTROLLER AND AUDITOR GENERAL
NATIONAL AubIT OFFICE OF THE UNITED KINGDOM

Sir John Bourn has been Comptroller and Auditor General of the United Kingdom since 1988
and, as well, Auditor General of Wales since 1999. He was educated at the London School of
Economics, where he took the BSc (Economics) degree and a PhD. He has worked in
several government departments, including the Treasury, the Northern Ireland Office and at
the Civil Service College. Before his present appointment, he was Deputy Under Secretary of
State for Defence Procurement at the Ministry of Defence. Sir John sits on the Financial
Reporting Council of the United Kingdom, is a member of the UK's Financial Review Panel
and a Member of the Panel of External Auditors of the United Nations.

Sir John is a Visiting Professor at the London School of Economics.

exchange of ideas on best practice, is
without parallel anywhere else in the
public sector.

Recent years have seen a substantial
growth in bilateral and multilateral
cooperation among SAISs. Increasingly,
SAls recognise the need to learn from
each other if they are to keep pace with
the rapid changes in public sector
management, accounting and auditing
standards, and expectations of the role
of public auditors. Many formal and
informal structures have been
developed by SAls to identify and
promote good practice and to tackle
issues that cross national boundaries.
Among these, the INTOSAI IT Audit
Committee is extremely active, with a
regular programme of liaison meetings
and IT seminars hosted by member
countries. Members also collaborate in
the development of training and
guidance material, our current
programme including the development
of a range of guidance on auditing
electronic government and on electronic
records management.

The UK NAO plays an enthusiastic role
in these activities. We host the INTOSAI
IT Audit Committee web site
(http://www.intosaiitaudit.org), which
offers both our members and the world
at large a range of training and guidance
material on various aspects of IT audit,
while other areas of the site catalogue
material useful to the IT auditor that can
be found on SAl's, state auditor's, and
government web sites. The UK is also a
member of the INTOSAI Governing
Board and chairs the INTOSAI working
group on the audit of privatisation and
regulation. Oh! - we also publish this
magazine.

During 2003, 600 representatives
from 70 countries visited our office.
In turn, we sent more than 50
NAO staff abroad on short-term
assignments ranging from a few
days to several months. We often
enrich our projects with expertise
drawn from across the UK and
beyond.

lan Petticrew
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You can manage what you know about; it's what you don't

know about that creeps up and stabs you. For the IT The hacker

manager, computer hacking is one such sword of Technically, a "hacker" is someone who is
enthusiastic about computer

Damocles for which sensible preventive programming and all things computer

related, and is motivated by curiosity to
reverse engineer software and to explore.

and detective measures have become
essential. And in common with other
disasters in waiting, infiltration should

feature in contingency planning.

For the benefit of those readers
unfamiliar with computer

hacking, N. Nagarajan of the
Office of the Comptroller
and Auditor General of
India gives an overview
and explains some of
the terms associated

with it.




The term "cracker”, on the other hand,
describes those who apply hacking skills
to gain unauthorised access to a
computer facility, often with sinister
motives. But “"cracking” never really
caught on, perhaps due to the grey
area that exists between the two
activities and to the media's widespread
use of "hacking" as a term synonymous
with computer crime. | will not
therefore try to buck the trend in this
article.

not your computer anymore.

computer anymore.

your computer anymore.

web site any more.

0 N o O

scanner at all.

The Ten Immutable Laws of Security

Computer hacking

Hacking is in some ways the online
equivalent to burglary; in other words
breaking into premises against the
wishes of the lawful owner - in some
jurisdictions a crime in itself - from
which other criminal acts such as theft
and/or damage generally result.

Computer hacking refers to gaining
unauthorised access to, and hence some
measure of control over, a computer
facility, and most countries now have
specific legislation in place to deter
those who might wish to practice this
art and science. In some jurisdictions,
unauthorised access alone constitutes a
criminal offence, even if the hacker
attempts nothing further. However, in
practice, hackers generally have a
particular target in mind, so their unau-
thorised access leads to further acts,
which national law might also define as
criminal activities. These can be
summarised under the headings of
unauthorised:

@ obtaining of confidential
information: perhaps the major
growth area in computer crime is
"identity theft", in other words the
obtaining of personal information
that can then be used to commit
other serious offences, usually in

1 If a bad guy can persuade you to run his program on your computer, it's

2 If a bad guy can alter the operating system on your computer, it's not your

8 If a bad guy has unrestricted physical access to your computer, it's not

4 If you allow a bad guy to upload programs to your web site, it's not your

Weak passwords trump strong security.
A machine is only as secure as the administrator is trustworthy.
Encrypted data is only as secure as the decryption key.

An out of date virus scanner is only marginally better than no virus

9 Absolute anonymity isn't practical, in real life or on the web.

10 Technology is not a panacea.

Source - www.microsoft.com/technet
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the area of fraud. However, other
motives include espionage (both
governmental and commercial
secrets) and the obtaining of
personally sensitive information that
might be used for tracing people,
deception and blackmail;

@ alteration or deletion of data
and code: most organisations now
depend to some extent on comput-
erised information systems, and any
act resulting in significant corruption
or deletion of corporate data could
have serious implications on their
ability to transact business;

@ degradation or cessation of
service: acts that result in systems
being unable to carry their
workload or that fail altogether,
could also have serious business
implications;

@ use of computer resources:
this impact is really inherent in the
previous three, but it's worth
mentioning separately because an
emerging problem is the use by
hackers of other people's systems
(extending to home PCs) to store
illegally obtained data or to mount
attacks on other systems. There are
documented cases of systems
hacked in this way - sometimes
referred to as "zombies" because
they are no longer in the full control
of their unsuspecting owners -
being used to store child
pornography and material that
breaches copyright law (e.g.
copyrighted music files), to mount
distributed denial of service attacks
on other systems, and to distribute
spam e-mail.

Finally, it's worth emphasising that the
term "hacker" applies both to outsiders
and to otherwise authorised personnel
who misuse their system privileges, or
who impersonate higher privileged
users. This sad fact needs to be
recognised when formulating corporate
security policy.
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Just another security update for Microsoft Internet Explorer

Are You on a Network?

If your computer is part of a managed network, contact your organization's system
administrator before making changes to your computer.

Why We Are Issuing This Update

A number of security issues have been identified in Microsoft® Internet Explorer that
could allow an attacker to compromise a Microsoft Windows®-based system and then
take a variety of actions. For example, an attacker could run programs on a computer
used to view the attacker's Web site. This vulnerability affects computers that have
Internet Explorer installed. (You do not have to be using Internet Explorer as your Web
browser to be affected by this issue.) You can help protect your computer by installing

this update from Microsoft.

Source - Microsoft Security Bulletin MS03-032

Approaches to hacking

There are several basic strategies for
hacking a computer facility: physical
intrusion; password attacks; network
access; web server attacks; and e-mail
attacks, but there are a multitude of
tactics that can be used to implement
them. For example, security flaws (or
design

weaknesses) in infrastructure software
and communications protocols offer
seemingly endless tactical possibilities,
as is evidenced in the never-ending
stream of security updates (see
example).

Physical intrusion: an attacker's work
is made easier by gaining physical
access to a machine's keyboard or to
network junction boxes. Physical access
opens up such possibilities as
installing a keystroke
logger?; installing
unauthorised
hardware devices
(e.g. linking a
modem that
bypasses the
corporate firewalls to
the network); tapping
junction boxes through
which network traffic
might be analysed; gaining
access to system docu-
mentation, printouts and
to written notes of their
passwords left by reckless
users. Even access to confi-

dential waste can prove fruitful.
Perhaps the quickest and easiest way to
gain physical access to an organisation's
computer facilities is to join the
contract cleaning force, which often
works unsupervised and outside normal
office hours.

Password attacks: obtain a valid
password to the system and you
become just another legitimate user.
This is particularly dangerous where
the hacked account has special
privileges assigned to it that permit
wide-ranging system access and use.
A successful password attack is both
difficult to detect and difficult to
prevent because password security
depends largely on the user. Keystroke
loggers and social engineering (see
terminology below) are methods of
capturing passwords, while people
often share their personal passwords
with others, write them on notes that
they attach to their terminals, and fail
to change them periodically. Password
cracking programs perform an
elaborate process of guessing 'weak'
passwords by trial and error, using
combinations of words from different
languages, names (places, people,
characters in books), jargon, slang, and
acronyms. These are tried backwards,
in two-word combinations, in combina-
tions with numbers substituted for
letters, etc. Vendors often ship infra-
structure software with the administra-
tor account passwords set to default
values; because these are widely
known in the hacking community, they
provide an easy route into a computer
facility if left unchanged.

Network Access and Web Server
Attacks: computers forming part of a
local area network that is in turn

! Hardware or software than captures the user's keystrokes, including their passwords.



connected to the Internet are exposed
to a range of potential logical access
risks. A network's primary purpose is
to permit users to access resources
and exchange information, but hackers
can also use the network for the same
purpose. There are different ways to
achieve unauthorised access under this
heading, many being technically sophis-
ticated. One set of approaches exploits
features of networking software that
make it accessible from outside the
network. Another set exploits
browsers; for example, browsers
maintain or have access to information
about the user and computer that a
hacker can exploit. A hacker could also
cause a browser to launch an "applet"
(a program that runs in conjunction
with the browser) to hack the
computer or network, or to send back
information that is not normally
accessible from outside. Once access is
gained, "island hopping" through the
network is sometimes possible by
exploiting trusted relationships
between interconnected computers -
the fact is that a network of computers
that trust each other is only as secure as
its weakest link.

The basic solutions to this family of
security risks are to keep abreast of
vendor security updates - such as the
Microsoft example illustrated - and to
maintain an effective “firewall"2.

Email Attacks: e-mail is a major route
into networked computers. Typically, a
Trojan horse program is buried within
an innocuous-looking attachment to an
e-mail message (see the Autorooter
example). The Trojan is launched when
the attachment is opened (or
sometimes viewed) and covertly passes
control of the computer to the hacker.

2 1 combination of hardware and software that limits
external access to networked computers and resource.

% The least level of privilege consistent with performing a

particular role.

Managing common
vulnerabilities

A compromised system can be a self-
inflicted injury due simply to the basic
precautions having being ignored:

@ ensure that your computer has
good physical security, consistent
with both its value in terms of
replacement cost and the conse-
guences that could stem from its
data being disclosed or destroyed.
Secure sensitive areas; manage
access keys; consider installing
intruder alarms. Ensure communica-
tions junction boxes are secured
and inspect them periodically for
signs of tampering - network admin-
istration packages can detect unau-
thorised physical devices connected
to the network. Provide a secure
waste disposal service for computer
printouts and removable media;

@ formulate a sensible password
policy for authenticating users and
enforce it. Consider the need to
strengthen password authentication
with tokens or biometrics. Disable
unnecessary services and accounts
promptly;

Autorooter
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systems administrators occupy
positions of extreme trust; it
follows that they should themselves
be trustworthy. Be very careful
who you permit to have system
administrator-level access to your
network particularly when hiring
new staff or appointing people to
cover for absences. Consider
implementing a policy of "least
privilege"s and review periodically
the privileges that have been
allocated, to whom and for what
purpose;

infrastructure software - in
particular the operating system and
firewalls - generates logs that
record who is using (or attempting
to use) the system, for what
purpose and when. This
information can prove vital in
detecting unauthorised activity - for
example, attempted access to par-
ticularly sensitive accounts or files -
and system use at unusual times.
Logs should be reviewed frequently
- it may be necessary to develop or
purchase a log monitoring and
analysis package to enable key
system messages to be detected
quickly. An unplanned increase in

...a Trojan horse, potentially spread by e-mail, which exploits a Windows vulnerability to
allow a hacker to gain control of infected computers.

This DCOM-RPC exploit only affects Windows XP/2000 Pro/NT computers, which can
use Remote Procedure Call. As the Trojan is incapable of spreading by itself, the file
reaches computers through infected e-mail messages, inside files downloaded from the

Internet or even on floppy disks.

When run, Autorooter creates files, including RPC.EXE, which exploit the operating
system vulnerability by opening communication port 57005 and logging on with the
same privileges as the computer's user. It also downloads a file called LOLX.EXE,

which opens a backdoor in the computer. After that, the infected computer is at the
mercy of the hacker who can gain remote control through the port created.

Because it doesn't show any messages or warnings that may indicate that it has
reached the computer, Autorooter is difficult to recognise.



16 m intoIT

disc storage, slower than expected
network performance and
suspicious-looking outbound
connections can be other indicators
that you have a cuckoo in the nest;

@ make sure that your system files
(including the Registry) are well
protected from unauthorised
change. Apply the principle of least
privilege to limit what users are able
to do. Implement a change control
procedure to ensure at least two
people are involved in important
system changes and that all changes
are recorded. Periodically audit
your system software for unautho-
rised executables;

@ never run or download software
from an untrusted source (the
source from which it was obtained
might not be the same as the
developer). If you run a web site,
you should control closely what
visitors can do; in particular, you
should only permit programs on the
site that you obtained from a
trusted developer;

@ typically, a new virus or Trojan does
the greatest amount of damage
early in its life when few people are
able to detect it. Thus, an out of
date virus scanner is only marginally
better than no virus scanner. New
viruses and Trojans are created
virtually every day, so it's vital to
keep your scanner's signature file up
to date - virtually every vendor
provides a means to obtain free
updated signature files from their
web site.

When you're satisfied that the basics
are both in place and operating, why
not consider hiring a reputable firm of
security specialists to undertake a
"penetration testing" programme to
assess the extent to which your
scheme of control rests on solid
foundations rather than on sand?

It's vital to appreciate that:

® security consists of both
technology and policy; that is,
it's the combination of the
technology and how you use it
that ultimately determines how
secure your systems are;

@ security is journey, not a
destination. It's not a problem
that can be "solved" once and for
all, but a continual series of
moves and countermoves
between the good guys and the
bad guys;

® the key is to ensure that you
have good security awareness,
appropriate security policies
(that you enforce), and that you
exercise sound judgment.

Planning for hacking
incidents

So, you discover that your system has
been hacked. What next? Well, first it's
necessary to backtrack and consider
planning for this possibility. Sit down
with colleagues and write down a
strategy to guide your response,
exactly as you would for any other
aspect of contingency planning. Who
will form your incident response team?
What are your goals going to be and in
what order of priority? In most cases
they are likely to be first, to prevent
further intrusion, then to identify the
vulnerabilities that led to the attack,
assess the damage and consider what
remedial action needs to be taken (e.g.
what would you do were you to
suspect identity theft?). Will you assign
resources to identifying the intruder?
Will you involve the police?

One of the first points to consider is
whether to disconnect from your
external networks to limit damage and
prevent further infiltration to other
trusted networks. Assuming the attack
is external, remaining connected may
leave the hacker able to observe and
negate the response team'’s actions.
Organisations that have reliable (i.e.

successfully tested) disaster recovery
arrangements in place may find it com-
paratively easy to transfer their key
operations to a disaster recovery site
while they thoroughly investigate and
sanitise their home site.

You should consider the extent to
which you back up your firewall and
other significant logs. Assuming the vul-
nerability that gave rise to the attack is
not apparent, you may need to look
back, perhaps weeks, to identify when
and how the intrusion occurred
(another plus in favour of frequent log
reviews). Furthermore, should events
finish up in the hands of the police, the
police are likely to need the evidence
contained in your logs to support a
prosecution.

You will also need to consider who to
inform when you discover the
problem. This will involve striking a
balance between those who need to be
involved in the investigation, top
management - but only when you have
concrete proposals to make to them -
and everyone else, at least until the
evidence has been preserved.

Investigation needs to be thorough;
focusing on a single vulnerability before
restoring service might overlook the
existence of backdoors that the hacker
has inserted to enable easy re-entry
later. A thorough investigation will
involve advanced networking
techniques, adeptness with software
tools, system administration,
data/system recovery, technical skills
that might not be at your immediate
disposal. Thus, it might be prudent in

The hackers' hit parade

Security firm Qualys produces a
real-time index of the vulnerabilities
that are the current favourites of the
Internet's computer hacking
community. You can obtain details of
each vulnerability by clicking on each
entry in the 'ID' column of the vulner-
ability table.

http://www.qualys.com/services/threa
ts/current.html.



Responding to intrusions

@® understand the extent and
source of an intrusion;

@ protect sensitive data contained
on systems;

@® protect the systems, the
networks and their ability to
continue operating as intended;

o recover systems;

® collect information to better
understand what happened.
Without such information, you
may inadvertently take actions
that can further damage your
systems;

@® support legal investigations.

Source: www.cert.org

your planning to identify reputable
security specialists well versed in
penetration testing that might be called
upon to assist with sanitising and
rebuilding your systems.

In addition to identifying the system
vulnerabilities exploited by the hacker,
a critical review and reconciliation of
activated accounts (particularly those of
guests, supposedly disabled accounts
and those whose presence can't be
explained) and their associated system
privileges, while tedious, could reveal
other unused entry points the hacker
has set up against a rainy day; likewise,
you should confirm the status of all
interconnected 'trusted' systems.

Scan the system for Trojans. These are
typically identified by antivirus
packages, but their scan engines have
varying degrees of success, particularly
if not up-to-date, so scan using (up-to-
date versions of) several packages.

Note: there is more information on
incident response at...

http://mww.cert.org/security-
improvement/modules/m06.html

Conclusion

In the context of computer hacking,
knowing what you do not know is
manageable, hence the importance of
good preventive and detective
measures, such as log review and
intrusion detection systems. The less
fortunate are those who remain in self-
inflicted ignorance - maybe for weeks
or months - that their system has been
infiltrated and their business is being
damaged.

Regardless of the strength of your
preventive and detective measures, be
prepared for hacking incidents, particu-
larly if your organisation relies heavily
on networks (the Internet, WANSs and
LANS) for its operations and customer
services. Should you fall victim, a
thorough investigation of a
compromised system - while
disruptive, time-consuming, expensive,
and tedious - is essential. The
temptation is to give in to pressure to
resume operations quickly by closing
the obvious vulnerabilities and trusting
to luck that the system is clean. That
could easily be a false economy.

Some terminology

Buffer overflows - are due partly to a
characteristic of some programming
languages, such as C, which poor
programming practices then
exacerbate. An overflow occurs when a
program attempts to store more data
in temporary storage area, or "buffer”,
than it can hold. Since buffers are of
finite size, the extra information
overflows into adjacent buffers thereby
corrupting or overwriting the valid data
held in them. This would normally
cause a program failure or even a
system crash, but a skilfully crafted
overflow can also be exploited as a
form of security attack. The attacker
can gain control by creating an
overflow containing code designed to
send new instructions to the attacked
computer, hence the relevance of
buffer overflows to hacking.
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Firewall - the online equivalent of the
'man on the door' who, when a visitor
arrives in the foyer, asks for proof of
identity, checks the appointments book,
contacts the host, issues a temporary
pass and perhaps inspects the visitor's
baggage before permitting - or denying
- entry.

A network firewall sits at the junction
point or gateway between two
networks - usually a private network
and a public network such as the
Internet - its purpose being to reduce
the risk to networked computers of
intrusion. It may be a hardware device
or software running on a secure host
computer. In either case, a firewall has
at least two network interfaces, one for
the network it is protecting and one for
the untrusted network to which it is
exposed. Because firewalls cannot
decide for themselves whether traffic is
hostile or benign, they must be
programmed with rules (a "security
policy”) that govern the types of traffic
to allow or deny.

In addition to guarding external
connections, firewalls are also
sometimes used internally to provide
additional security by segregating sub-
network that give access to highly
sensitive applications.

Honey Pots - decoy servers or
systems designed to gather information
about attackers. A honey pot, which is
set up to be easier prey for attackers
than genuine production systems,
incorporates modifications that enable
intruders' activities to be logged and
traced. The theory is that when an
intruder breaks into a system, they will
return. During subsequent visits,
additional information can be gathered
and additional attempts at file, security,
and system access on the Honey Pot
can be monitored and saved. Most
firewalls can be configured to alert
system administrators when they
detect traffic entering or leaving a
honey pot.

Identity theft - involves taking over an
individual's identity by stealing critical
private information, such as the Social
Security number, driver's license
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Example of a buffer overflow
vulnerability

The Phone Book Service that runs on
Internet Information Services (11S) 5.0
has an unchecked buffer (a
temporary data storage area that has
a limited capacity but no specification
for the amount of information that can
be written into it) in the code that
processes requests for phone book
updates. A specifically malformed
HTTP request from a malicious user
can cause a buffer overflow in the
Phone Book Service, which might
allow the malicious user to run unau-
thorized code on the server, or cause
the service to fail.

Source: extract from a Microsoft
security update.

number, address, credit card number,
or bank account number. The identity
thief can then use the stolen
information to obtain loans or credit
lines to buy goods and services under
the stolen name. Identity thieves
typically change the consumer's mailing
address to hide their activities.

Intrusion detection - the art and
science of detecting when a computer
or network is being used inappropri-
ately or without authority. An ID
system monitors system and network

Intrusion-Detection Systems

resources and activities and, using
information gathered from these
sources, alerts system administrators
on identifying possible intrusion.

Firewalls (see above) work only at a
network's point of entry with packets
as they enter and leave the network.
An attacker that has breached the
firewall can roam at will through a
network - this is where an ID system
becomes important.

Intrusion Prevention - systems
monitor for suspicious activity with the
aim of proactively blocking potential
attacks. Typically, an IP system
comprises a software agent that resides
near to the host's operating system
kernel, which monitors system calls
before they reach the kernel using a
rules engine to identify potentially
suspicious activity. This can then be
halted, or the systems administrator
alerted. A drawback is that IP systems
can respond to legitimate activities and
generate false alarms. Defining
exceptions can reduce such false alarms,
but there are pros and cons to this.

Keystroke logger (or keylogger) - is
a program that runs in the background
recording all keystrokes. Once logged,
the keystrokes are returned to the
hacker who peruses them carefully to
identify passwords and other useful
information that could be used to
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compromise the system, or be used in
a social engineering attack. For
example, a keylogger will reveal the
contents of all e-mail composed by the
user. Keylogger programs are
commonly included in rootkits and
remote administration Trojans. A
keystroke logger can also take the form
of a hardware device, independent of
the operating system, which plugs in
between the keyboard and the main
system (for PCs). They simply record
what is typed at the keyboard; the
hacker can later retrieve the device
and examine its contents.

Phishing - occurs when a consumer
receives a deceptively legitimate
looking e-mail from what appears to be
a reputable company (see Spoofing).
The e-mail might ask a recipient to, for
example, update their credit card
information, and/or provide other
personal detalils to avoid their account
being terminated. Another approach is
for the sender of the message to offer
a service, for example to protect their
credit cards from possible fraud. Those
stung by phishing are victims of
"identity theft" (see above).

Attempted identity theft

National Australia Bank customers
became targets for an e-mail fraud in
which they were sent (grammatically
incorrect) requests, purportedly from
the bank, requesting them to connect
to the NAB web site.

"Dear valued customer," it read, "Our
new security system will help you to
avoid frequently fraud transactions
and to keep your investments in
safety." The e-mail encouraged
recipients to click a link in the body of
the message, which then connected
them to a site that mimicked the NAB
Web site but that had been set up to
capture their login and password
details.

The scam used a message previously
used to targeted other banks'
customers.




Rootkit - a collection of tools and
utilities that a hacker can use to hide
their presence and gather data to help
them further infiltrate a network.
Typically, a rootkit includes tools to log
keystrokes (see keylogger above),
create secret backdoor entrances to
the system, monitor packets on the
network to gain information, and alter
system log files and administrative tools
to prevent detection.

Social engineering - in his book, The
Art of Deception: Controlling the Human
Element of Security4, arch hacker Kevin
Mitnick poses the question; why bother
attacking technology when the weakest
link lies not in the computer hardware
or software, but in humans who can be
tricked into giving up their passwords
and other secrets? Mitnick goes on to
state that social engineering "uses
influence and persuasion to deceive
people by convincing them that the social
engineer is someone he is not, or by
manipulation. The social engineer is able
to take advantage of people to obtain
information with or without the use of
technology.”

* Wiley, ISBN 0-471-23712-4

Spoofing - in essence a technique that
depends on forging the identity of
someone or something else (“mas-
querading"), the aim being to alter the
trust relationship between the parties
to a transaction.

In the online world, there are different
flavours of spoofing. A hacker might
employ sophisticated e-mail spoofing to
make it appear that an e-mail requiring
the victim to confirm their account
details, including such information as
their logon ID and password, has been
sent by a reputable person or organisa-
tion (see "phishing" and "social
engineering" above).

IP spoofing is another common form of
online camouflage, in which a hacker
attempts to gain unauthorised access to
a computer or network by making it
appear that a packet has come from a
trusted machine by spoofing its unique
Internet IP address. A countermeasure
is to use of a Virtual Private Network
(VPN) protocol, a method that involves
encrypting the data in each packet as
well as the source address using
encryption keys that a potential attacker
doesn't have. The VPN software or
firmware decrypts the packet and
source address, and performs a
checksum. The packet is discarded if
either the data or the source address
has been tampered with.
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Trojan horse - a name derived from
the classic Trojan horse in Homer's
lliad. After spending many months
unsuccessfully besieging the fortified
city of Troy, the Greeks evolved a
strategy. They departed leaving behind
them as a gift a large wooden horse,
which the citizens of Troy brought into
town. Unknown to them the horse
contained Greek warriors, who at night
jumped out and opened the city gates
letting in the Greek army who had
been in hiding.

In the IT environment - and setting
aside the legitimate use of network
administration tools - Trojans are
generally considered a class of
"malware" that, like their predecessor,
contain covert functionality. They act as
a means of entering a target computer
undetected and then allowing a remote
hacker unrestricted access and control.
They generally
incorporate a rootkit
(see above).
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INFORMATION SECURITY VULNERABILITY ASSESSMENT

The State Auditor of North Carolina supervised a penetration test on 22 of the state's
network security systems - in 21 cases the test team were able to take control of the
target computers using programs that are readily available to hackers and the public.

This article describes the approach to testing taken by the Office of the State Auditor.
The full audit report can be downloaded from the State Auditor's web site at...

http://www.0sa.state.nc.us

Overview

n a series of projects to evaluate the

network and computer security in

place within selected areas of state
government, contractors employed by
the Office of the State Auditor (OSA)
attempted to penetrate the network
security systems at 22 of the State's
computer systems. The outcome was
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that security engineers gained control of
computers in 21 of the target systems
using programs that are readily available
to hackers and the public.

To further assist agencies achieve a "best
practice" level of information security
over their internal systems, data and
assets, we performed a comprehensive
information security assessment at the
Dept of Revenue, Dept of Treasurer,
Office of the State Controller, and Dept
of Health and Human Services. While
our assessments identified well-defined
and effective security controls, we also
identified several areas that posed
extreme security risks and exposed the
agency concerned to possible internal or
external attack. We classified control
weaknesses as High, Medium, or Low in
relation to the level of risk, and on this
basis concluded that the overall risk that
the agency or state network could be
compromised was High.

Phase | - preliminary
state-wide assessment

Our assessment determined that the
State's systems were at high risk for
Internet-based attacks. We subjected
the twenty two agencies that hosted the
critical information systems for the
Executive, Legislative, and Judicial
branches of state government to an
External Network Penetration Test. This
was broken down into four separate
phases:

Phase 1 - intelligence gathering:
using common communications
protocols and applications, our security
engineers determined what information
was available to the general public
regarding the State's network. This
information was then reviewed to
determine whether it offered potential
intruders an adequate view of the
network infrastructure from which they
could develop a network blueprint.
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North Carolina Office of the State Auditor

The State Auditor is a member of the Council of State and is elected by the voters of North Carolina every four years.
Under the State's Constitution and General Statutes the State Auditor is responsible for conducting and coordinating
audits of state agencies and programs supported by state funds. The audits conducted by the Office of the State
Auditor include financial and compliance audits on state agencies including community colleges, the Clerks of Superior
Court, and the Smart Start partnerships; performance audits to evaluate the effectiveness and efficiency of state
agencies and programs; information systems audits on the state's data processing systems; and special reviews to
investigate allegations of fraud, waste, or abuse in the state supported agencies or programs.

Phase 2 - active reconnaissance: our
security engineers used a combination of
"hacker" utilities along with the
contractor's internally developed audit
tools to identify specific hosts and
services that were accessible from the
Internet. This resulted in a partial list of
accessible hosts and a list of possible
services offered.

Phase 3 - attack and toehold: the
object of this phase was to gain user
level access to (at least) one host in each
agency. Using a combination of "hacker"
utilities and internally developed auditing
tools our security engineers tested the
vulnerability of popular services offered
on various hosts to undetected, unau-
thorised access to the State's network.
In cases where automated scanners did
not determine the nature of a specific
service, the engineers connected
directly to the service to verify the
security issues.

Phase 4 - privilege escalation: our
security engineers manually demonstrat-
ed their ability to increase their
privileges on host sites managed by each
Agency in the presence of the Agency
Head (or Chief Deputy) and the
Information Systems Director. This
technique provided a real-time
perspective for agency representatives
regarding the amount of time required
to penetrate their networks and gain

control of proprietary agency
information. It also provided an
additional buffer for service restoration;
should a target machine break down
during an attack the responsible
individuals could be notified immediately.

Our security engineers succeeded in
penetrating 21 of the 22 agencies
identified as part of this test. In almost
every case they gained full control of an
agency computer or device in

30 minutes or less, and in some cases
were able to monitor work being
carried out while having complete
control over the computer. After gaining
control they were able to monitor
network traffic, capture other user ids
and passwords, and launch other attacks
that went undetected. However, in one
case, due to the vulnerability identified

and exploited being on a device owned
by a different agency, our security
engineers were unable to complete the
attack in the 1 hour and 30 minutes
allowed them.

Conclusion

At the time of our testing the security
posture of the State's network offered
little protection from hacker attacks via
the Internet and was therefore at high
risk of compromise. Our testing enabled
us to provide each agency and
Information Technology Services with
detailed reports describing the
weaknesses we had identified and our
recommendations for corrective action.
These security enhancements have been
acted on.

This comprehensive information security assessment focused on five key

areas:

Security Policy Assessment, which evaluates the implementation of security

policies and procedures.

Network Architecture Assessment, which is a detailed review of a network

design.

Network Vulnerability Assessment, which provides a thorough understanding of
security-related weaknesses and exposures in networks.

Host Vulnerability Assessment, which reviews the current security configuration

of mainframes and operating systems.

Secure Build Review (one agency only), which is a security analysis in a non-
production environment for the build procedure for a desktop client computer.
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Security Policy Network
Assessment Architecture
Assessment

Dept of
Revenue O O
Dept of
the State 0 N
Treasurer
Office of
the State O O
Controller
Dept of
Health and
Human
Services

Risk Levels

Dept of
Revenue

High 7 5
Medium 7 6
Low 5 2
Overall Moderate High

Phase Il - comprehensive
vulnerability assessment

Following Phase I, four agencies
volunteered to be subjected to a more
comprehensive assessment of their
production networks. Phase II
addressed five key areas: Security Policy
Assessment, Network Architecture
Assessment, Network Vulnerability
Assessment, Host Vulnerability
Assessment, and Secure Build Review
(Dept of Revenue only).

The table shows the tests we carried
out at each agency. These can be
summarised as follows (further details
are set out in the Annex):

Security Policy Assessment: our
objectives here were to:

@ evaluate current security policies
and practices: this involved

Assessment

Dept of State
Treasurer

Secure Build

Network Host
Vulnerability

Vulnerability Review

Assessment

O O O
O O
O O
O O

Office of the
State Controller

Dept of Health
and Human

Services

4 23

2 6

1 3
Moderate High

reviewing security policy and
associated procedures for complete-
ness, accuracy, and appropriateness.
We also reviewed current incident
response policies and procedures;

@ provide recommendations based
on best practices and knowledge of
the client's business objectives and
organisational infrastructure.

Network Architecture Assessment:
in this stage we focused on the internal
network infrastructure, Wide Area
Network (WAN) connections to
remote locations, and Internet connec-
tivity through the North Carolina
Integrated Information Network. We
examined the business and technical
requirements of the current network
infrastructure to ensure a proper
balance between functionality, cost, and
security.

Network Vulnerability Assessment:
having gained an understanding of the
network architecture, we assessed
network vulnerabilities. We examined
the configuration of network devices,
firewalls, and public web servers to
provide a current view of vulnerabilities
and threats. Our assessment consisted
of a review of devices owned and
maintained by each agency and devices
owned and maintained by Information
Technology Services.

Host Vulnerability Assessment: the
aim in this stage was to provide a
current view of threats and vulnerabili-
ties. Our assessment covered the
agency's client services and supporting
infrastructure, and consisted of a review
of a number of hosts owned and
maintained by the agency.

Secure Build Review (Dept of
Revenue Only): During the Secure
Build Review we examined the build
process created by the Information
Technology group (within the
Department of Revenue) for building
desktop client computers.

Findings

Our testing uncovered a number of
weaknesses at each of the agencies,
some being sufficient to permit unautho-
rised access, data manipulation, or data
destruction. We classified each
weakness according to its relative risk
using the following definitions:

High-level Risk: defined as a vulnerabil-
ity that could cause grave consequences
if not addressed and remedied
immediately. This type of vulnerability is
evident within the most sensitive
portions of the network, as identified by
the data owner. This vulnerability could
cause network functionality to cease or
control of the network to be gained by
an intruder;

Medium-level Risk: defined as a vul-
nerability that should be addressed
within the near future. There is urgency
in correcting this type of vulnerability;
however; this may be either a more
difficult exploit to perform or of lesser
concern to the data owner;



Low-level Risk: defined as a vulnerabil-
ity that should be fixed; however, it is
unlikely that this vulnerability alone
would allow the network to be
exploited and/or it is of little
consequence to the data owner.

We provided each agency with a
detailed report that set out the specific
vulnerabilities we had identified
together with our recommendations for
corrective action. In each of the four
agency assessments we also identified
vulnerabilities affecting devices
controlled by Information Technology
Services, and we disclosed these to ITS
for corrective action.

The vulnerability assessment performed
at the Department of Health and
Human Services covered nine of the
Department's divisions. Although the
results have been consolidated for this
article, we evaluated and reported on
each division separately.

Next Steps

The four agencies that volunteered to
participate in this vulnerability
assessment should be commended for
their concern for information systems
security. The results of these tests will
assist both them and ITS to strengthen
network security. However, every state
government agency should be subject to
a thorough vulnerability assessment,
with regular follow-ups.

Our participation in these assessments
helped the Office of the State Auditor's
Information Systems Audit Division to
develop the skills and testing expertise
to perform these tests in the future. To
be successful in these efforts, OSA must
acquire the testing software necessary
to analyse networks for vulnerabilities,
establish testing facilities, and continue
to receive specialised training in the
latest advances in networks and the
related vulnerabilities.

North Carolina Office
of the State Auditor

Annex
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Further details of our test objectives during "Phase Il - Comprehensive

Vulnerability Assessment"” are as follows:

Network Architecture
Assessment

This assessment was divided into the following
key areas:

Network Overview;
Segmentation Model;
IP Routing;
Redundancy;
Encryption;

Remote Access;
Network Management;
Anti-Virus;

Intrusion Detection Systems;
Backups;

Firewalls.

Our key objectives were to:

@ interview business and technical repre-
sentatives to gain a solid understanding of
business objectives and requirements;

@ review technical requirements for the
network;

@ review required data flows;

@ assess security zones and access controls;

@ review at a high level the host and
network management strategy;

@ review at a high level the enterprise
backup strategy;

@ review at a high level the enterprise virus
strategy;

@ identify applicable industry best practices;

@ identify and validate security issues of
immediate consequence;

@ develop long-term recommendations to
enhance security;

@ transfer knowledge.

Network vulnerability assessment

Our key objectives in this stage were to:

@ develop a picture of the network,
including topology, devices and hosts, and
services for correlation against provided
information and documentation;

@ assess network device configuration for
vulnerabilities or insecure configurations;

@ use active probing to assess network
security features such as firewall configu-
ration, intrusion detection systems (IDS),
and virtual private networks for vulnera-
bilities or insecure configuration;

@ analyse the perimeter firewall's rule set;

@ assess the configuration and architecture
of directory services;

@ assess the mainframe environment's
security configuration;

@ identify and validate vulnerabilities in
network components, and overall archi-
tecture;

@ identify quick fixes for vulnerabilities;

@ develop long-term recommendations to
enhance security.

Host vulnerability assessment

The key objectives of this assessment were to:

@ assess server configuration (domain
controllers, web servers, application
servers, database servers) for vulnerabili-
ties or insecure configurations;

@ identify and validate vulnerabilities in
network and server components, and
overall architecture;

@ identify quick fixes for vulnerabilities;

@ develop long-term recommendations to
enhance security.

Secure Build Review (Department
of Revenue Only)

The key objectives of this review were to:

@ interview technical and business rep-
resentatives to gain a solid under-
standing of the demands placed upon
the system and how they impact the
host;

@ review the intended use of the
platform to understand requirements
and tailor recommendations;

@ establish secure build methodology
for evaluating the build;

@ examine existing hosts in the
production environment for the
application of patches and upgrades;

@ assess operating system configura-
tion, including: insecure services,
permissions, and registry settings as
well as unnecessary services and
packages;

@ identify and validate security issues of
immediate consequence;

@ develop recommendations to
enhance security.
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Trojan Horses and

A Trojan horse program -"Trojan" for short - is a piece of computer

software that provides intentionally hidden or covert functionality.

T

existing security measures to access a
computer. Among these, the most
effective incorporate a "rootkit" program
designed to conceal their presence.

Trojans are usually network applications
that typically comprise a server installed
on the victim's computer and a client on
the attacker's computer. The server
listens for commands sent from the
client and responds by returning data to
the client. It is also possible for Trojans
to be "peer-to-peer" applications, such
as file sharing software or Internet Relay
Chat (IRC). Although these types of
applications may be installed by
attackers on compromised machines,
they are not Trojans in themselves.

Trojans, which are continually evolving,
can undermine the central pillars of
information security; confidentiality,
integrity, and availability. For "stealthi-
ness" reasons, they have an increasing
tendency to make their network traffic
appear as existing services in order to
obscure their presence. For example,
Setiri, a recent proof-of-concept Trojan,
bypasses network intrusion detection
devices and firewalls by using commands
embedded in web traffic to
communicate.

Rootkits designed to hide Trojans fall
into three types: file system rootkits,
library rootkits and kernel rootkits.

Traditional rootkits simply modify
common user programs so that the
Trojan is invisible to the system adminis-
trator when file and process listings are
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changes to key programs. However,
changes to library files are also likely to
be detected by integrity checking
software, although the system adminis-
trator may ignore the warning because
new programs might at any rate require
updated libraries.

The most sophisticated type of Trojan
modifies some objects or processes that
run with system privilege. Some
techniques used by hackers are to:

@ modify the system kernel executable
file and its integrity checking;

@ install a device driver, loadable
kernel module or other program
running at system level, and use it to
modify the code executed by
another system process;

@ patch system memory or running
processes.

Each of these techniques requires
administrator access to load a system
level executable or to patch a system
file, while writing an effective rootkit of
this kind also requires a good
knowledge of system programming.
There are, however, kernel rootkits
available for both Windows (for
example, NT Rootkit) and UNIX
systems (for example, Adore/ava) and a
number of do-it-yourself guides. It's
important to appreciate that because
kernel rootkits undermine the trusted
computing base, they represent the
most serious way in which a computer
can be compromised.

! Keystroke loggers - software that covertly monitors what is typed at the keyboard (including passwords).
2 Logic bombs - software that can be triggered to damage data on your computer system.

"Trojans, trust not the
horse. Whatever it be,
| fear the Greeks, even
when bringing gifts."

Virgil (70-19BC) - Aeneid, Book Il
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Kernel Rootkits

..an anti-virus or Trojan detection program might detect
malicious software on your system, but it might not,
especially if the system kernel has been compromised.

Common examples of Trojans - which should be detected by your organisation's firewall -
are Subseven, Back Orifice 2000 (BO2K), Netbus and distributed denial of service tools such as
Trinoo and Stacheldraht. They provide a rich set of functionality, including:

logging the victim's keystrokes (including passwords);

representing the victim's screen on the attacker's computer;

monitoring network traffic on the victim's network;

hijacking TCP sessions involving the victim's computer;

recording conversations via the victim computer's microphone or controlling a webcam;

sending files from the victim's computer to the attacker;

using the computer as a platform for attacks on other computers (denial of service, for example);
using the compromised host for email, chat and file storage;

modifying data on the victim's computer.

With a kernel rootkit installed perimeter, or at the very least malicious software on your system, but
a computer becomes totally ensure that they are digitally signed it might not, especially if the system
untrustworthy and might not by a trusted party; kernel has been compromised. In

rview of Trojans
rootkits is that
vention is far

general you will need to employ
specialist analysis tools, perhaps through
a specialist security consultant.

ensure that the security permissions
of all users reflect least privilege (for
example, restricting installation

privileges to a sensible number of N.1.S.C.C. (http://www.niscc.gov.uk)

SEEMANINETOE) Editor: the major anti-virus software

follow the vendor's best practice suppliers provide good descriptions of
security advice for operating system many Trojans (and viruses and worms) on
and application configuration; their web sites. For example:

tter than cure. @ Use an appropriate virus/Trojan Sophos... http://Mmww.sophos.com/virus
Fortunately there are a scanner on a regular basis. info/analyses/

number of steps that you
can use to reduce the chances of
system compromise by a Trojan:

practices;

@ follow good network security and execute permissions on system

@ because e-mail is a common way for
a Trojan to be sent to a victim's If you suspect that your system has been
computer, block all executable mail compromised, an anti-virus or Trojan
attachments at the network

Least privilege can be hard to enforce, Symantec...
but system administrators should ensure http://securityresponse.symantec.com/a
that users have appropriate read, write veenter/vinfodb.html/

Network Associates...
http://www.mcafee.com/antivirus/virus_
glossary.asp

objects, including keys in the Microsoft
Windows registry.

MessageLabs (managed service)...
http://www.messagelabs.com/viruseye/t

detection program might detect hreats/default.asp

% See NISCC Technical Note 01/02... http:/fwww.uniras.gov.uk (see Alerts & Briefings for 2002)
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Intrusion Detection Systems are the burglar alarms of

the network security world, while Intrusion Prevention

Systems can additionally be programmed to respond to

an attack. This article describes the concepts behind

both IDS and IPS technologies, and compares and

contrasts their different approaches.

Introduction

irewalls have long been the
Fmainstay of network security.

Their role is to control access to
network components or services in
accordance with the policy defined by
the system owner. They achieve this by
examining the headers of IP packets and
making decisions accordingly. However,
this does leave the host system
potentially vulnerable to attacks against
its permitted services - such as exploits
against a publicly-accessible web server -
because in general no account is taken
of the content of the packet, only that it
corresponds to a permitted service.

Intrusion Detection systems (IDS) are
the 'burglar alarms' of network security,
designed to go off when activated by a
particular trigger. In common with
burglar alarms, the response then often
depends on past experience - if your
neighbour's house alarm has gone off by
mistake five times in the last week, do

you recognise the significance on the
sixth occasion or just ignore it?
Alternatively, the response may depend
on the availability of someone with the
right experience to analyse the event
and take appropriate action.

Intrusion Prevention systems (IPS) also
aim to detect indications of an attack in
progress, but they can respond
automatically and in a predefined
manner to prevent an attack from
impacting the target system. This ability
to respond means an IPS offers the
potential to enable a system to remain
on-line despite being under attack.

Intrusion Detection Systems

This article only summarises the
principles of IDS, but interested reader
may wish to refer for further
information to the NISCC Technical
Note 05/02: Understanding Intrusion
Detection Systems, which is available on

our web site (http://mww.uniras.gov.uk).

tion

IDSs come in two main flavours,
Network-based IDS (or NIDS) and
Host-based IDS (or HIDS). As their
names imply, NIDS systems examine
data on the Network link being
monitored for signs of attack, whilst
HIDS reside on a Host machine (for
example a file server or a web server)
and examine transactions with that
particular Host for signs of malicious
activity (this may be achieved using data
passed to the application or logs
generated by the application or server).
IDSs are generally 'passive’ - they
observe and report on potentially
malicious activity rather than actively
responding to stop an attack.

There are three main mechanisms by
which IDSs attempt to identify attacks:

Rule based: in this architecture
the IDS contains a library of
'signatures' that correspond to
known attack vectors. For
example, a signature for detecting
the actions of the Code Red worm
may involve detecting a request for
'default.ida’ over HTTP. Each data
item - for example, a packet that
passes 'on the wire' (i.e. in transit
on the network) or data that
arrives at a particular host -
compared to the signature library
and an alert or log entry is
generated as appropriate.

Anomaly detection: this category
of IDS attempts to determine the
presence of an attack based on the



presence of data items or activities
that fall outside the 'normal'
pattern of behaviour. For these to
be effective, the system needs
‘training' to learn what constitutes
normal behaviour.

Protocol Analysis: attempts to
detect protocol elements that do
not conform to the appropriate
standard, anomalies that may
indicate an attempted attack.

Of these differing modes of operation,

the signature based approach to IDS is

the more mature technology, and most
commercially available IDS systems fall

into this category.

NIDS systems are usually deployed
where they can view the most traffic, or
at least the traffic on those segments
that are considered most important. On
a segmented network, they can be
connected to a monitoring port on a
switch, although data aggregation can
result in problems for the IDS. HIDS
would normally be deployed on the
more important servers within a
network. Figure 1a shows an example
of a deployment architecture, the idea
being that IDSs are transparent to the
end user and do not add any processing
overhead to the data passing between
the end points of a transaction.

Signature based IDS systems are
very good at detecting known attacks,
but they are not so at detecting 'new'
attacks due to the time delay between a
new vulnerability or attack being
discovered, and a vendor releasing a
signature to detect it. Ideally, the IDS
should provide an interface by which
administrators can define their own
signatures relevant to local conditions.

When discussing IDS, it is impossible to
avoid considering 'false positives', which
are alerts generated by an IDS due to
benign activity. Signature based IDSs are
prone to generating false positives,
though a good understanding of the
network being monitored and a period
of 'training' should ensure that these are
minimised.
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Anomaly detection engines are
designed to detect attacks through
comparison with a baseline of the
normal system behaviour. This approach
will always be more prone to ‘false
positives' because a statistical metric is
used to determine 'good' and 'bad'; thus
benign traffic from an application that
wasn't in the 'training set' of the IDS
could be flagged as anomalous and raise
an alert.

Possible deployment architecture
for NIDS

Intrusion Prevention Systems

IPSs, which are relatively new to the
market, respond in a proactive manner
when they detect a potential attack.
The response may take a number of
different forms, such as:

logging the event (like a standard
IDS);

blocking the transit of the data;

resetting the connection between
source and destination;

limiting the rate of connection
between source and destination;

re-writing firewall rules for
particular conditions.

Possible deployment architecture

for IPS
IPSs are designed to sit 'in-line' with the o
target system (see figure 1b), effectively : ® i
acting as a 'bridge’ between the internal ( Bibesrual netwnek |
systems requiring protection and the s, -J;_'_r
rest of the network. In this architecture e

all traffic must pass through the IPS
device, which inspects all the data for
signs of attack (against the signatures it
has been configured to use).

An immediate issue with this type of
architecture is the potential
consequence of the IPS crashing, which
may effectively cut off the target system
from the rest of the network.
Depending on the nature of the
business, it may be preferable for the
system to fail 'open' thereby providing
continued availability of the network
services at the cost of removing the
additional layer of security provided by
the IPS.
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IPS systems do have the potential to form a valuable tool —
for network security, and they provide a means for
reducing the amount of attack traffic reaching vital

systems within a network.

The different types of IPS system that
are available commercially include:

Network (or Gateway IPS): sit in
the network line, monitoring all
network traffic for malicious activity,
and are able to block packets that
are designated as attacks;

Web server shields: sit on the web
server, effectively ‘'wrappering' the
server software. Attacks are
detected by monitoring the activity
undertaken by the web server
account;

Web application firewalls: sit in
the network path and inspect the
contents of packets destined for any
web server or web application for
signs of attack.

Trusted operating systems can also be
considered to be a form of IPS because
they implement access control function-
ality and enforce user privilege restric-
tions.

Attack detection within the IPS can be
achieved in several ways, including:

Signature Detection: the IPS holds
a library of signatures (similar to IDS)
corresponding to known attacks that
it compares with data on the wire.
Ideally, the administrator should have
the capacity to define additional
signatures relevant to local
conditions.

Protocol Analysis: here the IPS
compares the elements of the data
on the wire with protocol definitions
that it understands. Any deviations
from the accepted protocol

definition may indicate an attack, the
IPS then responding in the manner in
which it has been configured.

Anomaly Detection: similar to IDS,
uses techniques to determine
anomalous traffic and then respond.

Issues with detection of attacks within
IPSs are similar to those within IDSs -
the time delay between new attacks and
signature availability, false positive rates,
etc. However, in this instance the conse-
quences of 'false positives' may be more
serious, especially if the IPS is configured
to block traffic from a source in the
event of an ‘attack’ being detected.

IPS systems have the potential to form a
valuable tool for network security, and
for providing a means of reducing the
amount of attack traffic reaching vital
systems within a network. Their use to
filter out traffic corresponding to known
worms (such as CodeRed and Nimda)
may, for example, greatly reduce the
load on a web server. However, this
must be offset against the risk of
misidentification of attacks on service
‘availability'. In common with an IDS,
implementing an IPS is not a 'set and
forget' task. Careful performance
monitoring is necessary both to ensure
that an IPS is meeting it's objectives, and
that the administrators remain aware of
what is happening in their networks.

Summary

IDSs and IPSs are useful tools in the
system administrator's armoury for
helping to ensure the security of their
networks. The choice of which system
to deploy will depend on a number of
local considerations, such as:

® Cost;

® which parts of the network are to
be protected by the deployed
system;

availability of resource to administer
the system;

requirement for alerts or a system
making proactive defence responses;

availability of resource to investigate
the causes of alerts generated by IDS
systems;

applicability of detection techniques
to local network services; and

the degree of tolerance to loss of
service.

Neither type of system can be
considered to be 'set and forget'. Each
requires monitoring to ensure that it
meets its objectives; that signature
libraries remain up to date and accurate;
and that administrators are aware of
what is happening in their networks.
Where an IPS is used to respond to an
attack proactively, administrators must
be aware of any configuration changes
made by the IPS (such as addition/modi-
fication of firewall rules) to their
network.

N.I.S.C.C.  (http://www.niscc.gov.uk)
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Email spoofing is a technique frequently used by
perpetrators of all manner of email hoaxes to hide
their identities and point the blame at somebody

else. It is a favourite with spammers and also used
by hackers. Spoofing received some media
coverage recently when a 12-year-old was able to
demonstrate how he apparently sent an email
purporting to come from the UK Prime Minister
to the Chancellor of the Exchequer.

Background

The sending of spoof email is usually
carried out for the purposes of causing
embarrassment or the misinterpretation
of the individual or organisation whose
address has been spoofed.
Consequences could include recipients
of the email divulging information to
those not entitled to have it. The
information may then be used in a
manner detrimental to the victim of the
spoof. For example, interference with
customer records, with a resultant
impact on the customer. In the UK, the
sending of spoof email is, in itself, not
illegal although there is scope for legal
action where personal information is
obtained by deception or the email has
threatening content.

Methodology

Sending spoof email is very simple. Most
email software displays the "date

Email spoofing - the threat

received", "from" and "subject" fields. - i - ] ] i

The email header containing address Any IT literate individual or group could use simple email spoofing. The effects

and routing information is generally which they can achieve with such attacks are limited only by their imagination and

hidden from view to prevent cluttering ability to write a convincing bogus content. The following scenarios could be

the screen and confusing the user. imagined:

Consequently a user can be deceived if Producing spoof press releases from a company or Government department

t.he sender simply phanges the "from" = to cause embarrassment. .
field. The address is not normally | ) ) ) ) ) . . . =z
checked at any stage in the process of Causing disruption and wasted time by feeding misinformation to critical =
sending an email and does not even national infrastructure organisations.

have to be a valid address. There is little Encouraging users to switch off IT security features or passwords by

spoofing emails from a security department.
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that can be done at the server end to
stop this, the only available options
being:

to make employees aware of the
email spoofing risk;

to require all email addresses to
contain a valid domain name. This
is currently being done, but even
though the domain names can be
checked, the email addresses
themselves cannot;

for internal mail servers to require
all source email addresses to
contain the organisation's domain,
unless the email is coming from an
external mail server;

to provide some form of digital
signature, as per Public Key
Infrastructure (PKI). This is the only
real countermeasure, but even this
is not perfect;

authentication on the mail server
(SMTP AUTH), which can provide
assistance in tracking down internal
staff who create spoofed email, as
can the use of the IDENT protocol,
which may provide the username
of the sender.

Various domain name checks, such as
allowing the recipient server to check
the existence of the source domain as
well as that of the recipient, can be
done, but this will depend on the
software being used.

|dentification

Once an email has been received, there
is likely to be little about it that
immediately identifies it as spoofed. The
only technical indicators, to be found in
the "internet" or full email header are:

Instead of being marked as "From:"
the email is marked as "Apparently-
From:". This usually indicates a
hand-built email and as such the
address is likely to be false.

The "Message-ID:" header and the
"Received" header immediately
above it in the internet headers list
contain different domain names.
This usually indicates that the
headers have been faked.

The "Message-ID" header contains
a domain that differs from the
domain in the "From:" address.
However, this does not guarantee
that the email is spoofed.

The domain in the first "Received:"
header is different from that in the
"From:" address. Again, this does
not guarantee that the email is
spoofed.

Sending spoof email is very simple... Once an emalil
has been received, there is likely to be little about it that
immediately identifies it as spoofed.

Other indicators may include:

The grammar, language or style of
writing is not consistent with the
email address the email claims to
come from.

The email may be missing the
standard 'signature’ the apparent
sender may use.

The email claims to be from an
individual who doesn't exist within
the organisation in question.

If email purports to come from a
government site, but does not bear
a government address.

With all of the above, the common
requirement is that users should be both
aware of and alert to what indicators
they should be looking out for.

If the sender desired further
concealment, they could use an open
email relay server. These are poorly
secured servers that allow anybody on
the Internet to connect to them and
send email out. In this case, investigators
examining the header of the email
would only be able to trace back as far
as the open mail relay, and not to the
true originator.

Conclusion

The effects of email spoofing can be
limited by the appropriate configuration
of email servers and improved user
awareness of the problem. Currently,
the only real countermeasure is the use
of digitally signed messages that allow a
recipient to authenticate the identity of
the sender.

N.I.S.C.C.  (http:/Aww.niscc.gov.uk)
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The first vulnerability assessment performed by Kentucky's
Auditor of Public Accounts tested the security of the

Commonwealth's accounting and reporting system in June 2000.

Within minutes, auditors were able to gain administrator

control over 14 of 17 system servers.
Thus began three years of random, surprise vulnerability tests
in 16 state government cabinets and agencies.
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Vulnerability
Assessment becomes
Incident Handling in
Kentucky's
Transportation
Cabinet

Abstract

The Commonwealth of Kentucky's
Auditor of Public Accounts began
performing network vulnerability
assessments in state agencies in June
2000. One such assessment performed
in July 2003 revealed a significant, long-
term intrusion during which hackers
with French addresses broke into
Kentucky's Transportation Cabinet
network and used it to:

@ Store and distribute pirated
recently-released movies, music
CDs and DVDs, TV shows, and
new computer games;

@ Post and distribute copyrighted
French medical textbooks;

@ Host an Internet chat room.

In addition, auditors found that Cabinet
computers had been used to visit and
view thousands of pornographic
websites or images.

Auditors provided detailed evidence of
the intrusion and misuse to
Transportation Cabinet officials and state
and federal law enforcement, highlight-
ing for network administrators seven
security issues, to wit:

Persistent null passwords;
Vulnerable administrative accounts;
Compromised data;

Password harvesting by hackers;

Hacker-installed tools;

Pirated copyrighted materials on
servers;

® Widespread viewing of porno-
graphic sites by system users.
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Auditors recommended a variety of
measures designed to strengthen user
passwords, fortify firewalls, remove
compromised machines from the
network, assume tainted application and
data back-ups, rebuild compromised
machines from the ground up, refer
forensic evidence to proper authorities,
notify business partners and the public,
and anticipate retaliatory attacks.

Network security weaknesses threaten
taxpayer dollars and facilitate identity
theft. Three years of performing vul-
nerability assessments leads Kentucky's
Auditor of Public Accounts to conclude
that (1) a universal formula such as
ICAMP! for quantifying the economic
cost of insecure government networks
must be adopted, (2) accountability for
network security is largely absent in
Kentucky state government agencies,
and (3) auditors must perform surprise
vulnerability assessments and publicize
their findings in order to have the
greatest impact upon network security.

Introduction

While auditors have performed
information systems audits for many
years, it was the Y2K alarum that fore-
shadowed a more systematic, focused
inquiry on network security. Insecure
government networks place taxpayer
dollars at risk of cyber-theft and loss
through network downtime. They also
jeopardize the security of the unique
identifiers like social security numbers
and other confidential financial
information of which government
agencies are the repositories.
Moreover, hackers may exploit insecure
systems in the commission of other
crimes. Known variously as ethical
hacking, penetration testing, and vulner-
ability assessments, the procedures
applied by auditors at every level of
government have revealed alarming
weaknesses, indifferent network
managerial attitudes, and costly
intrusions. Kentucky's Auditor of Public
Accounts has performed surprise

! Incident Cost & Analysis Modeling Projects... www.cic.uiuc.edu/groups/ITSecurityWorkingGroup/archiv