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Note: this document incorporates internal and external hyperlinks and is intended to be used in electronic form.

Summary

This audit briefing is designed to raise awareness of the importance of electronic business records and of the need to adopt sound strategies and techniques in their management. 

Reliable information - for which “records” are a valuable source - not only forms an essential part of high quality, evidence-based decision making, but the recording of certain types of business information is often a legal requirement. Tax law, for example, requires businesses to record and retain details of their transactions in order that their tax liability can be assessed by a tax inspector if necessary. For much the same reason, sufficient, relevant information (“audit evidence”) is necessary to enable an auditor to form a defensible audit opinion on the reasonableness of a client’s financial statements. 

However, the information contained in records is only usable if it is correctly recorded in the first place, is updated when appropriate, and can be traced and accessed when needed. While there is no doubt that the development of electronic records offers significant business benefits (more compact storage, quicker access, and information sharing), their use brings significant challenges. Unlike paper records, electronic records have no “physical” form; they are merely a collection of electronic pulses that can easily be deleted, duplicated, corrupted, or altered without leaving any trace (and in this age of networked systems, from anywhere in the World). Questions regarding an electronic record’s authenticity can therefore arise and in view of this, an auditor needs to be satisfied that a client has adopted sound arrangements for managing any electronic records that are to form audit evidence. Questions on which the auditor must be satisfied are:

· whether an audit client’s electronic audit evidence been managed in such a way that it can be relied upon;  this raises questions about whether the client has implemented:

· adequate policies and procedures to control their electronic records;

· an adequate management structure to provide advice and guidance on electronic records management, and to monitor compliance with policy and procedures;

· adequate technical controls to protect the confidentiality, integrity and availability of the information contained within the stored electronic records;

· whether the client can demonstrate convincingly that the electronic records management system actually works in practice; this requirement raises the question of whether the operation of the client’s record management processes themselves are recorded (in “process control records”) such that the auditor can verify their performance. 

Failure to provide convincing evidence on either issue inevitably casts doubt about the extent to which a client’s electronic records (e-records) can be relied upon as audit evidence. This is exactly the line taken when e-records are presented as evidence in a court of law - can the party presenting the evidence demonstrate its authenticity? (see Section 8 & 9, Civil Evidence Act, 1995, with regard to copies and to records).

This briefing explains the issues that the external auditor should be aware of wherever original records that are required as audit evidence only exist in electronic form. It addresses:

· the legal issues that:

· organisations need to comply with regarding record keeping;

· surround the acceptance of electronic audit evidence;

· the importance of applying recognised standards and codes of practice to the management of electronic evidence. It is important to organise corporate record keeping and underpin it with appropriate policies, management framework and procedures;
· the steps that the external auditor should take before relying on electronic evidence. 
Key points

1 One of the principal properties of an e-document, as opposed to an e-record, is that it can be easily edited. Preventing this from happening to e-records (where it should not happen) and being able to detect where it has happened, are vital requirements in the management of e-records. 

2 It is important to remember that e-documents can be revised, whereas e-records are never altered. E-records should be protected as ‘read-only’ and never over-written (see WORM). Revisions must be done only as copies, which then become new e-records. These controls must also be considered in migration planning, so that e-records are not altered when they migrate to new technologies.

3 An ERM system must preserve the content, structure and context of e-records, ensure that they are registered, and that authenticated procedures and audit trails are in place. This will permit e-records to be used as legal evidence, improve corporate accountability, and assist the organisation to satisfy auditing requirements.
4 “Authenticity” in legal terms means that the evidence tendered is what it purports to be and can be relied upon as such.

5 The problem is that unlike paper records, e-records do not possess a physical form that is the record; rather, they are a collection of electronic pulses that may easily be replicated, moved from one location to another, and altered (see WORM), without any of this being apparent to the user. 

6 Sound procedures for storage and maintenance, and for controlling and recording access to e-records, will reduce the risk of the evidence contained within an ERM system being discredited.

7 An organisation should establish a formal corporate policy for maintaining electronic evidence as corporate records together with a broad strategy for taking forward enterprise-wide ERM. A corporate policy provides the guiding principles to follow as business systems inevitably change and develop over time. 

“Documents”, “records” and “metadata”

Before discussing records as evidence, it is important to appreciate the distinction that exists between “documents” and “records”; they are not necessarily different words for the same thing, particularly when records are referred to.

Documents are recorded communications with recognisable structure. They can exist on any medium and (setting aside encrypted information) are intelligible without the need for any further processing than to present them on a display screen or a printed page. However, not all documents are records in the legal sense.

One of the principal properties of an e-document, as opposed to an e-record, is that it can be easily edited. Preventing this from happening to e-records (where it should not happen) and being able to detect where it has happened, are vital requirements in the management of e-records. 

Records are a particular type of document that contain evidence of activities or decisions that serve to demonstrate “accountability”. 

It is important to remember that e-documents can be revised, whereas e-records are never altered. E-records should be protected as ‘read-only’ and never over-written (see WORM). Revisions must be done only as copies, which then become new e-records. These controls must also be considered in migration planning, so that e-records are not altered when they migrate to new technologies.
Metadata – one cannot go far in discussing ERM without touching on metadata, the most common definition of which is "data about data". 

Metadata is a summary of the form and content of an information resource, such as an electronic record. For example, a library catalogue contains metadata relating to books; their titles, authors, publishers etc. Because metadata gives information needed by seekers and managers of information - such as subject keywords, date created and intended audience, information that is not always available in the resource itself - it is often more effective to search through metadata than through the resource itself. 

Another important feature of metadata is that it can be separated from the information resource itself and can therefore be made available when the actual resource cannot. For example, the metadata relating to a physical book in a library can be made available in electronic form worldwide, thus allowing potential readers to include it in a subject search, whereas the book itself is only available on the library bookshelf.

The need to keep records

All organisations need to keep records of their actions to provide a basis on which to report to their stakeholders, such as investors, owners, regulators, and business partners or, in the case of government agencies, to the legislature. These corporate records form the basis of the organisation’s accountability for its activities. 

Keeping sound corporate records is a hallmark of prudent business management but there are also external requirements to keep records, such as legal obligations that require records to be retained as evidence of what has transpired, particularly in respect of taxation, company accounts and requirements imposed by business sector regulators. Outside of financial records, data protection legislation imposes legal obligations with regard to the accuracy, confidentiality, etc., of records that relate to living individuals.

Government departments do not fall outside of record keeping requirements. They create records in their day-to-day work that need to be captured, managed, and preserved in an organised system that will establish and maintain their authenticity, thereby retaining their evidential value. The law also imposes requirements on public bodies to maintain records of certain events that are likely to be of historical interest to the nation and to satisfy the public disclosure requirements imposed by ‘freedom of information’ legislation.

An organisation therefore needs to know what records it might need to produce and in what circumstances in order to demonstrate that it has taken the appropriate course of action. Failure to keep adequate records can result in fines or in more serious penalties (e.g. for false accounting), while failure to provide sufficient, reliable, audit evidence is likely to make for a problematic audit, perhaps resulting in an unfavourable audit opinion. 

It follows that not only is there is a need for corporate knowledge of what records to retain (e.g. under what authority, for what purpose, in what form, and for how long), but where records are to be held in electronic form there is a need for effective and reliable systems in which to retain them. Lax electronic records management (ERM) can easily result in:

· Loss or destruction: of e-records that need to be retained. This might result from the absence of a central repository - analogous to the paper file registry - or because the author or custodian is unaware of the retention requirements;

· Loss of context: stems from related documents not being linked (i.e. kept together), or not being linked in a logical, documented manner. For example, in the paper world, a claim for travelling expenses normally has the supporting expense vouchers pinned to it. Such linking needs to be replicated in some way in ERM systems;

· Inaccessibility: the information contained in an e-record becomes inaccessible. This might be due to new software not being able process an obsolete file format; to new storage hardware that cannot process the old physical storage media on which the file is held; or to the loss of the decryption key where the document is encrypted;

· Questionable authenticity: can result from either accidental or deliberate unauthorised change to an e-record’s contents and from the creation of forgeries.

Records as evidence

To be legally admissible as evidence, records must be created in the “normal course of business”. Put simply, this refers to the operation of an organisation’s processes and administrative procedures (how it conducts its day-to-day operations) and the ability of these processes to create and maintain accurate records repeatedly. This last part is very important for the auditor: does the organisation consistently create accurate records and maintain them in a way that prevents alteration (see WORM)? In the search for audit evidence, it is necessary to establish whether a client’s normal course of business consistently results in accurate records as a by-product of its business processes.

In operational systems, electronic documents that are not records (e.g. the draft minutes of a management board meeting) are likely to be managed alongside those that are (e.g. the approved minutes of the same meeting) for access and retrieval purposes. However, because of the legal and accountability requirements that apply to them, e-records  must be subject to more stringent controls, such as the allocation of schedules for their retention and disposal and the prevention of content alteration. 

Electronic Document Management (EDM) systems

Having established the difference between documents that are, and are not, records, it is necessary to consider differences in their management. This briefing places particular emphasis on the management of e-records because of their particular importance to the auditor, but for completeness mention is also made about the management of other electronic documents (e-documents).  

In practice, organisations generally require both electronic document management (EDM) and ERM systems. Some products on the market integrate both disciplines (sometimes referred to EDRM – Electronic Document and Record Management – systems), others don’t, so it is important to understand what each requires. 

Overall, an EDM system supports an organisation’s immediate operational requirement for business information. It allows an organisation and its users to create a document - or to capture an existing hard copy document in electronic form (by scanning) - store, edit, print, process, and otherwise manage documents in image, video, and audio, as well as in text form. By creating or converting its documents to electronic form, an organisation is able to exploit its information more effectively by providing better access to stored information and by supporting team working with workflow facilities. 

Typical requirements for an EDM system are:

· the capture of both internal and external documents;

· storage and indexing at the document level; 

· search and retrieval at the document level; 

· control over access; 

· off-line archiving for semi-active or inactive documents; 

· version control; 

· access and changes to documents recorded in an audit trail; 

· document profiles (information about the document); 

· integration with document image processing and workflow systems. 

Electronic Records Management (ERM) systems

In government, potentially any e-document will constitute a public record. In practice, end users will identify and declare some, but not all, e-documents as e-records. While there is an overlap between the characteristics of e-documents and e-records, the key difference is that e-records are documents that have been captured into a corporate classification and filing system where standard records management practices are then applied, thereby supporting the organisation’s evidential needs. This involves managing a corporate filing structure, document classification within the filing structure, and formal retention and disposal scheduling. 

An ERM system must preserve the content, structure and context of e-records, ensure that they are registered, and that authenticated procedures and audit trails are in place. This will permit e-records to be used as legal evidence, improve corporate accountability, and assist the organisation to satisfy auditing requirements.
Thus, in addition to the requirements already given for EDM, ERM requires support for:

· capturing, storing, indexing and retrieving all elements of a record as one complex unit, and for all types of records that the organisation needs to manage; 

· management of records within class categories or filing structures that maintain the links between them (i.e. at the file/folder level);

· record level metadata, including record retention and disposal rules;

· integration between electronic and paper records where this is necessary; 

· secure storage and management to ensure authenticity and accountability;

· management facilities for the systematic retention and disposal of records; 

· migration and export of records for permanent preservation without loss of information. 

These requirements are illustrated in the following process model…..
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A Record’s Life History

           

 

Key concepts

-  a version of a document may be

declared as a ‘record’ at any time;

-  records cannot be changed, but

some of their metadata can;

-  once classified to a folder in the

fileplan, a record will be disposed of

according to the schedule for that

folder.


	An EDM system….
	An ERM system….

	Allows documents to be modified and/or to exist in several versions.
	Prevents records from being modified.

	May allow documents to be deleted by their owners.
	Prevents e-records from being deleted except in certain strictly controlled circumstances.

	Provides few ‘end of life’ management tools.
	Can require that certain documents be destroyed at a defined point in their lifecycle.

	May include a document storage structure, which may be under the control of users.
	Must include a rigorous record arrangement structure (the “classification scheme”) which is maintained by the Record Manager.

	Is intended primarily to support day-to-day use of documents for ongoing business.
	May support day-to-day working, but it is really intended to be a secure repository for business records for short and long-term archiving.


Electronic records and “authenticity”

“Authenticity” in legal terms means that the evidence tendered is what it purports to be and can be relied upon as such.

The need to manage business and historical records is not new. What is new is the gradual transition from traditional paper documents authenticated by means of hand-written signatures and corporate seals, to electronic records where authentication becomes much more of a problem. Furthermore, the traditional record management disciplines that are applied to paper records are not always applied to e-records - such as important e-mail and word processor files - with the same rigour, if at all. 

The problem is that unlike paper records, e-records do not possess a physical form that is the record; rather, they are a collection of electronic pulses that may easily be replicated, moved from one location to another, and altered (see WORM), without any of this being apparent to the user. 

The ease with which an e-record can be altered raises the issue of its authenticity, of its undisputed credibility, genuineness, and legitimacy. 
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How does an auditor know whether an e-record is a true facsimile of the original, or for that matter, a forgery? If an e-record is to be used as audit evidence, how can its authenticity be proved? Over the centuries, tests - such as analyses of the paper, ink, and handwriting - have evolved to establish the authenticity of paper records. But such physical tests cannot be applied to e-records. Thus, if e-records are to have evidential value, they must be managed effectively throughout their life. They must be valid, and completely and accurately captured. Once captured, they must be protected from both accidental and deliberate unauthorised change. 

Sound procedures for storage and maintenance, and for controlling and recording access to e- records, will reduce the risk of the evidence contained within an ERM system being discredited.

An ERM system should therefore provide controls over data integrity, including a comprehensive audit trail of system use. Computer systems that demonstrably implement the relevant sections of, for example, the British Standard Institution’s Code of Practice for Legal Admissibility of Information Stored on Electronic Document Management Systems (BSI DISC PD0008) and the Code of Practice for Information Security Management (ISO 17799) - or comparable standards or codes of practice - are more likely to provide the assurance of authenticity that an auditor will require.

The basics of good ERM

An organisation should establish a formal corporate policy for maintaining electronic evidence as corporate records together with a broad strategy for taking forward enterprise-wide ERM. A corporate policy provides the guiding principles to follow as business systems inevitably change and develop over time. 

Overall, good ERM requires: 

· Understanding: in order for management to document its business processes, it is necessary to understand clearly both the nature of e-records and the information that the organisation need to capture as e-records. Here it is essential to appoint an experienced records manager to provide the necessary expertise, to develop and maintain strategy and procedures, and to monitor compliance with them;

· Policy: top management should endorse a formal corporate policy for maintaining electronic evidence as corporate records. A policy serves to provide the framework in which ERM procedures and practices are developed and maintained, together with an authoritative basis for the Records Manager to exercise powers and perform duties, responsibilities, and functions. It should also provide the guiding principles to follow as business needs and systems inevitably change and develop over time. 

· Strategy: among other things, an ERM strategy helps ensure that government-wide standards are adhered to (e.g. e-GIF & e-GMS), and that corporate e-records remain both accessible and usable for as long as they’re needed (including during prolonged computer system failure). Where an e-record’s retention period spans many years, the solution to the problem of technical obsolescence might not be a simple one (could a record stored five years ago still be traced, recovered and displayed as a true facsimile of the original using current hardware and software? And if encrypted and/or digitally signed, would the key still be available?); 

· Procedures: for routinely capturing information should be designed into any electronic systems that generate the e-records. They should be easy to understand and use; 

· ERM Systems: should be designed to manage authentic records and to ensure that their authenticity can be confirmed easily if necessary - in this respect the design and retention of “process control records” requires considerable thought;

· Maintenance capability: policies and procedures will be necessary for applying appropriate appraisal, scheduling, and disposal actions to e-records;

· Culture and training: it is essential to promote a culture of good record keeping practice throughout the business to underpin all of the above requirements. A key part of this is training.

· Monitoring compliance: an important `steering' function is to ascertain the extent to which the organisation adheres to its own and to externally imposed record keeping requirements. In the case of external requirements, monitoring compliance by individuals and business units is essential to provide confidence that the organisation as a whole comply. Equally, there is little point in establishing internal policy and standards if there no way of knowing if - and to what extent - they are observed. In either case, the Records Manager should function as an auditor and provide the Board with periodic assurance of compliance.

Points for the auditor to consider 

Before relying on electronic evidence, the auditor should first establish confidence in the client’s processes for achieving authentic e-records. This is not solely a matter of examining specific controls - such as controlling access - but of taking a top-down approach to obtain confidence that, overall, records created in the “normal course of business” provide sound audit evidence.

Good ERM requires support at three broad levels, each of which complements and reinforces the other:

· At the organisational level, overall policy and strategy is set and an organisational culture of good record keeping is shaped. If top management ‘drive’ is lacking, it is unlikely that lower management levels will succeed in delivering their objectives. Questions that the auditor might ask include:

· has top management endorsed an policy to provide direction on e-record keeping? 

· is there an active management framework for implementing the ERM policy and for monitoring compliance and effectiveness?

· is there evidence of active ERM policy implementation and monitoring?

· how does top management gain assurance that all e-records are captured and managed effectively as corporate records?
· has a strategy been defined for rolling out and maintaining effective ERM in the light of changing technologies and business needs? In particular, has adequate provision been made for the long-term storage and retrieval of e-records, and for backup and recovery following prolonged computer failure?
· At the record management level, procedures are defined and built into the record lifecycle and the operational record-keeping environment is shaped. Questions that the auditor might ask include:

· how does management confirm that original e-records captured by the system are genuine and reliable?

· is there evidence of the checks that were carried out during and following data capture? 

· how can management demonstrate that e-record stored in the ERM system remain unchanged?

· are there any documented instances of unauthorised amendment?

· how can an e-record’s originator be identified? and....

· how can important information, such as transaction date, also be verified?

· At the IT systems level, appropriate design models and approaches should be employed to develop the ERM system. Questions that the auditor might ask include:

· what evidence is there of assessment of compliance of ERM systems with the Functional Requirements specified by the Public Record Office? (see note)
· what controls are designed in to limit particular functions to appropriate roles (e.g. the ability to edit or to delete an e-record or folder)?

· how does management obtain assurance that updates to the ERM system will not act to corrupt or destroy the organisation’s e-records?

Throughout this briefing, there are references to the need to maintain “process control records”. Such records serve to provide the auditor and any other interested party (such as judge during legal proceedings) with evidence that an ERM process operates correctly and consistently in every respect. The auditor should be satisfied that process control records demonstrate that in practice, controls operate correctly and consistently. In this context, the auditor should consider what arrangements there are for recording activities and outcomes with regard to:

· ERM system audits;

· the complete capture of paper records into the ERM system (where this takes place);

· quality control inspections (for example, on the images of paper documents that have been captured by a scanning process; tests to confirm that older e-records can be successfully traced and accurately reproduced);

· changes to system passwords and encryption keys (where used);

· periodic reviews of user processing permissions with regard to individual roles (i.e. what e-records the ERM system permits individual users to access, and what operations it then permits them to perform on them);

· system backups (and the ability to restore from backup);

· changes to the ERM system hardware/software, the specification of the change, its authorisation, testing, and release into live use;

· the review and disposal of e-records according to disposal criteria.

Note:

Comprehensive guidance on ERM is available on the PRO web site at….
http://www.pro.gov.uk/recordsmanagement/default.htm. 

Likewise, ERM system functional requirements are set out at…..

http://www.pro.gov.uk/recordsmanagement/erecords/2002reqs/default.htm]

Appendix: explanation of terminology

ACCESSION:  the transfer of physical and legal custody of documentary material to an organisation (see stage 1 ERM process model above).
APPRAISAL: involves evaluating business activities to determine which records need to be created and captured into record keeping systems and how long they need to be kept to meet business needs and the requirements of accountability. The wider community expectations have also to be considered; this includes determining which records need to be kept, generally in the national/state archives, as part of a community's collective memory and cultural heritage. 

AUDIT TRAIL: comprises information that enables the reconstruction of a previous activity in its correct chronological sequence. In ERM systems, audit trails also provide an electronic means of automated tracking so that any access to a record is documented; such as audit trail might be used to identify unauthorised actions (for example, modification, deletion, or addition) to a record.

AUTHENTICITY: in legal terms means that the evidence tendered is what it purports to be and can be relied upon as such. The International Standard for records management, ISO 15489, has the following to say about authentic records:
An authentic record is one that can be proven:
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to be what it purports to be;

(b) to have been created or sent by the person purported to have created or sent it; and

(c) to have been created or sent at the time purported.

To ensure the authenticity of records, organizations should implement and document policies and procedures which control the creation, receipt, transmission, maintenance and disposition of records to ensure that records creators are authorized and identified and that records are protected against unauthorized addition, deletion, alteration, use and concealment. 

CLASS: a subdivision of the overall classification scheme (see below) by which the electronic file plan (see definition) is organised. A class may be sub-divided into one or more lower level classes and this relationship may be repeated down the hierarchy. A class does not itself contain records, but is an attribute against which a folder (see definition) is classified.
CLASSIFICATION SCHEME: a scheme that categorises records into assemblies designed to preserve the context of the records relative to each other. The full set of classes (see above) - at all levels - together constitutes the classification scheme.

COPY: the action or result of reading data from a source, leaving the source data unchanged, and writing the same data elsewhere on a medium that may differ from the source, such as a visual display or a printer. Reading an original e-record inevitably involves copying it, because its source is illegible.
DECLARATION: the process of defining that a document’s contents (and some of its metadata attributes) are frozen as it formally passes into corporate control and is thereby declared a record.

DESTRUCTION: the process of eliminating e-records beyond any possible reconstruction.

DISPOSAL SCHEDULE: a set of instructions allocated to a folder to determine the length of time for which the folder should be retained by the organisation for business purposes and its the eventual fate on completion of this period. Disposal might result in the document’s destruction, but might also result in it being transferred to another organisation to manage, such as to a government archive.

DOCUMENTS: are formatted information that can be accessed and used by a person. They have a beginning and an end, and may be represented through alphanumeric text, vector data, a digital map, spreadsheets and databases, moving images, or audio data. Regardless of format, documents serve the purpose of conveying information.

e-GIF: “e-Gov Interoperability Framework” is a framework of standards and products for achieving interoperable information systems between government and public sector organisations, and between government and the citizen. Its main features include interconnectivity, data integration, information access, and content management.

An example of an e-GIF:

· the New Zealand Government can be found at……

http://www.e-government.govt.nz/docs/e-gif-v-1-0/e-gif-v-1-0.pdf
· the Australian Government can be found at……..

http://www.govonline.gov.au/publications/NOIE/standards/Draft%20Interoperability%20Framework%20v2%20_07-05-02.pdf
e-GMS: “e-Gov Metadata Standard” forms part of an e-Gov Interoperability Framework. It lays down the elements, refinements, and encoding schemes to be used by government officers when creating metadata for their information resources or designing search systems for information systems. An e-GMS is needed to ensure maximum consistency of metadata across public sector organisations. Compliance, management, and updating procedures are addressed in the e-Government Interoperability Framework.

An example of an e-GMS (UK Government) can be found at……………

http://www.govtalk.gov.uk/documents/e-Government_Metadata_Standard_v1.pdf
ELECTRONIC DOCUMENT (e-document): a document that exists in electronic form. Use of this term is not confined to text-based documents typically generated by a word processor, but includes e-mail, spreadsheets, graphics and images, html/xml documents, multimedia documents and other types of office document.
ELECTRONIC RECORD: an electronic document that has been declared a corporate record.

EVIDENTIAL VALUE: the worth of records for illuminating the nature and work of their originator by providing evidence of the originator’s origins, functions, and activities. Evidential value is distinct from “informational” value, which is the worth of documents for reference and research deriving from the information they contain on persons, places, subjects, etc.
EXPORT: the process of passing copies of an e-record or group of e-records, together with their metadata, from one system to another, within either the organisation or elsewhere. Export, as opposed to transfer, does not necessarily mean removing the records from the first system.

EXTENSIBLE MARKUP LANGUAGE: see XML.

EXTRACT (REDACTION): a copy of a record from which some material has been removed or permanently masked. An extract is made when the full record cannot be released to a requester (for example under freedom of information legislation or for reasons of national security), but part of the record can. Most records will never have an extract made from them; some records may have several different extracts made at different times, as the sensitivity of the material decreases. An extract of a folder is made by creating extracts from some or all of the records that the folder contains.

FILE: an arrangement of records. When used as a noun, the term denotes papers, photographs, photocopies, maps, machine-readable information, or other recorded information, regardless of physical form or characteristic. When used as a verb, the term defines the act of assigning and storing records in accordance with a file plan (see below).

FILE PLAN: a document containing the identifying number, title, description, and disposition authority of an organisation’s files. It comprises the full set of classes and the folders that are allocated to them.

FOLDER: a (virtual) container for records. Folders are located in the file plan by being allocated to a class (i.e. by being classified). A folder is the primary unit of records management and comprises metadata, some of which may be inherited from the class to which the folder belongs. Some folder metadata may be inherited by the records that the folder contains.

GDSC: Government Data Standards Catalogue – example at http://www.govtalk.gov.uk/gdsc/html/default.htm
HTML: Hypertext Markup Language is a language to specify the structure of documents for retrieval using an Internet browser program.
HYBRID FOLDER: a folder that has both electronic and non-electronic elements, both of which have entries in the ERM system. 

IMAGING TOOLS: software and hardware that work together to capture, store, and recreate images of hard copy documents.

INDEXING: this involves establishing or applying terms or codes to particular records by which they may be retrieved. Indexing depends on the use of the controlled vocabulary developed in the classification process and involves attaching one or more searchable terms to each record item, such as a file or a paper or electronic document. Classification and indexing are often confused: they are related but distinct processes. Classification can be regarded as metaphorically placing the record at a point on the hierarchical tree, while indexing can be thought of as attaching metaphorical labels to the record.
ISO 15489: the International Standard on Records Management. 
LIFE CYCLE: a record’s life span, from its creation or receipt to its final disposition. It is sometimes described in four stages: origination; classification; maintenance and use; and final disposition.

METADATA: information that describes the context, content and structure of records, folders, and classes. Where properly implemented, records management metadata should:

· support record retrieval;
· support the wide range of records management processes in the system’s functional requirements;
· establish the provenance of the record (ISO 15489 describes this as ‘the context in which the record was created, received and used should be apparent in the record, including the business process of which the transaction is part, the date and time of the transaction and the participants in the transaction’);
· show whether the record’s integrity is intact (e.g. it has not been subject to changes after being fixed  [or ‘declared’] as a final record);
· demonstrate that the links between documents, held separately but combining to make up a record, are present’;
· demonstrate that the relationships between separate records are present;
· provide essential information to support interoperability / sustainability of the record between platforms and across time and technological platforms.
MIGRATION: the process of moving records from one technological platform to another to refresh software or media formats, while maintaining their authenticity, integrity, reliability and usability.

PERMANENT RECORD:  records appraised as having sufficient historical or other value to warrant their continued preservation - often in a national/state archive - beyond the time they are normally needed for an organisation's administrative, legal, or fiscal purposes.
PHYSICAL FOLDER: a physical folder is an entry within a file plan for a physical or paper folder, which is not itself held within the system but is located elsewhere. Such an entry provides information about the folder and its location. A physical folder will be classified in the same way as an electronic folder and under the same classification scheme.

There are two types of case in which a physical folder is represented:

· where the physical folder stands on it own and has no relationship with an electronic folder, other than being allocated to the same class;

· where the physical folder is the physical equivalent of an electronic folder and has the same title (the physical and electronic folder together constitute a hybrid folder).

.pdf: see PORTABLE DOWNLOAD FORMAT.

PORTABLE DOWNLOAD FORMAT: a file format that has captured all the elements of a printed document as an electronic image that can be viewed, navigated, printed, or forwarded to someone else. PDF files are especially useful for documents where it is important to preserve the original graphic appearance. PDF is an open file format specification available to anyone who wants to develop tools to create, view, or manipulate PDF documents.
RECORDS: a type of document, set aside as evidence and protected from alteration or change. For paper records, being “set aside” means placing a document into a filing system from which it can be retrieved. With digital technologies, the same result is achieved by transferring an e-document from an operational environment into a ERM system.

Records can come in many forms. The International Standards Organisation (ISO 15489) states they are “recorded information in any form, including data in computer systems, created or received and maintained by an organization or person in the transaction of business and kept as evidence of such activity”. Regardless of their form, all records have in common the elements of:

· content: the information in a record. In other words, the idea or concept, or the facts (for example, about an event, a person, an organisation, or other similar act) that are recorded to document a transaction;
· structure: refers to a record’s physical and logical attributes. A record’s physical attributes include such things as its size and style of type, line spacing, page margins, and agency logo. Logical attributes consist of the logical arrangement of the record. For example, the structure of a memorandum would include a header (the name of the sender, the date, the subject of the memo, and the recipient of the memo), a body (the actual content in one or more paragraphs), and the authentication (signature);

· context: explains the “why” of the record. A single record derives its trustworthiness and usefulness from its association with other records that collectively tell the story of an activity or event. For example, a letter from a constituent might be filed with the reply so that anyone viewing the reply in the future can see it in the context of the request. Without the request, the reply could be taken out of context and misconstrued. 
The first two elements of a record are easily captured. However, capturing context involves operating strictly within a framework of administrative policies and procedures that together ensure the creation of authentic e-records.
RECORD CATEGORY: a description of a particular set of records within a file plan. Each category has retention and disposition data associated with it that apply to all record folders and records within the category.
REGISTRATION: is the act of giving a record a unique identity and recording brief descriptive information about the record in a register (against the record’s unique identifier), thereby providing evidence that the record has been created or captured into the recordkeeping system.  
RENDITION: an instance of a record rendered into another software format by a process entirely within the control of the ERM system, without loss of content. The content and most of the metadata (i.e. all except the relational linking back to the native format record and details of the software format) are identical. Renditions may be required for preservation (the existing technology becomes obsolete) or access/viewing purposes.
RETENTION PERIOD:  the length of time that a record must be kept before it can be destroyed. Retention periods for temporary records may be expressed in two ways:

· a fixed period from the time records in the series or system is created; for example, "destroy after 2 years" provides continuing authority to destroy records in a given series 2 years after their creation;

· a fixed period after a predictable event, such as:

· "after completion" (as of a study, project, audit);.

· "after sale or transfer" (as of personal or real property);

· "after publication" (as of monthly reports);

· "after superseded" (as of an administrative directive);

· "after revision or cancellation" (as of a form);

· "after acceptance or rejection" (as of an application).

REVIEW (n): the examination of the disposal status of a folder, or a part of a folder, to determine whether it should be destroyed, sent to an archive, or retained for a further review later. 

Note: a different meaning attaches to this term in the document management environment, where it describes a quality control stage within the document production cycle.

TRANSFER: the processes of exporting (usually groups of) complete e-folders and subsequently destroying them within the exporting system, effectively transferring custody of the e-records. Records may be transferred to a public archive for the purpose of permanent preservation.

VERSION: one of a sequence of documents that have the same general form, specific subject and purpose.  The sequence often reflects successive changes to a document.

VITAL RECORDS: records needed to meet vital operational responsibilities, they are subject to periodic review and update. Vital records in a government organisation could include:

· records essential to the continued functioning or reconstitution of the organisation during and following an emergency or disaster;

· records essential for protecting the legal and financial rights of the Government and of the individuals directly affected by its activities.  Examples might include accounts receivable records, social security records, payroll and retirement records, insurance records, contracts and deeds.

WORKFLOW: the automation of a business process, in whole or part, during which documents, information or tasks are passed from one participant to another for action according to a set of procedural rules.

WORM: an acronym for “write once, read many” is a data storage technology that allows information to be written to a disk once and then prevents the data from being altered or erased. The media are not rewritable because they are intended to store data that the user does not want to erase accidentally. This feature makes WORM devices especially suitable for storing and archiving e-records. The indexes to records stored on WORM are written to eraseable media to enable record disposal - purging a record’s index renders the associated document inaccessible. CD-R has gradually been replacing traditional WORM devices and it is expected that DVD-R or HD-ROM technologies will eventually replace both WORM and CD-R.
XML: “Extensible Markup Language” is a flexible way to create common information formats and share both the format and the data on the World Wide Web, intranets, and elsewhere. XML is "extensible" because, unlike HTML, the markup symbols are unlimited and self-defining. HTML and XML can be used together in many Web applications - for example, XML markup may appear within an HTML page. 
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Microsoft Word password feature is not secure:


 A hacking tool called Hex Editor has been published on the Internet that bypasses Microsoft Word’s built-in password protection designed to avoid unauthorised editing of documents. The hack leaves no trace, so it is possible to edit a document without anyone knowing. This has serious legal implications for businesses that use the in-built password protection when negotiating contracts. For example, a company could send a quote for services to a customer on a password protected Word document with the intention that if the customer agrees to the terms of the quote they will print the document, sign it and fax it back. If the customer is able to alter the terms of the quote to their favour before concluding the contract, the company could find themselves being bound to contract terms they had never agreed to and it may be difficult for them to prove that any skulduggery had occurred. Microsoft responded by claiming that the intended purpose for the password protection facility was to stop any accidental amendments being made to documents and was not meant as a security tool. They urged that digital signatures or Adobe PDF style software be used to transfer documents securely.
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