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Mister Comptroller and General Auditor of India, President of the Committee of Auditory of Information Technologies of INTOSAI.

Mister Comptroller of the Republic of Japan, distinguished host of the seventeenth meeting of the Committee of Auditory of Information Technologies of INTOSAI Committee of Auditory of Information Technologies of INTOSAI
Dear representatives of the Superior Controlling Entities, members of the Committee of Auditory of Information Technologies of INTOSAI Committee of Auditory of Information Technologies of INTOSAI

on thanking for the inclusion of the General Controller's office of the Republic of Ecuador in the Working Agenda of this day, I want to put to your consideration the reasons for which I have suggested three additional topics of investigation.

First suggested topic: Ethics in electronic businesses
Classically, ethics has been understood from its etymological roots in a double sense. On one side, as “customary” and on the other as “must be”. As customary it refers to the social character of ethics, to the norm complied by all and that is transmitted through teaching, either public either household of “good habits”. As “must be” it has generally been understood as ethics circumscribed to the individual scope of the person, to “do what is right” in front of others, but in electronic businesses, such “do what is right” must be analyzed and the desirable limits and standards specified.
Nowadays it can’t be conceived to be any of human activities not influenced by technology in a direct on indirect form. From a simple calculation of adding or subtracting numbers, up to the exploration of space; from shopping in the supermarket to complex medical surgery, from semaphores on the streets to everyday chores at home.

Nations have also been influenced by the vertiginous advance of technology since their processes or operations have gone from been performed manually to a virtual management. But also, in many cases, have gone from been mere service providers to become true pioneers in other scopes of entrepreneurial competences, such as oil, mining, sea and air transportation, or production of nuclear, electric or solar energy, to mention a few.
Also, internal control systems have had to evolve in public and private organizations, with the appearance of new risks to which their assets are now exposed. We all can recall the COSO report that appeared in 1994 and its second version or COSO II in 2004, which incorporated the concept of risk management. Probably one of the notable successes with the appearance of COSO is that ethical matters inside the organization are also a concern for control through the implementation, functioning and evaluation of institutional Ethical Codes.
But also, with the evolution of technology have evolved the probabilities of a wrong use of it or of the operations that are performed with its support. In that context, ethics of those who make use of the systems to perform its operations must be guaranteed with the implementation of specific controls.

Electronic commerce, considered as a system the allows buy-sell of good and services through internet, efficiently allows many bidders or providers to appear to cover the needs of the public sector, which causes a flow of not documented information that must be controlled; but such controls also depend on the people who are operating the systems and for that reasons, their performance is subject to the characteristics of their ethical formation, values and moral.
Therefore, it is important that ethics be studied in a historical moment in which technology is the principal axis of everyday life and specially, be interpreted by this modern times in which behavioural codes, being the same, must be more precise, when the management of informational systems of public entities is and everyday task, and more important each new day.

It must not be disregarded that administrative legislation privileges the form, the proceeding and the decision, for which informational systems of public entities must be duly provided and developed, but inside the dimension of ethics and moral, it is necessary to specify the expected behaviour in the ambience of informational technologies.
In the last years, it has been acknowledged of cases of nations that have approved laws with the objective of helping the country to stand upon the radical social and economical changes caused by the revolution of information technology and that also define strategies to achieve it, such as: the creation of a infrastructure of high speed net, the promotion of electronic commerce, the protection of information about individuals, the promotion of equal access to the resources of information technology and the improvement of an “electronic management”. As it can be concluded, with such advances on legislation, nations shall also work for the creation of an environment in which a free and open competition must prevail, but in this, the ethics of the individuals in charge shall in many cases be proved, reason enough to, in this scenario of growth, specify also the concept and function of ethics, and of course, the mechanisms to guarantee it.
I consider necessary to mention that the Special Commission of Public Ethics, Administrative Righteousness and Transparency (CEPAT, due to its initials in Spanish) of the Latin American and the Caribbean Organization of Superior Controlling Entities (OLACEFS, due to its initials in Spanish), formed by the Controlling Entities of Colombia, Nicaragua, Panama, Peru and Ecuador, which I am honoured to Preside, designed and presented for the approval of the Directive Council of OLACEFS, the Course on Public Ethics which was delivered in the city of Quito for the first time, with the attendance of 35 officers of 15 Controlling Entities of the Region, with results that are flattering, but also compromise us to keep our work in this profound topic.
Among the conclusions of this course, it can be highlighted that it is recommendable that the concepts of ethics, without changes in its essence, must be interpreted within an scenario of profound changes caused by the revolution of technology; and the ethics must not only be a word used in the invocation of nostalgic to recover public morality, but also, it must be subject to control, measurement, evaluation and continuous improvement.
With that object, the contents of that Course suggested processes such as the implementation of Ethical Codes, procedures of internal control specific about ethics, the creation of an Office of Ethical Affairs specialized in the management of the related matters, implementation of web pages for claims and congrats, functioning of hot lines dedicated to receive claims, training, among others.

But all what was suggested and analyzed with example cases in this course can be adjusted to ethics in electronic businesses, starting on the conceptual base until deriving in specific aspects in the administration of Information Technologies.
Now, more than ever, ethics must be recaptured with strength and of course, to analyze its dimension in an environment in which systems and electronic operations prevail.

Second suggested topic: Internal Control of Informational Technology

Information is one of the most important resources for an organization, and to protect it is one of the priority needs. Nowadays we must seek control tools and procedures to guarantee the reliability, security and confidentiality of data processed through information systems.

As any other technical or administrative areas of the organization, and maybe with more emphasis on Systems, it must be tackled in the design, implementation and evaluation of the internal norms that rule the correct functioning of the equipments, systems, processes, responsibilities and in general, all the related operations.
Controls to be implemented must be precise and general, not only should the focus on the physical of material aspects such as security, physical spaces assigned, password assignation, equipment identification, inventory, and other aspects, but controls must also be established on the logical component.

The pre-existence of internal control norms for information technology will serve not only for the Management but also for controlling activities to be performed by the Controlling Entity, since they become the basic referent, which compliance must be evaluated.

The analysis of an information system implies a series of manual and automated procedures, which in many cases can turn out to be quite complex, since in them there intervene technological resources, technical personnel and users, who not always are going to be associated directly with the information to be analyzed. For these reasons, the auditor, in order to face an automated process must consider in the coverage of his analysis diverse functions, activities and both technical and administrative procedures that are necessary for the processing of the information. These procedures can be initially oriented with the existence of norms of Internal Control of Information Technology.
To determine the level of reliability that automated systems might provide, the following order can be considered:

· Knowledge of the entity

· knowledge of the Systems Area

· Evaluation of general controls of the Information Technology Area

· Evaluation of controls by application

· Design of substantive and compliance controls

· Application of Computer Assisted Auditing Techniques (CAAT)

· Evaluation of Results 
 


In this process, again there becomes clear the need for the existence or referent norms of internal control which drives us to think that also the procedures of auditing can be standardized also at least, for the most general aspects.

The results obtained from the evaluation of controls and the application of CAATS provide for the informatics Auditor finds, incidences and sufficient elements of judgment to express his professional criterion regarding the quality, reliability, opportunity and safety of the valid information for the making of decisions by the managers of the organization, for the improvement of procedures and the effective, efficient and economic use of the informatics technology.
It can be advisable, that the Norms of Internal Control for Information Technologies, as well as for any other component of the organization, should be designed and formulated in a simple but real and practical tone, so that they could be used for the administration as well as for the auditors, without the need of knowledge at an experts' level in Information Technologies. It must not be forgotten that the level of knowledge and experience on public entities and the same Controlling Entities is not the same.

The latter recommendation is due, in addition to the already expressed, to the fact that in many cases, in the course of control activities, it will not always be possible to count with experts in Information Technologies to assist the auditing teams, but it is more possible in these to count with personnel with an acceptable grade of knowledge to perform the tests. But, beyond this, the important thing also, is to simplify to be more practical, but not for it, to stop being effective.

Counting with these basic, useful norms as I have said, both for the administration and for the auditors, who knows, they might be improved in order to become more specific for sectors of services like hospitals, universities, social security, national security, or of entrepreneurial type as airlines, oils, energy, mining, among others.

For the Management, as I have pointed out, the norms can become a referent for the implementation of logical and material controls in areas and activities related to the Information Technologies, but when it comes to Controlling Entities, these norms are the base to evaluate the safety level that corresponds to the compliance and to observe it in order to establish the risk of control of these operations in particular.

The risk control, as we know, will allow to determine the security level of that the operations or activities in the area are being executed in a such way that guarantees the compliance of goals and objectives of the organization, the protection of the assets or the investments thereof; and, to produce reliable information.

This, as it must be, will lead us to provide a qualification on the internal control and according to it, to point out the level of the tests to be designed and executed. If the Information Technologies controls are not working or important weaknesses exist, the auditing will have to make more profound tests and if on the contrary, an area has been evaluated as strong, which means that the pre-established controls are complied with, the tests will require less complexity.

The procedures of audit and its scope, then, will have to derive from the evaluation above and to materialize in the respective auditory programs that become the referent of procedures to be observed by the auditor of Information Technologies.

It must be said that even in the development of the findings of the auditory of Information Technologies, the norms of internal control can play a very important role since it is towards its compliance that the recommendations of improvement must be focused by the auditor. It is necessary to point out, that there are cases of Controlling Entities whose juridical frame does not force them to make recommendations in their auditory reports, since it is considered that improvement is a responsibility of the administration of the audited entity.

The so audited administration can also start its improvement plan during or after the auditory of Information Technologies.

We must not forget that the global reality is that all processes, from the simplest to the most complex, must be controlled, tested and evaluated, and within this, the concept of the quality appears too. How can it be established if activities inherent to Information Technologies are complied with quality if we don’t count with specific norms of internal control that also direct towards quality?

Today, quality has turned into a philosophy of survival, which is also applicable to governmental activities and also to the Controlling Entities. Many points from quality norms have a lot to do with the concepts of internal control, aspects that in a given time, must also be harmonized in order to have even more strong and real tools of internal control.

These brief thoughts I put to your consideration on this suggested topic.

Third suggested Topic: Creation of a data base of Technology Information Auditing
The management of knowledge leads us to the use of the abilities of the organization so much in experiences, technology, human talent, scope of action. Every Controlling Entity generates knowledge in each one of the activities of control that it performs, which must become not a product itself, but an ingredient for new controlling activities.

The creation of a data bank of cases of audits as a Base of Knowledge pretends to transfer the experience obtained by the working teams, regarding the audits performed, so that it can be used as a resource available for the organization.

The process usually needs skills to capture, organize, and store the knowledge of the auditors, to transform it into an "Intellectual Asset" that gives benefits and may be shared. Nowadays technology allows delivering tools that support the management of knowledge in the compilation, transference, security and the systemic administration of information, together with the systems that help in the improvement of the use of such knowledge.

The process of knowledge management mainly has the following objectives: 

· To identify, to gather and to organize the existing knowledge. 

· To facilitate the creation of the new knowledge. 

· To initiate innovation through recycling, and support of the skill of people. 

Keeping a data bank allows to have the analyzed information of the processes in such a way that when a new audit begins, the knowledge and experiences achieved in advance are re-used, which would make the control more efficient and effective, doing major emphasis on the found weaknesses and on the aspects of major risk.

This accumulation of knowledge can also be applied for information derived from any other type of control, either of financial, management, environmental, operative or administrative type.

The benefits for the Controlling Entities is that in a given time, as members of the INTOSAI, they have information available for study and analysis that will serve as one more ingredient for the audits, in this case, for Information Systems. There could be similar cases to those analyzed by a specific Controlling Entity, which could be later enriched by the results obtained by other EFS in similar cases. This materializes with the development of a software of Reasoning on the Base of Cases, which allows the storage of information that can be contributed by Controlling Entities (audit reports of Information Technologies) and that according to the requests or the parameters of the user, can classify the available information to then produce reports that then become ingredients for controlling activities.

Databases and software themselves shall be managed and kept properly as a permanent source of consultation for the Controlling Entities and shall contribute also to the compilation of experiences and knowledge of every country to be used by others that possibly have not developed capacities or are in process of doing so.

With time, it is also possible to include in the databases and in the system options, specific information of every country, about norms of audit of Information Technologies, or of internal control of Information Technologies; local regulations on information systems, public policy on the topic, special cases, among other aspects. The said must be done through a continuous process of improvement which shall make all the information to be more useful and more helpful for the members of INTOSAI.

At the end of my speech, I must add that our organization is doing big efforts to become stronger, with emphasis on the Information Technologies so much in the internal scope as in Control, for which I have thought that these three topics are of great importance for the strengthening of the activities of control of our Superior Controlling Entities.

I thank you for your attention.
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